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ABSTRACT

As cloud computing services become popular, the concern on the data security of cloud services increases and the efforts for
the data security become essential. In this paper, we describe the pros and cons of cloud computing including the definition of
cloud. Then, we discuss the regulations about the protection of user data defined in cloud promotion act. Previous studies related
to the privacy protection and the entrustment of personal information in cloud computing are reviewed. We examine how to store
the personal information depending on the cloud service model. As a result, we argue that the entrustment of personal
information should vary according to the cloud service model and we propose how to protect the personal information on IaaS
and SaaS cloud service models.
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Table 1. Cloud Computing Deployment Models

Models Description
The cloud infrastructure  is
Private provisioned for exclusive use by a
Cloud single  organization = comprising
multiple consumers
The cloud infrastructure  is
. provisioned for exclusive use by a
Community i .
specific community of consumers
Cloud .
from  organizations that have
shared concerns
. The cloud  infrastructure is
Public -
provisioned for open use by the
Cloud .
general public
The cloud infrastructure is a
composition of two or more
. distinct cloud infrastructures that
Hybrid . . o
remain unique entities, but are
Cloud .
bound together by standardized or
proprietary technology that enables
data and application portability
Table 2. Cloud Computing Service Models
Models Description
The capability provided to the
consumer is to provision
TaaS processing, storage, networks, and
(Infrastruct other fundamental computing
ure as a resources where the consumer is
Service) able to deploy and run arbitrary
software, which can include
operating systems and applications
The capability provided to the
consumer is to deploy onto the
PaaS cloud infrastructure
(Platform consumer-created or acquired
as a applications created using
Service) programming languages, libraries,
services, and tools supported by the
provider
SaaS The capability provided to the
(Software consumer is to use the provider’s
as a applications running on a cloud
Service) infrastructure
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Table 3. Regulations for the protection of user data in cloud promotion act

Article Keyword Description
+ Cloud promotion act shall take precedence over other acts in regard to protect
. Relationship user in Cl(.md .
Article 4 - Personal information shall be governed by related acts such as ‘Personal

with other Acts

information protection act’ and ‘Act on promotion of information and
communications network utilization and information protection, etc.’

Request for

-request for the State’s name storing user data to cloud computing service

. information for provider
Article 26 . N . . .
protection of -request for the State’s name storing user data to information and
user communications service provider for use of cloud computing service
o - prohibited to use or provide a third person with user data without obtaining
Providing a . - .
. the consent of user or without order to submission of courts or warrant issued
third person by iudgcs
Article 27 ¥ e
Return and
destruction of -return or destroy the user data when the business ends
user data
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Fig. 2. Storage of personal information and user data in SaaS cloud
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Table 4. Proposal for protection of personal information and user information on cloud service models

(CSP : Cloud Service Provider, ISP :

Information and communications service Provider)

. Subject of PCI‘SOHI?.I User‘ Entrustment
Scenario Information Information Information between ISP
Manager Manager and CSP

Clogd service provider(CSP) provides cloud end user CSP Csp )
service to end user on IaaS/SaaS
Information and communications service
provider(ISP) provides information and end user ISP ISP -
communications service to end user on laaS
Information and communications service
provider(ISP) provides information and end user ISP ISP (0]
communications service to end user on SaaS
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Table 5. Proposal for amendment of cloud promotion act with regard to the protection of personal
information and user information on cloud service models

Proposal for amendment

Description for amendment

Article 2
(Definitions)

add definition of "user of
cloud computing services”

- The term "user of cloud computing services” means “end user”

who uses information and communications resources rendered by
“provider of cloud computing services” and “provider of
information and communications services” who provides information
and communications services to “end user” using cloud computing
services

Article 2.4

clarify the definition of
“user data” by including
“personal information”

- The term “user data” means the data which are stored in

information and communications resources rendered by “provider of
cloud computing services” and which are owned and managed by
users of cloud computing services, including “personal information”

Article 27
(Protection
of user data)

add provisions about the
protection of personal
information of end user
on cloud service models

- "provider of information and communications services” who

provides information and communications services to “end user”
using servers, storages and networks rendered by “provider of
cloud computing services”, is responsible for the protection of
personal information of “end user” as “personal information
manager”

- "provider of information and communications services” who

provides information and communications services to “end user”
using softwares including applications rendered by “provider of
cloud computing services”, is responsible for the protection of
personal information of “end user” as “personal information
manager”. In such case, “provider of cloud computing services” is
responsible for the entrustment of the personal information of “end
user”
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