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Cross-border E-commerce: China an ke
v b
APEC "

®= China's cross-border e-commerce (B2C)

= 30 billion USD, 2015 with growth of 30%
= 1.4% of China's total export

= APEC region
= 66 billion USD, 2015 est. | |
- Alibaba - aliexpress

| G IO bal - Amazon - Apple

- ASOS - Casino Guichard-Perrachon S.A
i - DHL - Dogeared
= 90 billion USD, 2015 est. oy Ak
- FedEx - Fly London
- Harper's Bazaar - Jd.com
- Kirkland Signature & Unisa - Liberty Interactive Corporation

KEY PLAYERS:

- Macy's Inc - Otto GmbH & Co KG
- PayPal - Rakuten
- S.Oliver - Suning Commerce Group Co.
- Tmall Ltda
- UPS - Ulmart
- Wal-Mart




Does Privacy or Personal A E,

Information Matter?

= Privacy: "right to be let alone" (Warren &
Brandeis, 1890)

= Privacy, Is it a right?
= Right of personality
= Right of property

" E-commerce and Personal Information/data
protection

= the collection, use, processing and dissemination of
personal information

= "Individuals want to be left alone and to exercise
some control over how information about them is
used"




Why Personal Information/Privacy
Protection Becomes Even More Irmortaptg;
for E-commerce? 2

The age of big data

Value creation Is from the collection, use,
processing, and dissemination of personal data

Privacy protection has positive effect on
iInformation disclosure, data flow, and
trust/confidence on e-commerce

Global business rules for the digital/information
age




What Does APEC Do on Privacy Protection? K
L

b
= Data Privacy Subgroup(DSP) was eStablished
In 2003 under ECSG (Electronic Commerce

Steering Group)

= APEC Privacy Framework endorsed by
Ministers in 2004

= The Framework sets out nine Information
Privacy Principles:

= 1) Preventing harmiifjj %5 ; 2) Noticeid #l;
3) Collection limitationsiit£& R fiill; 4) Uses of personal
information’> A5 B B{EH; 5) Choiceiz 314 5 ],
6) Integrity of personal information/> A {5 B 1) 72 244
7) Security safeguardsZ 4= {#[#; 8) Access and
correction? i J2 5 IF; and 9) Accountability ] 37 ]




How APEC Enforce the Cross-border _, -
Implementation of the Privacy Framework

» |ndividual Action Plan 12 B & FA #1447 501+

= To update and report legislative, administrative,
iIndustry self-regulatory or a combination of these
methods

Jl R GHRL ZR TS B ESE, H mo& & A A
M EmR TN RED ﬁ%ﬁ%iﬁj, (TRRFERES
TEL kR EE D ETERES




How APEC Enforce the Cross-border
ﬂMMth&Em&amewoﬁ’P - m

4
" The APEC Cross Border Privacy Rules (CBPR)

System {5 35 F2 R RN AR £

= APEC Data Privacy Pathfinder 4 e A48 5% & 11 L)

= APEC Cooperation Arrangement for Cross-Border
Privacy Enforcement (CPEA) B35 SR HE S 1E N




APEC Data Privacy Pathfinder B
B A TRE A A s

= Nine interrelated projects:
Self-assessment guidelines for organizationsV i H i FAE T8 S
Private and public sector accountability agent recognition criteria A FA#E 1] 17 514
H E drif;
Compliance review process of CBPRSCBPR1A & [#)& #1141 7 ;
Directories of compliant organizations and contact information of organizations
and accountability agents for use by consumers& 2R Z 5L DL KAl [\ 5AR
HIXAEEUFHAEEH,;
Contact directories for data protection authorities and privacy contact officers
within economies, as well as with accountability agents#iE {5 7 HLF BE 2% 44 51 LA
N & AR S IR B LA A S AR B LA 44 5
Templates for enforcement cooperation arrangementsHiZ: & 1E B iSAR;
Templates for cross-border complaint handling formsis 5 #5152 3 2 A4 1
Scope and governance of the CBPR system CBPR& £ {)yE Fl A1vG # 5 2, and;
A pilot program to test and implement the results of the projects leading to the
testing of a complete systemilll i F1 s A LA LD H 25 R st k], Plmsk
X EEAAR R AT IR




APEC Cooperation Arrangement for Cross-

-
Border Privacy Enforcement (CPEA) E%M%ﬂ\ﬁ S
RE VRN

Bilateral or multilateral arrangements that include the following:

Mechanisms for promptly, systematically and efficiently notifying designated public
authorities in other member economies of investigations or privacy enforcement cases that
target unlawful conduct or the resulting harm to individuals in those economies#l %} HAth 28 5¢
PR N B ANIZEAT B T ANEAT X IZ L BRI G B 3 B 00, S kAT 1 2 B KSR
PULTESNRE . =8RG E R

Mechanisms for effectively sharing information necessary for successful cooperation in
cross-border privacy investigation and enforcement casesf 27 % B 145 8 DL S LS HE f5

AL BRI S B Y T A E AL

Mechanisms for investigative assistance in privacy enforcement casest & FA % L5 # xt
IR A 25 T4 BRI AL,

Mechanisms to prioritize cases for cooperation with public authorities in other economies
based on the severity of the unlawful infringements of personal information privacy, the
actual or potential harm involved, as well as other relevant considerationstR#E JEEZ LN A
SR AR B R B SE PR E B AL DL A AR S S S, S R BT L e HE
LLE H A 2 5 i A~ AR #EAT S PERIBLE; and

Steps to maintain the appropriate level of confidentiality in respect of information exchanged
under the cooperative arrangementsfE & RS, BWLE B A 4E R =4 B IR % 200 135
Jiti.




APECIEFAPIEEIEM NN Z 5EMEEE _
A XS
CPEA participant CPEA participant

CPEA Administrator Economies Yes [ [] res

Yes APEC Secretariat{Mot an Economy) . NO
Ausiralia
Mew Zealand
The United States
Canada
Hong Kong, China
Japan
Mexico
Republic of Korez
Brunei Darussalam
Chile
Chinese Taipe
Indonesia
Malaysia
Papua New Guinea
People's Republic of China
Peru
Russia
Singapore
Thailand
The Philippines
Wiet Mam




Current Membership of APEC CBPR

SHER “’ A

= The United States
= Mexico
= Japan




Personal Information Protection in China—__
L
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= | egislative methods

= No uniformed law on privacy/personal information
protection

= There are relevent laws and regulations, such as
constitution, civil law, criminal law, tort law,
administrative law,procedural law, etc.

= Administrative laws and regulations

= Such as online trading, banking, telecommunication,
iInformation service, medical service, etc.

= Enforcement authorities
= The State Internet Information Office
= Ministries
= Associations




Personal Information Protection in China—__
L
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= Some self-regulatory agents (potential acéGountability
agents)
o [ 34 3E 0 0 (China: Software Testing Center)
N ZHE B2 2 E R VS 0 (The Ministry of Public
Security Classified Protection of Information Security Evaluation
Center)

NS B2 e R I R Ly (The Ministry of Public Security,
Information Security Product Testing Center)

o [ 5 I 25 PR d 0 (Chinese Internet Association
Credit Evaluation Center)

o [ B T 55 B 2 S PR P 0y (China Electronic Commerce
Association Credit Evaluation Center)

[ & 7215 H °T- & (CIECC Guofutai Credit Platform)
122 5 AR A0 (www. 31 50nline.com.cn)
FEBAAT L2 (Dalian Software Industry Association)




Personal Information Protection |n s
w £
China: One step forward " |

Decision of the Standing Committee of the
National People’ s Congress on Strengthening
Information Protection on Networks 4= [E A\ K&

Loz KT N N 2845 BARIP B 8
= Enacted on 28, Dec, 2012

China's E-commerce Law (drafting)
= The right to be protected

= |egitimate use the personal data

= Preventing harm

= Notice




Challenges and Concerns? x
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Uniformed code and laws or self regutilation?

How to enhance privacy awareness and
understanding among the APEC economies?

What steps we should take to participate In the
APEC Cross-Border Privacy Rules System?

A new rule or an obstacle for cross border e-
commerce?
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