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Privacy In the Face of Little Brothers| You Jin Kwak(&Alchzta UIC)

These days, we are bombarded with new
devices that has the word “smart” attached to
their names- smart TV, smartphones, smart
refrigerators:-- you name it. Virtually anything
can be embedded with sensors and software
that enable the collection and exchange of data
within your own house, workplace, and so on.
We’ve reached an era where your “smart” clock
could signal your coffeemaker that it’s time to
brew the morning coffee. Have you ever thought
about what we are trading for this increased
convenience? In this quid pro quo world that we
live in, we have to be conscious of the fact that as
we gain more convenience through these devices,
we’re doing it at the cost of our own privacy.

The physical objects now connected to the
Internet and having the ability to autonomously
collect data is called IoT, or “the Internet of
Things”. In my investigation of how technology
impacted the way privacy is viewed and defined
regarding 10T, | came across 3 articles regarding
this issue: an article titled “Privacy in the Internet
of Things” by Jamie Lee Williams, “Protecting
Privacy in an loT-Connected World” by Michael
S. Smith, and “The Half-Baked Security of Our
Internet of Things” by Kashmir Hill.

Although all three articles focus on the
susceptibility of loT and the privacy issues at
stake, they differ on their views on who should
take measure against these problems. While Hill
and Smith both call for tighter security measures
on the individual/company level, Williams focuses
more on the need to revise the legal framework on
the state level. The discussion of the vulnerability

of loT made me wonder how Korea is currently
handling this situation and if the arguments by
the three authors could be applicable to the case
of Korea.

Hill and Smith both agree that companies
should be aware of the threats that loT poses
and take necessary action against them. In her
article, Hill puts the blame on the companies by
describing how companies lacking in necessary
security capability are just mass producing
devices that are connected to the Internet. Since
they don’t have knowledge on how to ensure their
product’s security, it is very costly for them to do
so, which means that the company will choose
not to do anything about it unless an incident
that severely affects a brand’s name value occurs.
Hill continues with her cost-benefit analysis of
the problem by mentioning, “There will be more
and more hacks, not just of cameras but of lots
of things. Eventually it will make people care and
it will be more expensive to be insecure than
secure.” Hill's paper is effective in uncovering the
liability of IoT producing companies by providing
a specific case that reveals companies’ ineptness
in implementing preventive measures or damage
control. Along the same lines, Smith focuses
on what the organizations within companies
can do to prevent this. On the organizations’
part, he states that IG (Information Governance)
professionals in each company should ensure
its compliance to “U.S. Fair Information Practice
Principles (FIPP)” which is in line with OECD
guidelines on the protection of privacy (38).



Also, he recommends data minimization as a
way to balance data use with privacy protection.
He suggests that organizations could decide
not to collect data at all or collect only the data
necessary to the product or service being offered.

In contrast, Williams focuses more on the state’s
responsibility to reconstruct its legal frameworks
to cover the realm of loT. She attempts to raise
awareness on the lack of effectively enforced
regulations by listing potential danger situations
that are not covered by existing laws. As Williams
states, “when you make a device smart, you
dramatically increase the number of things that
can wrong” (3). Her argument is that there are
evident loopholes in the existing legal framework,
and she effectively illustrates this by giving a
specific example of how the government can
use this to its advantage. According to the
Fourth Amendment of the U.S. Constitution, the
government cannot access any detail of what
goes on in an individual house without a search
warrant issued on a probable cause. This also
applies to an individual’s cell phone even if the
data in it were obtained outside of the house
because it carries intimate information of an
individual’s private life. However, this does not
apply to data that are available to the public
or a third party. Williams explains that as the
information inside the home gathered by the
loT ends up in the hands of the companies and
possibly a third party, this could be turned over
to the government, which renders the Fourth
Amendment ineffective. Therefore, unlike Hill
and Smith, Williams calls for a fundamental
restructuring of the legal framework because the
realm of loT is unprecedented and too complex
for the existing one to cover effectively.

b

The discussion of the vulnerability of IoT made
me wonder what the Korean government was
doing about this issue. | assumed that as a nation
with a leading IT industry, Korea would have
some kind of protocols or technology to prevent
this. However, when | read the 2014 |oT status
report issued by the Ministry of Science, ICT,
and Future Planning, it was an exact resonance
of William’s argument in that the report was
full of what “should be” done, not what “is
being” done. For example in chapter 3, “loT’s
security measure status”, of the report, it states
that: 1. there currently exist no regulation or
guideline applicable to companies manufacturing
loT products or services (except for a limited
guideline on telemedicine), 2. There exists no
privacy security framework for l1oT, which makes
safe implementation and management difficult.
3. There is a need for a structural policy that
enforces privacy protection after service (A/S) and
can reimburse customers in case of a breach (12).
It went on to state that Korea is actually behind
in the development of security algorithms, saying
that the algorithms that have been developed
domestically, such as LEA(Lightweight Encryption
Algorithm) and HIGHT(High security and light
weight), were all susceptible to a hacking
technique that detects the password by analyzing
electromagnetic waves from the loT devices (13).
The lack of a proper structural framework and
technology to tackle these security issues in Korea
made me think about what Korea should do in
response to this.



Regarding this, we can go back to our previous
discussion on Williams, Hill, and Smith. All three
had argued for the need to change the status quo,
but Hill and Smith were on an individual, company
level whereas Williams was on a state level. |
believe thinking on both levels is crucial and that
a solution should incorporate both levels into
the discussion. Therefore | thought of potentially
comprehensive solutions to Korea’s current
situation. One solution | had thought of was to
improve our R&D capacity through international
cooperation. Since the U.S. has strength in
the area of network security regarding Clouds
and wireless technology and Europe in cyber
security regarding industrial sectors, the Korean
government could push for a joint research to
learn from and utilize it. Another solution could be
to push for a merger between security companies
and these manufacturing companies, similar to
what Cisco and Intel have done. Cisco had bought
NDS, SourceFire, ThreatGrid Security Corps. in
2012, 2013, and 2014 respectively to increase
their security capability in loT products, and Intel
had bought McAfee to develop an encryption
that ensured their loT’s data security. Likewise,
| think the government should encourage loT
manufacturers with incentives to actively merge
with security technology companies in order to
solve the privacy issues at risk.

Personally, | think that solving this problem
is a focal imperative for Korea in order to boost
its recently stagnant IT growth and claim a
major share in the international market. Since
no one has yet come up with an internationally
standard protocol for loT, the world is turning its
head to the internal regulations of international
companies like Google for guidance. Therefore, it
will be a tremendous competitive advantage for

Korea to develop a systematic security framework
that could be standardized. Like two sides of a
coin, the seemingly grim future of privacy in the
era of loT might actually be an opportunity for
Korea.
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