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#3. Social Networking Sites: Reflecting or Refracting
Real-Life Privacy?

| Yeonwoo Koo (Department of English Language and Literature at Yonsei University)

With the advancement of internet technology,
we can now create societies online and populate
them with real people. Likewise, these social
networking sites (SNS) often seem to mirror the
offline society. When we begin to imbue the SNS
community with the same values that we adhere
to in real-life, however, those same principles are
distorted and exploited online. The three articles:
Jon Ronson’s “How One Stupid Tweet Blew Up
Justine Sacco’s Life,” Leucio Antonio Cutillo’s &
Refik Molva’s “Safebook: A Privacy-Preserving
Online Social Network Leveraging on Real-
Life Trust,” and Andra Giurgiu’s “Challenges of
Regulating a Right to be Forgotten with Particular
Reference to Facebook” deal with the impact
technology has on the way privacy is viewed and
defined on SNS.

Although these articles acknowledge the privacy
problems exposed to SNS users and the need for
their protection, they differ in their underlying
assumptions of how privacy is viewed on SNS.
Whereas Ronson, and Cutillo & Molva believe that
privacy values are universal and that the solution
lies in influencing the users themselves, Giurgiu
indicates the difference of privacy values between
nations, and thus advocates for a technical
reform of SNS. These articles helped me see that
in the SNS context, the conflict stems from the
broadening view of online privacy—showing that
SNS essentially refracts, distorts our offline values
of privacy.

Both Ronson and Cutillo & Molva view privacy
values as universal, meaning that they believe
there is a universal trust in real-life privacy.
This universal privacy value not only applies to
real-life, but should also be upheld when using
SNS. Insofar, Ronson sees how damaging SNS
can be when this universal value of privacy is
broken online. Though Justine Sacco posted her
infamous tweet intended for her 170 followers,
the tweet “had been yanked violently out of the
context of her small social circle.” That Sacco’s
tweet was misinterpreted when placed in front
of an unintended mass audience shows that
her assumption of real-life trust working on SNS
was distorted. Moreover, Ronson argues that the
universal privacy value is further warped online
due to the SNS shamers’ lack of consideration
to the devastating effects for their victims. While
public shaming as punishment no longer happens
in real-life because its “outsize cruelty of practice
... in a crowd [takes] punishment too far,” SNS
users seem oblivious to damage of their online
shaming. Since SNS distorts our initial view of
offline privacy, Ronson concludes that we as a
community need to return to the humaneness
regarding another’s privacy online.

In addition to Ronson, Cutillo & Molva
propose that privacy values are universal in the
sense that real-life trust relationships should
be reflected in SNS as well. As SNS users are
“real, unambiguously identifiable persons,”




Cutillo & Molva design Safebook with specific
functions that will enforce “security based on
real-life trust” (97). To make Safebook reflect this
real-life trust, Cutillo & Molva design the system
to empower the individual with the right to their
own privacy—the access to control what they
publish privately or publically. In this sense,
Cutillo & Molva not only acknowledge a universal
privacy value, but also endeavor to make a
system where privacy is a universally held right.
Though presented as a technological solution,
Cutillo & Molva’s Safebook is fundamentally
based upon influencing the people, particularly
by empowering the individual SNS user. Likewise,
Safebook reinforces Ronson’s view as well. Since
a universal value of privacy also functions within
the SNS community, problems occurring online
need a solution that will change users’ attitudes.

Whereas Ronson and Cutillo & Molva call
for a humanistic approach under the assumption
that a universal privacy value exists, Giurgiu
seems to counter this notion. Yes, there may be
SNS communities that follow and uphold the
value that real-life trust should also apply to
the SNS context, but this differs from society to
society. Regarding the European law of the right
to be forgotten, Giurgiu sees that European values
of privacy diverge from American principles. While
Europeans uphold government and protection
of individual’s private and family life, Americans
prioritize freedom of speech and the market
over one’s privacy. With European jurisdiction
denied by American courts due to these differing
values on privacy, Giurgiu even goes to say that
it is an “impossibility of an actual enforcement
of European principles into American companies
... it remains doubtful if the proposed right to
be forgotten will actually have an impact on SNS

like Facebook and be able to protect individuals
rights as it was intended to” (377). Thus,
Giurgiu concludes that we need to change the
technological infrastructure of SNS rather than
change its inhabitants.

These three articles also compelled me
to consider the impact SNS has on our viewing of
privacy. In my opinion, the anxiety and betrayal of
trust we feel in the SNS context comes from the
blurring of previously distinct private and public
spheres. With the advent of SNS technology,
privacy as we knew it offline has now expanded
from pertaining just to the individual, to now
a small group of friends. Justine Sacco’s tweet
is public information in the old sense because
it was intended for her 170 Twitter followers.
However, the scope of her small circle of friends
is essentially private since the tweet was not
meant for a larger, mass public audience. Cutillo
& Molva’s Safebook also works to ensure a very
private trust amongst inner shell members.
Likewise, the definition of privacy is broadened to
include a small group of friends—encompassing
what was previously public to be private in the
context of SNS.

In relations to expanding the scope of
privacy, SNS also merges the division between our
personal and professional life. Now, what used to
be our public, professional life is intertwined with
our private one. Though Justine Sacco was fired
from her job owing to a public tweet, the tweet
comes back to haunt her private life. In The New
I'm single; so it’s
not like | can date, because we Google everyone
we might date . . . . That’s been taken away from
me too.”” Rather than reflecting privacy values in
real-life, SNS has refracted them to affect both
Sacco’s career as well as her personal privacy.

113

York Times interview, she says,



Giurgiu also acknowledges the correlating
influences of SNS affecting one’s public life to
private life, and vice versa. She states, “The digital
reflection of our personality, the digital traces
we are leaving every day have grown to become
a threat to our future development” (362). Thus,
we now begin to fear posting personal comments
that may affect our future occupations. Despite
our efforts to project offline privacy values into
the SNS context, SNS inevitably seems to change
these principles by broadening the definition of
privacy.

Whereas Ronson and Cutillo & Molva
discuss how privacy values are universal in
real-life and online, Giurgiu addresses national
differences amongst the value of privacy. After
reading these articles, | find that the same offline
privacy principles rarely work the same on SNS.
In particular, the anxiety behind the SNS privacy
violations is due to the broadening viewpoint of
online privacy and the merging of the professional
and private sphere. Rather than being a mirror
that reflects real-life privacy values, SNS is more
like a distortion mirror that bends and refracts
the real object. Seeing these refractions is the
first step to understanding how we need to apply
or create different privacy values that function
specifically on SNS.
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