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2017 International Conference of Data Protection and Privacy Commissioners (ICDPPC)
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#2. Fundamental Right Persists in Cyber World

Written By Hyungyung Park
(English Language and Literature & Chemistry, Yonsei University)

As far as | can remember, | always knew that people’s privacy is something to be respected. Privacy is a concept that I've
recognized without a doubt. However, if | were asked to define the word, | would find myself speechless. It wasn’t only
myself that struggled with the definite meaning of the word. Throughout Modern history, there have been numerous
attempts to define privacy in both philosophical and substantial context, albeit without definite success. In his paper, Michael
Friedewald suggests seven types of privacy that includes practical sense of privacy fairly well, which are Privacy 'of the
person, of behavior and action, of communication, of data and image, of location and space and of association.' (Friedewald)

With the advance of internet technology and media, present-day privacy cannot be discussed outside of internet world. At
first glance, of Friedwald’s seven types of privacy, it seems as if the privacy of data and image and privacy of communication
are the ones that are at risk the most. However, with progress of both the technology and the integration of technology into
people’s everyday life, it is all the seven types that are threatened to be violated. In these circumstances, it would do well to
remind ourselves that privacy is something we rightfully deserve. Cambridge dictionary defines the word ‘intrinsic’ as 'being
an extremely important and basic characteristic of a person or thing.' By this definition, if something critically belongs with
a person’s basic properties, and therefore does not change by external circumstances, it could be said that it is intrinsic.
Also, one of the main principal of laws, be it international laws or from a specific country, is to defend intrinsic human
right. Therefore, laws protecting a virtue can be an evidence that it is a basic right. Privacy is an intrinsic right because it
belongs to each individual, because it is granted the protection of law and because it should not change by circumstances.

Privacy is an intrinsic right, because personal data primarily belongs to the individual, and what belongs to the person by
definition is intrinsic. A large share of what consists privacy, especially online, is creation of someone. Pictures of beautiful
scenery and of artworks on Instagram, cheerful friends gathering pictures with comments uploaded on Facebook, varying
topics of articles on internet blogs and news sites, writings ranging from a few lines of personal rants on twitter to novels of
thousands of words, they’re all each a work of someone. They created it, so it’s theirs by virtue. If it’s theirs, it’s an intrinsic
right.

For the other part, the rest of personal data existing online that is not made by someone is critically linked to the identity
of the owner. A person’s name, age, address, face, lists of friends- these set of facts distinguish their identity all together. The
data is intrinsically reserved because it’s unique to individual. For instance, while it is the owner’s prerogative to allow viewing
of the data for other people or companies, it is impossible for them to hand over the right itself. On Facebook, people who
come across one’s page can see one’s name, picture, birthday, birthplace, even the name of their significant other or alma
mater, depending on what the owner of the page chooses to display. Still, no one other than the owner themselves can
incorporate the data into their identity. If someone takes a name, profile picture or artwork of someone else and post them
online without acknowledgement, it’s considered either fraud or copyright infringement. This is because the information is

inherent in the owner’s proprietary.
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The fact that a person has a final say in the handling of their privacy shows the assumed concurrence that privacy belongs
to an individual. Ultimately, it is the individual that decide when, how, and to whom the privacy is shared. The occasions
where our online privacy is compromised most outright would be when agreeing to terms and policies on websites. In these
events, privacy is not a shared property that the company and the individual make negotiation on, one with a midpoint both
party have to concede even if unsatisfied. The choice simply not to click the 'agree' button is always there for the person
whom the information belongs to. The company might try and write down clauses in a way beneficial to them, but at the
end it is solely the individual’s decision that closes the matter, and that is because it is in their possession. This clearly shows
that privacy is an intrinsic right that belongs to each individual.

In addition to ownership, what law protects is what people deserve without having to earn, which includes privacy. There
are more than a few provisions of legal system established to guard people’s privacy on the internet. Act on Promotion of
Information and Communications Network obligates information network service providers to acquire consent from the user
on the use of their personal information. The act also provides extensive form of user information protection and recognizes
libel in cyberspace. Electronic Transaction Act protects the benefits of online consumers and secures the credibility of the
market. For preexisting privacy laws, additions and adjustments are also made to accommodate the online aspect of their
subjects. For example, copyright law now includes clauses concerning cyber right on intellectual property. These laws are the

evidence showing that privacy is treated as intrinsic right, provided to every person under the protection of law.

Constitution of the Republic of Korea maintains that the purpose behind the law’s existence is “[the country’s]
responsibility to affirm and secure individual’s fundamental human rights that are inviolable.” (Constitution) Were it
completely left at hands of people involved, without the interrogation of law, as if it were social commodity that can be
shifted in market, personal information would be exploited a lot more blatantly. People would be divested of significant
freedom in privacy, in exchange of the services provided by profitable companies, and possibly the government itself in the
name of national security. The presence of online privacy laws shows that government recognizes privacy as a constitutional

human right to be protected.

Moreover, privacy is universal, in that it is the same regardless of race,
gender or religion, which is just like other intrinsic rights. World-wide
organizations dealing with human welfare such as WHO or International
Amnesty found their base on the premise that there exists fundamental
human right that transcends national borders. Constitution of WHO proclaims
that health is ‘one of the fundamental rights of every human being without
distinction of race, religion, political belief, economic or social condition.'
asserting their cause as protecting a fundamental human right. Then, what
makes something a 'fundamental rights of every human being?' To answer
the question, Amnesty International directly refers to Universal Declaration
of Human Rights. The Declaration was documented by legal professionals
from all around the world and proclaimed by United Nation. According to the
Declaration, fundamental human right is 'right to life, liberty and security of
person.' Security of privacy, especially of behavior, action and communication,
is crucial to a person’s liberty and security, for if a person’s thoughts and

words were monitored it would be violation on their freedom of speech.
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That one of the articles of the Declaration mentions privacy as one of universal right; “No one shall be subjected to
arbitrary interference with his privacy (...) or correspondence, nor to attack upon his honor and reputation.”, reaffirms the
fact that privacy is an intrinsic right. (Article 12) While the legal terms and standards on privacy in law may vary by each
country or group, the fact that a person is always entitled to certain principal law does not change, and that is because even
if someone’s privacy is undermined by the society they belong in, they are still “entitled to an (...) international order in which

the rights and freedoms (...) can be fully realized,” (Declaration) and thus privacy is an intrinsic right.

Some may argue that privacy is inevitably a shared product of society, because once it enters the digital world it’s there
for everyone to take. While it is true that private data online is currently in a vulnerable state, it does not mean that things
shall stay this way. The law division is actively responding to the increasing new forms of violation of privacy online. A
case in point is the Geolocation Data Protection Act. The law was enacted in response to the appearance of Location
Based Services, in the form of Social Networks, smartphone map service and online games. The service integrates GPS
information of the user into social media platform such as Instagram, or navigation services such as Googlemap, and has
gained quick popularity over past few years. While variable and convenient, this service posed serious breach of privacy in
a way unprecedented, and the Act was proposed to provide geolocation data security in online network applications. As
such, constant recognition of people’s innate right to privacy is relentlessly made, even under changing environment.

Other people could also be argued that privacy is a social construct because it may be negotiated for economic well-
being or national security. A famous incident few years ago, however, told us a different story. On June 2013, Edward
Snowden, a former CIA agent and NSA contractor, revealed that numerous surveillance programs were employed by
National Security Agency of USA. The nation-wide scandal following the revelation showed the public’s stance on their
privacy. Even though it was clear that the surveillance undertook solely in the name of country’s safety, people felt deeply
wronged. The public was outraged because the government violated people’s right to ‘choose’ to share information. This
is a clear case of counterevidence implying the unquestioned consensus was there that each person is entitled to the

ownership of their personal data, that which shall not be compromised even for the national security.

Even though there are arguments taking the perspective of privacy as social construct, | firmly believe that privacy is
one of intrinsic human rights. This is because private data originally belongs to individuals, because privacy is protected by
the law as the government acknowledges it as fundamental human right, and because a person’s right to privacy does not
change by their affiliations such as nationality or religion.

Prior to the emergence of the wireless network, it was much easier to keep track of basic, personal details. Nowadays
with fast advance of technology, the realm of internet is constantly expanding, and privacy is so conveniently invaded.
People reluctantly hand over their personal data for online services that has become so quintessential of contemporary
day life. As opposed to signing contract in paper or listening to terms and agreeing, clicking away “yes” to an annoying
popup window is made to seem so simple and inconsequential.

Both the legal system and people’s awareness aren’t properly catching up to the velocity of technology, and this
situation is shamelessly taken advantage of. The Largely argued idea of privacy as social construct is not hard to
comprehend, as online-based companies are indeed treating people’s information as if it’s some negotiable goods. All
the more for these circumstances, awareness should be raised. Social consensus about the importance of privacy as
fundamental human right needs to be formed, and more concerned efforts should be put into protecting the vulnerable
data online.
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