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S. Park, “A Sub-pixel Motion Estimation Skipping Method for Fast HEVC Encoding,” ICT Express, In Press
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Redefining Privacy: to Protect or to Cover-up?
A Response to Neil Richards

Written By Yae Rym KANG
English Language and Literature, Yonsei University(’15)

“I don’t know anything or even care about privacy...” was my initial response when | was handed an article about
privacy to read. | knew privacy was a hot topic, especially with the recent issue with Facebook, but that was about
it. | think many people have similar attitudes toward privacy. Yes, it is supposed to be important, but no one tells us
exactly how or why. Perhaps this is the case because much of our talk about privacy revolves around how much we
desperately need it and how widely it has spread to every aspect of our society. Yet there is a little talk about how
dangerous the consequences are of emphasizing it so.

Through his article Four Privacy Myths published in 2014, Washington University Law professor Neil M. Richards
debunks four common myths about privacy by redefining privacy as the issue of constructing social and legal rules
in handling personal information and encourages the active discussion of how to correctly utilize data, warning how
society in the information era may become dangerous without privacy. The author insists that privacy is not dead, but
rather quickly evolving into different forms still vital to society, and that while people seem not to care about privacy
and have low standards of what information they are comfortable with sharing online, they care deeply about how
that information is used. Richards concludes to claim that it is only when we can define privacy correctly, society as a
whole can safely benefit from the power of the information revolution.

While Richards’ insistence on the redefinition of privacy as the rules and policies that govern the usage of
information is prudent, he fails to realize the consequences of this redefinition in which privacy may begin to be able
to shield different lawless activities.

Today’s society is constantly going through changes to match the pace of technological developments, and privacy is
not excluded. Richards says in his paper that privacy must be redefined as the rules we have as a society for managing
the collection, use, and disclosure of personal information (1). Only then, privacy can bring about the personal freedom
for one to watch, read, study, and experience what one wants to do, which ultimately is the social freedom that
enables us to grow both as an individual and a society.

In the past, it may have been admissible to limit privacy as an individual issue, a decision left for each person
to determine which part of their private lives they wanted to open to the public. This worked because the most
mainstream method of information exchange was verbal communication. There was no network that couldn’t
be handled individually. But in the current information era, thousands of chunks of data are being transmitted to
thousands of databases through thousands of ways. With the spread of the Internet, information has completely fled
the grasp of individual territory. Society has evolved; yet public view of privacy still hasn’t. Many people still believe
that privacy is the protection for a misbehaving minority (Richards 20). If people still think privacy is dead or only for
those with a bad name, the disregard of the majority will grow into a society where free speech is restrained by the
fear of being exposed.

Especially in South Korea, where the deeply rooted Confucius ideology already deters individual expression, if people
continue to maintain the old definition of privacy and not initiate new policies to assure personal privacy, society may
freeze into a stagnant state in which no one can do anything because everyone is watching and judging what you do.
Richards talks about how access to personal information enables the power to sort (27). What if people were sorted
by the list of all the books they have borrowed or bought to read? Reading would no longer be a hobby to satiate a
curious mind, but a facade to try to be sorted as an intellectual. An example of such a society can be found in George
Orwell’s 1984 where there is no individual privacy, since Big Brother is always watching and the one who has access to
all this personal information has the greatest power. Thus, as Richards says, it is crucial that we, as a society, redefine
privacy so as to protect personal information from a dangerous form of society.
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While it is important to define privacy as a societal freedom as illustrated above, if we focus only on that aspect,
it will steer society to the opposite extreme wherein privacy is the right for people to hide their illegal activities, and
security endangered. The biggest consequence of the redefinition of privacy is not that it is wrong, but that it puts so
much emphasis on how privacy is such an absolute social right that it shoves security to the side, thus allowing criminal
activity to smuggle in unnoticed.

Privacy, as Richards insists, should be defined as the rules in handling personal data. But what if these rules protect
not only ours, but terrorists’ privacy too, privacy that can ultimately be the death of many, many people? Surveillance
shouldn’t be thrown onto everyone — that would be a serious breach of individual rights, but people can agree that
potential terrorists and terrorist suspects should be monitored. But then, how can suspects become suspects unless
information is collected to find the potential wrongdoers? Privacy is a social right, but so is safety. Richards talks about
how society will miss the transformative power effects of the digital revolution entirely if we merely consider privacy
as nothing more than bad people hiding bad deeds (28). Yet he focuses so much on the digital revolution that he
overlooks the fact that bad people actually do use privacy and privacy policies in order to perpetrate evil activities.

When this redefinition of privacy starts making people believe that privacy is the most important right to be
protected, it can begin to uproot other fundamental rights, such as security. When the American government
required Apple to give the information on the San Bernardino shooter’s phone to quickly eliminate further danger,
Apple refused on the grounds that it can endanger customer privacy. Even though the government had asked for the
information of an obvious terrorist, not even a mere terrorist suspect, Apple knew that giving in would plummet its
business. Is the virtually unbreakable encryption that protects Apple’s iPhones, in short, privacy, really worth it when
ultimately it is the very cover that terrorist can hide behind (Waddell, The Optics of Apple’s Encryption Fight)?

With just a little research, it is easy see how much privacy truly affects very important aspects of our lives, and we
realize it is almost impossible to not care about it! As Richards tells us, yes, privacy is important, because the rules that
govern the processing of information can ultimately determine our safety. Yet what he fails to acknowledge are the
various aspects of its importance, from good to bad. If society really wishes to rein back the frightfully growing power
information in the digital era, it must also acknowledge the drawbacks of the redefinition of privacy and meet them
head on.
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