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BARUN ICT Activity

Cybersecurity Workshop:
Bridging Disciplines as a Gateway to the Cyber-Regulatory Future

2019. 03. 25
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BARUN ICT Research

A Data Analytics Approach to the Cybercrime Underground Economy

An, J., & Kim, H. W. (2018). IEEE Access, 6, 26636-26652.
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Kim, K. K., Lee, A. R., & Lee, U. K. (2019). Information & Management, 56(1), 109-121.
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BARUN ICT Research
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Lee, J. H., The National Innovation System (NIS) and Readiness for the 4th Industrial Revolution
in Transforming Industrial Policy for the Digital Age
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National Autonomous University of Mexico and Sandriné Labory, Department
M, 2 AR 0[2{3t S HiEstoZ of Economics and Management, University of Ferrara, Italy
o e s e s BESSS
g EE5t0 o™ 27H50| aet EM for merging countries. Regarding the futur of Job. he authors show ow the
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ZX: [1] http://www.zdnet.co.kr/view/?n0=20180622163932

[2] http://www.siminsori.com/news/articleView.
htm[?idxn0=202036

[3] http://www.zdnet.co.kr/view/?n0=20190213131112

[4] https://www.smartsejong5-1.kr/fairContents.
do?FAIRMENU_IDX=6246&h[=KOR

[5] http://www.zdnet.co.kr/view/?n0=20180129155730

[6] https://www.sciencetimes.co.kr/?news=%EC%82%
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O E==2 4SS U S YA 0l AR OE ot RHZ HX WA S Z0[Ct of HAl 212
Ofl A 2tetict 01210] Ra|AtAnt 2HaAs ALEHS ALO|O| IHET Whatsapp?| 7Hit HIAIX|Of| A HIRE[AC EHH H
2 CNNO| x| &=1t HESH AHM A S efelst 2t O2{st of2i0] RAA0| TS Ho| gl A= HHHC
= A0|CH2

ol2{3t HEtEZent 2HAE HAM = Chet Ho|AS IFS0| HEEH(lynch)g 222 HOIE 7#st= Lt
o HEZ O47|0{ O|E ZHBIL U= AL Z LIEHCE 0] AFE F0IM “=5S0] et eEA2 o A7, “Lz2Hy
SOl CH HEHE F4” = “Hol 21, 2= 33 YHEAS THHsirt e 22 He s LHe & Act SEH|
Of 2|=2f Cieh2 ol2{3t Wo|]AS O F0 thet HAE Sl “E1EL A[RIQ| 64%7t Z2H WSS Sl XAl £
2 FoE Uglz NS U=stH, BT Hol9| £7t =2|Chs 0|} E 0[2{3 S S HYSIBICH = AL S 85Tt
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Z X [1] EL ESPECTADOR (26th of Oct 2018). Elespectador.com. Retrieved from: https://www.elespectador.com/noticias/bogota/por-falsa-cadena-de-

whatsapp-linchan-habitante-de-ciudad-bolivar-articulo-820388

[2] CNN (30th of October 2018). Cnnespanol.com. Retrieved from: https://cnnespanol.cnn.com/2018/10/30/linchan-a-varias-personas-en-colombia-
por-rumores-falsos-difundidos-a-traves-de-redes-sociales-una-de-ellas-murio/

[3] Penagos, J. (1st of November 2018). Elespectador.com. Retrieved from: https://www.elespectador.com/noticias/bogota/justicia-por-mano-propia-
en-tiempos-de-redes-sociales-articulo-821489

[4] EL ESPECTADOR (18th of Sept 2018). Elespectaor.com. Retrieved from: https://www.elespectador.com/noticias/bogota/en-bogota-64-de-los-
ciudadanos-justifican-justicia-por-propia-mano-articulo-813031

10 7y 1ALl S

YONSEI UNIVERSITY




&

o

(=13
ol

) 72|

=

o

BARUN ICT Global News

FH

(==}

.
o

EMZ|AFRl OneWebxt

C}. O] &
| ot
=

—

H

AN

o
Ax

.
Ol

|92 At

O ZAC ZUSOA HAt

I.

International Student Ambassador 17|

Claudine UKUBEREYIMFURA

H M|CH

ol
A

22 otw F StLh= 220 MZof| fIX|et 7|8 =42 S & (Nkombo) Mo

Pierre Secondary School)O|CH1].

ol

w

H
=l

11

ol A ofof A

[l

HAE| XFo| M=

=

Bl

E
S

=

ol 204% HE ‘Icyerekezo’of| A
=

i

A
o

M AIA

1

—

-

[}

UA| E[UCE AS S
Ct. 22{Lt O|H QS| &AL

2GS A
== T
C}.

.I

X

=
EHY

2{(Greg Wyler)=

of

.I

|
O e

| gy

xto
[

0|9l A2}
o

“Rwandan Schools to Benefit as One Web Launches Broadband Satellite Today.” The New Times | Rwanda, 27 Feb. 2019, www.

et

OneWeb2| 42/x}0|x} 3|
ol CIXIE! 27t oS

|
e

newtimes.co.rw/news/rwandan-schools-benefit-one-web-launches-broadband-satellite-today.

rwanda-launches-first-ever-satellite-to-connect-remote-schools-to-the-internet.

[2] Ibid
[3] Bizimungu, Julius.
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ZX: [1] “Rwanda Launches First-Ever Satellite to Connect Remote Schools to the Internet.” Face2Face Africa, 1 Mar. 2019, face2faceafrica.com/article/
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2zf|o|Alote] T%(Grab)o| ZE 1t H2sto] MEEl ofZI0] J7|of WG Ziolztm st IS AJtEEet o1F
ot SEHOtA|OF 270l A At S E A H|A(ride-hailing), $xt& R (ride sharing), SAHIZAMHIA & EFMHIA S
2 HM3ste AZIZ20| 7|82 £ 7|& 2|ALO|CH1]. A E ofZlo| AV|E s o 2FXt IMEL S Laf|0|Al
of &2 71208 ZE)E gt £AE

t 22l ZE(PDRM)OIA HS35k= NUR(National Urgent Response) Alert(=7t
£ Uz|o|Alof 3571 =A|2| 2TX IIEH HEQIE Sl S|/t EICH2,3].
Lay|o|Alo} HE EAI-HE|D|C|0] ¢|23|(MCMC, Malaysian Communications and Multimedia Commission)
= 3728 28 A|ARI0| HE|, K| = Sttio| S| MX7HE 4 U= 124| 0|FHe] MF ots & FHE it
A7l dl 7|045tn, H T 7|2to| ML HEXIE MDD ZAY 4 UL E Sh=d| 7|6{g Aol2tn ¢t
O M7IE0FS7HUE KH2Ql St 06f2(Hannah Yeoh)ol| 2™, ME =l of210] &#7|E 2lst A&l & Qo &
2 £ etdstA| X|7(7] flsl =ste 7|EF ZE 0

HT

ZX:[1] 1. (n.a). (2019). Grab(company). Retrieved from: https://en.wikipedia.org/wiki/Grab_(company)
[2] 2. (n.a). (March 04, 2019). Announcement on NUR Alert Through Multimedia Messaging Services(MMS). Retrieved from: https://www.skmm.gov.my/
media/announcements/annoncement-on-nur-alert-through-multimedia-messag.aspx
[3] 3. Qishin Tarig. (March 1, 2019). Grab drivers to receive NUR Alerts and help find missing children. Retrieved from: https://www.thestar.com.my/
tech/tech-news/2019/03/01/grab-works-with-police-to-give-drivers-nur-alerts/
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2 7|2 Ao M= BHEICTH A7 JHE[eh of| M|o] S 20| AM S El Best EssayS OHE SHHM A THBHC.
oMol GEL = Ml fES AMHZ +F3tACt.

What is Human Value in the 21% Century?

Written By Ji Min LEE
Philosophy, Yonsei University (’15)

In “Brave New World,” written by Aldous Huxley, people are governed by scientific

technology. They are required to act like machines. Individuals are busy performing

assigned roles and their emotions are controlled by drugs. When | heard the question,

“what effect is technology having on humanity and the quality of life in the 21st century?”

| thought humanity was what identified humans as humans. It is what separates human

beings from other kinds of beings. It is a unique quality that other beings do not possess.

But in “Brave New World,” the so-called civilized people lacked human values and human

dignity. So, what about today’s brave new world of the 4th Industrial Revolution? What is

humanity in the 21st century?

In his article “Why Technology Favors Tyranny,” a professor from Hebrew University of Jerusalem, Yuval N. Harari

points out that people are beginning to think of themselves as “irrelevant,” since society is changing rapidly as

technology develops [3]. Furthermore, the author of “Google and Facebook didn't End Privacy,” lan Bogost, declares

that today's privacy is already dead. Not only are Google and Facebook stalking our personal records through

electronic devices, but also a complex of data businesses are also collecting, selling, and buying our data through

various technology used in everyday life [1].

In contrast, Jamais Cascio, the author of his
article “Get Smarter,” claims that mankind
will adapt to the passing chaos caused by
a massive amount of data. Cascio believes
human intelligence will improve with the help
of technology [2]. Although Harari and Cascio
show contrasting opinions in predicting how the
economic value of human will change along with
the development of technology, they share the
traditional perspective of humans as producers
of their valuable products. On the other hand,
Bogost suggests a new paradigm of how humans

create their value, which regards humans as

valuable products themselves. | found that all three authors recognize human value from an economic point of view,

and it made me think of the need for a new perspective to define the true value of humans.

13
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The pessimistic prediction that Harari has on whether humans will remain worthy in the future is in conflict with
Cascio's optimistic expectation. Harari warns that humans will lose their economic value and become useless since
their jobs will be replaced by artificial beings made by humans [3]. In contrast, Cascio sees machines and computers
not as job stealers, but as job assistants. He forecasts that people will think technology as a part of their intelligence
which is outside their brains, and that with the help of this outer intelligence, people will become more useful than
now [2]. Though the two authors hold opposing opinions regarding the economic worth of humans, they both regard
human value in terms of productivity. Harari worries that humans will not be able to make constructive decisions and
products any more. Similar to Harari, Cascio’s optimism comes from the idea of an even more productive use of human
intelligence. Therefore, both of the authors share the same concept about humans as producers who make worthy

products.

On the other hand, Bogost goes beyond this traditional perspective of human and takes a new paradigm of human
productivity. According to him, human beings will no longer remain in the area of producing goods any more. Bogost
explains that people’s personal information become the worthy commaodities in the market based on the “relational
model,” which standardizes customers™ data to utilize the information for marketing purposes [1]. His view shows
that humans have become the worthy products themselves now. Every aspect of human life such as interests, habits,
diets, exercise routines and many more have become the objects of bargaining among companies. In Bogost's new
view of humans as commaodities, the value of humans comes with a price tag - sold and bought. As individuals become

commoditized and lose their unique personalities, dignity is lost.

Although the three authors have different viewpoints about the change of human value along with the development
of technology, their opinions only focus on an economic aspect. Harari and Cascio understand people to be valuable or
out of value by their productivity, whether what people produce are items or decisions. Likewise, Bogost claims that
people’s private information is the most economically valuable product, whether or not they accepted this transaction

[1]. Therefore, these three authors use economic efficiency as a criterion to define human value.

However, throughout history, the standard to measure human value has changed. Thus, the view of what defines

14
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humans as humans has also changed over time. For example, in the Middle Age, religious beliefs determined the value

of human life.

Individuals were forced to accept Christianity or die. Then with the rise of capitalism, humans are assessed from an
economic point of view. Now, it is time to change the criterion again. The current economic view of humans brings
about many problems such as alienation and identity crisis. Cascio, for instance, mentions “modafinil,” a medicine that
helps people awake and get smarter [2]. This is a form of intelligence augmentation. But then, what is the difference

Ill

between humans using “modafinil” and machines with high level of efficiency? Cascio’s economic perspective of
humans erases individual personalities and views humans as mechanized objects [2]. Similarly, Bogost's concept of
merchandised individuals can cause identity confusion of human beings [1]. If we are the same as manufactured
products, where is the dignity of being human? As technology develops, this narrow view point of human value can

cause problems. Thus, we need to find a new standpoint where human value is redefined.

Then where can we find it? The new criterion should be placed where human and machines are differentiated. As
Al technology develops, the intelligence of machines will become just same as that of humans. Machines might even
succeed in imitating human emotions if researchers discover the algorithms producing specific feelings, and that
research is already in progress. What we thought to be the sources of human dignity, Logos and Pathos, are being
invaded. We are the beings who are naturally born with fresh blood and soft flesh, whereas machines with electric

current and hard surface. It is obvious that the bodily parts are where machines will never be able to imitate us.

Going back to the question, “what effect is technology
having on humanity and the quality of life in the 21st
century?” | reached the conclusion that technology has forced
humans to redefine their perspective of human value. Harari,
Cascio, and Bogost show that if we stick to the old-fashioned
point of view, we will end up with chaos of merchandised
humans and identity confusion of what a human being is and
who we are. Moreover, what is waiting for us at the end of
this chaos will be the life in “Brave New World.” Therefore,
we should make efforts to establish a proper redefinition
of human value based on our unique personalities which

distinguishes humans from machines.

Source : [1] Bogost, lan. “Google and Facebook Didn't End Data Privacy.”The Atlantic, 23 Aug. 2016, https://www.theatlantic.com/technology/archive/2018/08/the-
age-of-privacy-nihilism-is-here/568198/. Accessed 26 Nov. 2018.
[2] Cascio, Jamais. “Get Smarter.”The Atlantic, Jul. 2009, https://www.theatlantic.com/magazine/archive/2009/07/get-smarter/307548/. Accessed 26 Nov.
2018.
[3] Harari, Yuval N. “Why Technology Favors Tyranny.”The Atlantic, 4 Sep. 2018, www.theatlantic.com/magazine/archive/2018/10/yuval-noah-harari-
technology-tyranny/568330. Accessed 26 Nov.
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