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Juyeon Ham, Yunmo Koo, Jae-Nam Lee (2019), Provision and usage of open government data:
Strategic transformation paths, Industrial Management & Data Systems, 119(8), 1841-1858.
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EX: [1] Callon, M., Lascoumes, P., Barthe, Y., & Burchell, G. (2011). Acting in an Uncertain World: An Essay on Technical Democracy.
Cambridge. United States: The MIT Press.

[2] Crawford, K., & Calo, R.(2016). There Is a Blind Spot in Al Research. Nature, 538, pp. 311-313. Retrieved from https://www.nature.
com/articles/538311a
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EN: [1] Griffiths, J. (2019, May 7) . ‘Cyber Flashers’ in Singapore could now get two years in prison. CNN World. Retrieved from https://
edition.cnn.com/2019/05/07/asia/singapore-cyber-flashing-intl/index.html
[2] Chris, F. (2019, September 6). Unsolicited nudes detected and deleted by Al. BBC. Retrieved from https://www.bbc.com/news/
technology-49611951
[3] Curtis, C. (2019, September 17). This Al researcher is fighting unsolicited dic pik---with more dics.TNW. Retrieved from https://
thenextweb.com/code-word/2019/09/17/this-ai-researcher-is-fighting-unsolicited-dick-pics-with-more-dicks/
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by Al Forging Technology

Written By Juwon LEE
English Language & Literature

Have you ever seen a video of a celebrity that had been faked? Or have you ever used a camera application that
swaps your face with your friend’s? Such falsified videos can easily be found in your SNS feed - these are just some
examples of Al-based fakes. However, as more fake news filters into SNS feeds and more realistic-looking video and
audio recordings appear, the question is raised: what problems will our society face as a result of Al in the Fourth
Industrial Revolution? In answering this question, | read three articles: “Al Will Make Forging Anything Entirely Too
Easy” by Greg Allen, “Artificial Intelligence Regulation May Be Impossible” by Michael Spencer, and “Commoditisation
of Al, Digital Forgery and the End of Trust: How We Can Fix It” by Giorgio Patrini.

In these articles, Allen, Spencer, and Patrini agree that the ubiquity of Al has generated serious problems. Their
suggested solutions, however, differ in that Spencer and Patrini focus on digital systems, whereas Allen takes the
matter further by discussing its regulatory aspects. Although | agree with the three authors on the urgent issue of Al-
based forgeries, | disagree with Spencer’s argument that humans no longer have the potential to manage a world with
Al.

Primarily, all three authors agree on the seriousness of Al-based problems. Allen defines society as a world where
audio and video recordings are now believed as the truth and expresses his concerns on its impact on people
because of this implicit trust. Spencer, however, focuses more on the social effects and insists that since there are
no established ethics or laws for the rapid development of Al, such problems could even tear down the fundamental
foundation of our society - democracy. Similarly, Patrini argues that the crisis of Al-based forgery would have a much
more severe impact than the fake news crisis we are currently confronting because Al-based fakes would change our
society into a world full of doubt and suspicion.

Although the three authors’ perspectives on the urgency of Al-based forgery are similar, their respective positions
on the solutions are divided. Spencer and Patrini primarily examine solutions that could be achieved through digital
technologies. In particular, Spencer focuses on the strategies that are digitally achievable and believes that technology
is the only way to address the crisis. He does not mention any specific solution, insisting that humans do not have any
power to regulate and control the world of technologies and that such regulation would be impossible without “better
Al” [1]. Patrini also concentrates on digital technology-based solutions and evaluates those that are already suggested
by many experts, which include developing digital signatures for audio and video recordings and “building ‘truth’
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detectors” with machine-learning technology[2]. Whereas Patrini acknowledges the flaws of the digital solutions,
Spencer believes “digital” to be the ultimate approach to managing the complicated Al-world. Nevertheless, Patrini
and Spencer argue from the same side because of their mutual skepticism for regulation by humans, unlike Allen.

In contrast to Patrini and Spencer, Allen not only recognizes technological solutions but also considers the people’s
role when confronting Al-based forgeries. As a digital solution, Allen suggests blockchain technology which provides
cryptographical security. This is a similar approach to what Patrini mentions in that it provides information that ensures
the recordings’ credibility remains intact. Furthermore, Allen proposes “regulatory and procedural” solutions which
can be conducted by people, not by digital technologies [3]. This includes constructing new criteria for evidence used
in criminal justice procedures, being more aware of the danger Al-based forgery could bring to our daily lives, and
making efforts to avoid the damage by encouraging face-to-face meetings for important or confidential conversations.

Having considered the three articles, | agree with the authors’ claims that Al-based forgery is increasingly becoming a
problem in our society. In accordance with Allen, | agree that our society is vulnerable to falsely edited audio and video
material because we too readily believe it more than texts or documents. This is further exacerbated by the fact that
we do not have the critical insight to detect forged videos [3]. Whereas some videos are very amateurish and can easily
be disregarded, some are so professionally-made that it is hard to tell which is real and which is forged. Moreover
| strongly agree with Patrini that due to the commonality of forged videos, heretofore reputable sources such as
broadcasting companies would not be trusted anymore [2]. We watch the news with the understanding that facts are
conveyed; if Al-based forgery becomes easier and spreads to a global scale, the news will soon lose its credibility. As
Spencer claims, this would inevitably lead to an ethical dilemma.

While | agree with all the authors about the dangers of Al-based forgery, | disagree with Spencer’s assertion
that people no longer have the power to control the changing, technologically-advanced world. He neglects the
importance of human regulation in a complex society by stating that only Al will be able to manage and regulate the
new technology [1]. However, | believe technology itself lacks the ability to control itself and thus strict regulations
on technologies through human intervention is essential. Forgery technology itself is harmless and neutral - thus the
development of technology should not be checked. Rather, it is the use of the technology that brings about serious
moral problems which should be regulated. As Allen suggests, we should raise awareness about the potential perils Al
could bring in order to prevent some of the pending dangers. In this way, human intervention is crucial in the Fourth
Industrial Revolution.

Image source! freepik

To conclude, | agree with all three authors that Al-based forgery is a critical problem in our society. However, the
solutions should not be restricted to digital technologies. Instead, we should facilitate our human potential to control
and regulate the rapidly changing society. Forged video and audio recordings will only become more prevalent and
face-swapping technology will become more realistic. The results now may seem insignificant, but if left unchecked,
increasingly serious and unexpected problems may occur. Before this happens, we must take action.

Sources: [1] Spencer, M. (2019, Mar, 2). Artificial Intelligence Regulation May Be Impossible. Forbes, 1-3.
[2] Patrini, G. [Blog] (2018, Mar, 17). Commoditisation of Al, Digital Forgery and the End of Trust: How We Can Fix It. 1-18.
[3] Allen, G. (2017, Jan, 17). Al Will Make Forging Anything Entirely Too Easy. WIRED, 1-3.
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