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BARUN ICT Essay Contest

Barun ICT Research Center awards the Best Essay Prize about ICT issues monthly.
This series publishes the winning student essays each month.

Written By Safia EL BAYED
Computer Science

In 1995, only a lucky percent of the world’s population had access to the Internet. Believe it or not, that number
has skyrocketed to an impressive 57% today, with over 4 billion internet users across the globe [2]. However, the
number of Internet users is not the only thing that has changed over the years; the actual nature of why and how
we use digital tools has completely shifted from selective, academic and professional use to a more intimate and
personal online presence. But as scandals involving personal data collection erupt, people are wondering: how much
personal information are companies really collecting, and how should we, as a society, address the privacy challenge?
In contemplating these questions, | read three articles: “Do You Know How Much Private Information You Give Away
Every Day?” by Manoush Zomorodi, “Should Big Tech Own Our Personal Data?” by Steven Hill and “Welcome to the
Age of Privacy Nihilism” by lan Bogost.

In their articles, Zomorodi, Hill, and Bogost all agree that people are becoming more aware of how companies invade
their privacy by using their personal information. However, all three authors address personal-data privacy differently:
Zomorodi encourages individual actions and online behaviour changes, Hill stresses the necessity of strict government
laws and regulations, while Bogost takes more of a fatalist approach as he confirms that the fight for privacy is long
lost. While | agree with all three authors on the public’s increasing mindfulness of personal data collection, | believe
Bogost fails to recognize the role held by consumers in data collection, thus preventing him from finding a possible
solution. Instead, | concur with Zomordi’s and Hill’s opinions as they make concrete suggestions for handling privacy
issues. In fact, | believe combining government regulations with intelligent individual usage of today’s modern tools is
the approach society should follow to address the personal-data privacy challenge.
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Through their articles, Zomorodi, Hill, and Bogost all confirm the public’s rising awareness of how personal data is
used by companies providing seemingly cost-free services. In fact, Zomorodi explains that recent research has shown
that 74% of Americans state “that being in control of who can get information about us is ‘very important’” [4].
Contrasting this concern with the public’s tendency to give away more and more private information, she introduces
the concept of “privacy paradox,” and points out how companies take advantage of our “short-term reasoning” to
store as much information as possible in the present [4]. Just as Zomorodi emphasizes that people want to be in
control of their personal data, Hill supports his hypothesis of the public’s growing consciousness of privacy breaches
by mentioning the disadvantages of sharing one’s personal information, ranging from minor inconveniences like “being
constantly tracked by online advertisers” to public scandals such as “leaks of personal data” or “political targeting” [3].
In addition to exposing the disadvantages of private data collection, Hill stresses people’s discontent with the current
service for data model as he quotes politician Margrethe Vestager: "l would like to have a Facebook in which | pay a fee
each month. But | would have no tracking and advertising and the full benefits of privacy" [3]. Similarly to Zomorodi
and Hill, Bogost points out the public’s growing awareness and even considers it as “[t]he real difference between
the old and the new ages of data-intelligence-driven consumer marketing” [1]. Furthermore, in an attempt to explain
people’s growing feeling of being spied on by their technological devices, he states that “Facebook and Google might
not literally be listening in on our conversations, but they are eavesdropping on our lives” [1]. Clearly, Zomorodi, Hill,
and Bogost agree that people are, now more than ever, concerned for the safety of their personal data.

Although all three authors concur that people are now more conscious of personal data collection, they have
different perspectives on handling the privacy challenge. In an attempt to provide an answer to the growing privacy
concerns, Zomorodi emphasizes the importance of taking matters into our own hands. To this purpose, she provides
users with practical tools and guidelines: use strong and different authentication methods for all your accounts,
consider encryption tools and review applications’ access to your microphone or other features of your phone. Another
important aspect of Zomorodi’s approach deals with questioning our “[digital] pact”, and how we seem to believe that
technology is the only way to “sustain a livelihood” [4]. While Zomorodi focuses on concrete individual actions, Hill
stresses the actual value of personal information: “our personal data is not merely a form of individual property... it's a
core part of our personhood” [3]. In addition, Hill declares that “companies ... cannot be trusted to self-regulate”, and
thus urges governments to install strict regulations [3]. Conversely, to Bogost, the privacy challenge seems to be a lost
cause as he warns users: “[y]our data is everywhere, and nowhere, and you cannot escape it, or what it might yet do
to you” [1]. According to him, companies are buying and selling every imaginable piece of information that they can
obtain from users, and there is nothing we can do to stop it. Evidently, although all the authors fully acknowledge the
public’s increasing awareness of the privacy challenge, Zomorodi and Hill propose proactive measures for handling it,
while Bogost assures us that there is absolutely nothing to be done about it.
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The Privacy Wavr Is Far From Over

Having read all three articles, | agree with the authors’ emphasis on how people are becoming more mindful of
how their personal data is being used. However, | find Bogost overly negative in contrast to Zomorodi and Hill, who
both succeeded in seeing the light at the end of the privacy tunnel. | believe Bogost is mistaken because he overlooks
the role played by consumers in data collection. In fact, let us not forget that we are the oil fueling the data brokering
machines. | wonder what good would intelligent algorithms do to businesses if it wasn’t for our data and our valuable
trail of search histories. This leads me to find Zomorodi’s suggestions of individual and collective actions particularly
compelling, as it succeeds in empowering users and acknowledging their rightful contribution to business intelligence
practices. Furthermore, | highly question Bogost’s omission of government laws and regulations. Since when has it
become a custom for law institutions to simply overlook the public’s outrage and discontent? Choosing to have faith in
the justice system, | second Hill’'s demand for governments to step up and help regulate private data collection where
individual actions are simply not strong enough.

Moreover, | personally think that the best way society can address the current privacy challenge is by adjusting our
technology usage and setting strict regulations. The former can be achieved through individual and collective actions,
resulting in lifestyle changes. In fact, these days, it seems that we need to subscribe to be able to access almost
anything, as if your personal information was some all-purpose key to special discounts, exclusive content or, as some
like companies like to call it, more personalised experience. In dealing with such allegations, we must keep one thing
in mind: service for free is a myth. This is why we need to look for alternatives, ask questions, and investigate. The
more people question the current data protection policies, or the lack thereof, the more user-friendly alternatives
will appear, in an attempt to satisfy the simple and ancient demand and supply equation. However, government
intervention remains necessary as companies’ answers to grave breaches on privacy seem to constantly be: “Sorry,

we'll try to do better next time”, leaving customers more vulnerable than ever.

On the whole, | find the three authors’ emphasis on the public’s growing awareness of today’s privacy issues
compelling. However, | believe that we still, at least to some extent, have control over our personal information, and
therefore agree more with Zomorodi’s and Hill’s optimistic opinions rather than Bogost’s fatalist one. In fact, | believe
raising people’s mindfulness, urging them to rethink their digital presence and demanding that governments interfere
is the key to protecting the little privacy we have left, and perhaps regaining some of it back as well. This approach not
only creates a global consciousness, but also emphasizes the role played by governments in protecting citizens when
individual actions aren’t strong enough. If you ask me, consumers may have lost many battles, but the privacy war is

far from over.

Sources: [1] Bogost, lan. “Welcome to the Age of Privacy Nihilism.” The Atlantic. 23 Aug. 2018, https://www.theatlantic.com/technology/archive/2018/08/the-age-

of-privacy-nihilism-is-here/568198/. Accessed 6 Nov 2019.

[2] Cooper, Tyler. “26 Crucial Data Privacy Statistics” BROADBANDNOW, BroadbandNow, 4 Nov 2019, https://broadbandnow.com/report/26-data-privacy-
statistics-2019/. Accessed 6 Nov 2019.

[3] Hill, Steven. “Should Big Tech Own Our Personal Data?” Wired. 13 Feb. 2019, https://www.wired.com/story/should-big-tech-own-our-personal-data/.
Accessed 6 Nov 2019.

[4] Zomorodi, Manoush. “Internet Privacy: How Much Information Do You Give Away?” Time. 8 Nov, 2018, https://time.com/4673602/terms-service-
privacy-security/. Accessed 6 Nov 2019.
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