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Confidence Interval
Dependent | Independent | Mediating | Indirect sp 95%
Variable Variable Variable Effect
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BARUN ICT Essay Contest

Barun ICT Research Center awards the Best Prize about ICT issues monthly.
This series publishes the winning student essays each month.

A Balance between Individual Freedom

and Social Control

Written By Sewon HONG
English Language and Literature

“Big Brother is Watching You” [4]. A famous quote

from the novel 1984 written by George Orwell signifies

the ubiquitous surveillance system under a repressive
dictatorship. Not surprisingly, we are living in a world where privacy encroachment and digital surveillance have become
the norm. Rapid technological development has enabled not only governments but also private corporations to monitor,
collect, and employ people’s personal data. In fact, the most recent case that clearly illustrates this extensive monitoring
is dominating our world right now: COVID-19.

In response to the pandemic, government institutions and tech firms are collaborating in order to stop the virus from
spreading; they legally collect personal information in the form of big data to keep track of patients and manage public
health. However, even though the current monitoring is considered legitimate, it is unclear what will happen after the
pandemic. Citizens have disquieting questions: what if the government tries to invade our privacy and control us even
more in the name of public health? What if our data falls into the hands of malicious actors or those with destructive
agendas? How can we address this challenge caused by widespread digital surveillance? To answer these questions, |
have considered three articles: “Internet Speech Will Never Go Back to Normal” by Jack Goldsmith and Andrew Keane
Woods, “The Staggering Vulnerability of Global Elites” by Uri Friedman, and “Why Do We Care So Much About Privacy?”
by Louis Menand.

Although Goldsmith & Woods, Friedman, and Menand all acknowledge that digital surveillance is the main cause
of privacy encroachment, they differ in pointing out the leading subject of surveillance and in presenting solutions
for relevant problems. While | agree with all three regarding the main cause of privacy encroachment, | disagree with
Goldsmith & Wood's solution that we need more government involvement - in order to address the challenges related
to privacy, | believe there must be a balance between freedom and control.

To begin, Goldsmith & Woods, Friedman, and Menand all concur that digital surveillance is the core cause of privacy
intrusion. According to Goldsmith & Woods, our daily lives are being monitored through the process of close interaction
with numerous digital devices which can be regulated by powerful leaders [2]. In other words, our online data can be
exploited by both the government and corporations to serve their interests. Similarly, Friedman sheds light on the fact
that ordinary people have become well acquainted with the invasion of their privacy caused both by private companies’
data concentration and government surveillance [1]. Data encroachment has become so common that it is no longer a
surprise. Likewise, Menand insists that “We don’t really know who is seeing our data or how they’re using it” [3]. Digital
monitoring, which once appeared only in dystopian science fiction movies, now prevails in today’s digital world. All three

authors consider digital surveillance as the main cause of privacy encroachment.
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While all the authors agree on the cause of threat to privacy, there is a clear contrast among them on who mainly

supervises digital monitoring. First, Goldsmith & Woods affirm that huge tech companies have been presiding over
digital surveillance more than the governments [2]. According to the authors, “The private sector, rather than the
federal and state governments, currently takes the lead in these practices, which further values and address threats” [2].
The authors contend that corporate surveillance will have destructive consequences, such as political chaos. Meanwhile,
Friedman argues that “anyone who has the resources to develop or acquire this technology and access to valuable
targets — two conditions that most governments meet — will not hit many obstacles along the way” [1]. Friedman is
arguing that governments are the ones who have the most power to employ people’s data, even including that of
business moguls’. While Goldsmith & Woods and Friedman give weight to one particular subject as a main watchdog
in the digital world, Menand suggests both governments and corporations as possible subjects who take charge of
surveillance in a balanced way [3]. Menand explains that the legal standard of whether the National Security Agency
can monitor suspects is becoming more and more vague due to advanced surveillance technology. At the same time,
the author also argues that private companies are scraping up customers’ data as a powerful tool [3]. In short, Menand
suggests both governments and tech companies should take the lead in monitoring the digital world. Though all three
authors agree that governments and corporations lead in digital surveillance, they disagree on who monitors us more.

In addition, Goldsmith & Woods, Friedman, and Menand all differ in presenting the possible solutions for problems
resulting from digital surveillance. To begin, Goldsmith & Woods contend that social control takes higher priority
over individual privacy, and so governments should increase their involvement in digital surveillance to solve relevant
problems [2]. They illustrate that problems like harmful speeches, hostile interference, and excessive corporate
censorship are caused by the lack of US government regulations of digital networks in advance [2]. Thus, the authors
claim that more governmental surveillance is needed to solve current problems.

Conversely, Friedman emphasizes individual privacy over social control, arguing that international regulation against
surveillance technology is necessary. Friedman mentions “a moratorium on the global trade in commercial surveillance
tool until an international framework is created for preventing their misuse” [1]. Friedman opposes excessive
governmental supervision on the internet, emphasizing global restriction. Although Menand also supports protecting
individual privacy over inflicting social control, he stresses that users themselves have to increase their awareness of
the importance of protection measures to achieve a balance between privacy and convenience [3]. In brief, Menand

sides with individual privacy presenting increased individual awareness as a main solution for interrupting extreme

surveillance.

After considering the three articles, | strongly agree with all that the main cause of privacy encroachment is due to
digital monitoring. When COVID-19 first broke out in South Korea, the government decided to trace people who had
visited other countries in an attempt to keep the number of infected under control. Whenever a new patient appears

in a defined area, a direct emergency alert message from governmental institutions containing information on where
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the patient lives and where he or she has visited is sent to residents. This system is practiced worldwide, where tech
companies collaborate with governments to expand digital surveillance. Admittedly, it is an effective method to monitor
people to assist in stopping the infection from spreading; furthermore, digital surveillance has existed long before the
pandemic, and it will surely continue to exist after COVID-19. However, | disagree with Goldsmith & Woods' solution that
the government needs to increase their involvement in monitoring digital networks in order to solve related problems
and achieve stronger social control [2]. Though control might partially help to solve several problems resulting from
the unregulated digital world, | believe we should have the freedom to manage our own privacy by either expressing or

retaining it; no one has the right to deny or erase our liberty.
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In order to address the challenges related to privacy, a balance between individual freedom and social control must
be established. Data collection itself, which is the fundamental technology that enables digital surveillance, is inherently
neither good nor bad. Rather, it is why and how we use it. Though digital monitoring causes side effects like privacy
encroachment, it also brings benefits, such as to law enforcement and in other elements of public health. In the case
Katz v. United States, the police caught the criminal through surveillance technology [3]. Although it is desirable to
obtain the advantages, balance between individual freedom and social control is necessary. People should be aware of
the side effects of giving out too much information on the internet and demand further privacy protection standards for
private companies. According to Menand, “The market-theory expectations is that if there is demand for greater privacy,
then competition will arise to offer it” [3]. Moreover, if companies provide better protection for their customers, checks
and balances will naturally occur between companies and governments.

While delving into the issues regarding digital surveillance and privacy matters, | believe a balance between freedom
and control is essential to address this enormous challenge of the 4th Industrial Revolution. Goldsmith & Woods,
Friedman, and Menand all agree that the main reason for privacy intrusion is digital monitoring while disagreeing in
terms of the leading subject of monitoring and solutions for related problems. Winston Smith, the protagonist in the
novel 1984, describes the dystopian world as a losing game: “In this game that we are playing, we can’t win. Some kinds

|II

of failure are better than other kinds, that’s all.” Are we really playing a losing game against an unstoppable Big Brother?

Or is it still meaningful to do something to protect individual liberty? The choice is ours. ¥

Sources: [1] Friedman, Uri. “The Staggering Vulnerability of Global Elites.” The Atlantic, 30 January 2020, https://www.theatlantic.com/politics/
archive/2020/01/bezos-hack-amazon-saudi-mbs-whatsapp/605755/.
[2] Goldsmith, Jack, and Andrew Keane Woods. “Internet Speech Will Never Go Back to Normal.” The Atlantic, 25 April 2020, https://www.
theatlantic.com/ideas/archive/2020/04/what-covid-revealed-about-internet/610549/.
[3] Menand, Louis. “Why Do We Care So Much About Privacy?” The New Yorker, 11 June 2018, https://www.newyorker.com/
magazine/2018/06/18/why-do-we-care-so-much-about-privacy.
[4] Orwell, George. 1984. London: Secker and Warburg, 1949. Print.
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