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2020 Barun ICT & ISACA Korea Research Conference
‘Next IT Governance and Risk Management Beyond the Pandemic'
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BARUN ICT Research Colloquium
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“Ten, nine, eight, seven...” by the time | reach one, 70 additional individuals around the world would have fallen ill
with the Coronavirus—20 of them are from the United States. A minute passes—globally-reported cases have now
swelled up to 400, and the U.S. is responsible for more than 1/4th of those cases [5]. While I'm sure many Americans
are well-aware that COVID-19 is a worldwide pandemic that has caused over 1.5 million deaths and counting, it seems
that they should probably be paying more attention to the words, “and counting,” so that they may finally realize that
the coronavirus is relentless, and that it will continue its death-march unless Americans begin prioritizing the pandemic
above everything else—even if it means that doing so could cost them their privacy. As COVID-19 continues to sweep
across the globe, many governments have turned to digital surveillance methods—namely, the contact-tracing systems.

Contact-tracing systems operate by notifying its users when they have recently been in proximity with another
individual who has been diagnosed with the Coronavirus. An important distinction to be noted here is between the
two contact-tracing methods: centralized and decentralized. The centralized approach enables the infected population
to be identified by a third-party of government/health officials by storing information in a central database. The
decentralized approach, on the other hand, notifies individuals of their viral-exposure through encrypted identifiers and
doesn’t provide the contact-data to health officials [6]. Despite the fact that they can help control further outbreaks,
the potentially-invasive methods employed by digital contact-tracing systems have resulted in many privacy advocates
expressing their concerns on this matter, delaying the U.S.s implementation of digital contact-tracing systems. This raises
the question of: “Should the U.S. implement digital contact-tracing systems despite the privacy concerns? In order to
protect the public health despite the potential risks it may present to their personal privacy, the U.S. government should
employ centralized digital contact-tracing systems during the pandemic because 1) it allows for more accurate tracings, 2)
centralized contact-tracing has been proven to be effective by other countries, and 3) the long-term negative impacts of
COVID-19 outweigh the potential risks of centralized digital contact-tracing.

The first reason the U.S. government needs to implement a centralized digital contact-tracing system is because
the operational nature of the centralized approach is superior in its accuracy, especially compared to its counterpart:

the decentralized contact-tracing system. According to Robert Fahey and Airo Hino, medical researchers at Waseda
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University, since the centralized digital contact-tracing system allows for the transmission of data to a central server
where the information can be accessed and analyzed, the centralized approach enables health officials to identify and
contact people who came in contact with the coronavirus [3]. This particular feature of centralized-method has the
advantage of making sure that individuals that may have contracted the virus are in direct contact with health officials,
and—in receiving direct notifications from certified health officials—are legally obligated/made to be responsible for
submitting to COVID testing. In other words, the accuracy of the centralized contact-tracing systems would allow for a
much-efficient monitoring and restraining of the pandemic. The same cannot be said for the alternative, ‘decentralized,
approach, since this method is merely capable of notifying individuals on their personal devices; thus, the responsibility

for notifying others about their condition or receiving a COVID-19 test would solely be up to the people themselves.

The U.S. government should put centralized digital contact-tracing systems in place during the pandemic since its
efficacy has been well-proven through instances of other countries that have taken up the centralized approach to
successfully contain COVID-outbreaks. Let’s look at South Korea, whose centralized tracing-method has been called
a “shining example of effective digital contact-tracing” [4]. S. Korea’s overall success at restraining the pandemic
corresponds to their attentiveness to, and utilization of, the data collected through their centralized contact-tracing
system, which involves public health-centers dispatching their locally-collected data to the Korean Centers for Disease-
Control and Prevention. Sung-il Cho, an epidemiologist at Seoul National University, stated that centralized digital
contact-tracing system is the leading reason behind how S. Korea has successfully kept viral outbreaks contained
without having to close national borders or impose lockdowns [1]. The resources gathered from the centralized contact-
tracing system were effectively put to use by local Korean health departments, for example, to connect quarantined
patients with community resources such as food, medication, or places for them to stay during their self-quarantine
period. In fact, statistics have shown that due to their centralized digital contact-tracing systems, new cases of COVID
infections in Korea have had a 90% decrease in the mere span of 40 days, and that the death-toll was brought down a
lot more effectively compared to many similarly-populated American cities [7]. As we can clearly see, S. Korea’s success
in controlling the pandemic is highly-comparable to the grim situation in the U.S., a country left vulnerable to COVID’s
attack without the protection of a centralized digital contact-tracing system.

Lastly, the U.S. government should employ a centralized digital contact-tracing system because the damages to
people’s health caused by COVID-19 in the long-term outweighs the potential privacy-risks of centralized contact-
tracing. Coronavirus, which has mainly been thought of as a respiratory disease, can cause severe damages to almost

every bodily organ, which further elevates the danger of long-term health issues [2]. Even more distressing, multiple
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studies have found that COVID-19 can cause neurological damages such as aphasia (loss of speaking abilities), strokes,
and seizures [2]. In realizing the sheer extent of damage that COVID-19 can cause, risking a potential invasion-of-privacy
clearly appears a lot less significant than implementing a surveillance system as effective as that of centralized contact-
tracing to protect ourselves from being exposed to such deadly conditions. Americans arguing against centralized digital
contact-tracing claim that its employment could endanger fundamental rights of privacy, but when set side-by-side
to the current horror, the U.S. government must realize that strategically surrendering their privacy may be the most
sensible way to secure other freedoms that come with being alive and healthy.

To conclude, centralized digital contact-tracing is currently considered as one of the most essential measures toward
monitoring and restraining the pandemic, as it provides a quick and efficient method to trace the spreading of COVID-19.
Despite the privacy risks associated with the centralized approach, it’s imperative to remember that employing
centralized digital tracing-systems would allow U.S. governments to efficiently monitor and control COVID-19 outbreaks;
in fact, its superior efficacy has already been proven by other countries, where the pandemic was successfully controlled
with the utilization of centralized digital tracing-systems. It’s also important to realize that the damages done by
COVID-19 are far more dangerous than the potential privacy-risks presented by centralized digital contact-tracing. With a
new case being reported every 0.5 seconds, the U.S. seems to be the country with the biggest, most urgent need for the
implementation of a surveillance system as effective as that of a centralized digital contact-tracing system. There is no
way that U.S. citizens could see the rapidly-rising numbers and conclude that they have the pandemic ‘under control’—
in fact, some 3,600 additional cases of Coronavirus have been reported in the U.S. since | started writing this conclusion.
Actually, make that 3,800.
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