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UK General Data Protection
Regulation Handling

David Rudd

(ISACA UK Central England Chapter Committee Member)
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- What is GDPR in the UK?

- Is the GDPR part of UK law?

— Current UK GDPR Position

- What are the 7 principles of GDPR?

- Current UK ISACA Activity

- What does this mean for UK GDPR Compliance

e

- UK Government HM Revenue & Customs
- Chapter Lead for Information Governance Special Interest Group and GDPR

- Have ISACA UK led engagement with UK Information Commissioners Office
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Midata in the UK and General Data Protection
Regulation Handling

David Rudd | ISACA UK Central England Chapter

25 ISACA

e e

Confidential. For internal use only.

Biography and Role

» David Rudd

» Currently employed by UK Government Tax Authority

* ISACA CISA Certified since 2004

* ISACA UK Central England Chapter Committee Member

» Chapter Lead for Information Governance Special Interest Group
covering GDPR

* Have led ISACA UK engagement with UK Information
Commissioners Office (ICO)
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Midata

* The overall aim of midata is to benefit the economy, by stimulating innovation
and growth, as well as companies and consumers:

* For the economy - midata will encourage sustainable economic growth by
boosting competition between companies in terms of value and service, and
driving innovation.

* For business - midata will create opportunities for businesses through
improved dialogue with consumers and increased trust, and the opportunity
to provide innovative new personal information services and tools.

» For consumers - midata will allow consumers to access their data in a safe
and secure way and make better decisions reflecting their personal wants and
needs. New services made possible by midata will further assist consumers,
whether it be in getting the best deal on their mobile phone contract or
energy tariff, or managing their lives more efficiently.

The Midata vision of consumer empowerment

* the businesses, consumer bodies and regulators involved are all
committed to working with Government to achieve its vision for midata,
launched today. And all are endorsing the key principle that data should
be released back to consumers.

* midatais a voluntary programme the Government is undertaking with
industry, which over time will give consumers increasing access to their
personal data in a portable, electronic format.

+ Individuals will then be able to use this data to gain insights into their
own behaviour, make more informed choices about products and
services, and manage their lives more efficiently.
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Who is involved in the UK

* Businesses and organisations that have so far committed to working in
partnership with Government to achieve the midata vision are:

+ Utility companies
» Credit and Loan agencies

* Banks
+ Credit reference agencies
* Retailers

Midata Consumer Groups and Regulators

* The following consumer groups and regulators are working with midata
to represent consumers' interests and concerns. As well as working
towards potential benefits, their input plays an important role in
identifying potential risks and helping determine how these can be
addressed:

» Citizens Advice

* Communications Consumer Panel

* Consumer Focus

* Information Commissioner's Office (ICO)
+ OFCOM

+ Office of Fair Trading (OFT)
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What is GDPR in the UK?

« The Data Protection Act 2018 is the UK's implementation of the
General Data Protection Regulation (GDPR). Everyone responsible for
using personal data has to follow strict rules called 'data protection
principles'. They must make sure the information is: used fairly, lawfully
and transparently.

* https://ico.org.uk/for-organisations/guide-to-data-protection/quide-
to-the-general-data-protection-regulation-gdpr/

Is the GDPR part of UK law?

+ The UK GDPR is the UK General Data Protection Regulation. It is a UK
law which came into effect on 01 January 2021. It sets out the key
principles, rights and obligations for most processing of personal data
in the UK, except for law enforcement and intelligence agencies.
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What are the 7 principles of GDPR?

» The GDPR sets out seven principles for the lawful processing of
personal data. Processing includes the

* Collection

* Organisation
+ Structuring

« Storage

« Alteration

« Consultation

* Use, communication, combination, restriction, erasure or destruction of
personal data.

Current UK GDPR Position

» ICO created Excel based toolkit to help businesses to self assess
against the requirements of the UK GDPR legislation

* ISACA UK currently in consultation with ICO regarding legislative
change

+ Next steps involve direct ICO engagement

* Perception that many businesses struggle to meet GDPR requirements
and report legislative breaches
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Current UK ISACA Activity

* Set up round table events with external ISACA representatives

* ICO shared GDPR Evaluation toolkit and invited feedback

» Feedback received in writing and during round table events shared
with ICO

* Revised toolkit produced and published by ICO

What does this mean for UK GDPR Compliance

* Greater understanding of how UK businesses can meet GDPR
requirements

* Links into the ICO over consultation over UK legislative change

* Reduction in UK business GDPR breaches through improved data
handling and risk assessment

» Greater UK business GDPR compliance
* UK businesses better place to handle threats from Al and robotics
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Accelerated development of cryptocurrency market

» Cryptocurrency market worldwide has grown enormously.

Global Cryptocurrency Charts
Total Cryptocurrency Market Cap

Source:

Accelerated development of cryptocurrency market

[Stiens =3 ¢~

In the next year or two, you can expect many
technology and financial services companies to
explain their plans to enter the blockchain market.

In nearly every case, they will cite the low
penetration of the technology in their industry or
market as evidence that it's “early days yet” and they
have “plenty of time" to formulate their strategy and
leverage their legacy market position.

Itisn't. They don't.

- Paul Brody, EY Global blockchain leader.
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Business Opportunity & Risk Management
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Why is it called “blockchain’?

l

The record The block The chain
can be any information a bundle of records all the blocks linked together
(e.g., a transaction)
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What is blockchain?

» Blockchain is a distributed infrastructure technology held collaboratively, which enables a decentralized exchange of
trusted data. It uses cryptography to allow each participant on the network to update the ledger in a secure way
without the need for a central authority or intermediary.

Shared ledger and Immutable database for Transferring data Securely

) (S Cad

A collection of information that is Information that has been Preventing unauthorized access,
organized so that it can easily be translated into a form that is more use, disclosure, disruption,

shared, accessed, and searched, but convenient to move or process ication, inspection, recording
is virtually impossible to change (i.e., bits) destruction of information

A shared account book of
final entry, in which data
transactions are recorded

Trust through
Multiple writers design and Robust audit trail
protocol

Chronological
chain of activity

Multiple ownership “Real-time"” Consensus-based Unique identifiers
synchronicity authentication

Common characteristics

Consensus ensures all nodes have the same ledger

» Consensus enables agreement on one version of the
blockchain ledger of transactions.

The ideal consensus mechanism would be difficult/expensive
to perform, but easy/cheap to verify.

Proof of work is the model used by Bitcoin and requires work
to be performed by miner nodes which can be easily verified
by other network participants.

Copies for
Verification and
Processing
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considerations

EY EMEIA Blockchain Summit

Auditing considerations for digital assets
Understand the business, Blockchain ecosystem consists of 5 Pillars

» Entities may engage in various activities in the blockchain ecosystem.

Includes asset managers, private investment funds, high

Entities that hold and/or transact using digital assets
frequency traders

Exchanges are the main medium of buying and
Entities that hold and/or facilitate trading of digital selling cryptocurrency
assets on behalf of customers Custodians hold cryptocurrency on behalf of
their customers

Entities that create digital assets for sale or distribution Types of Market

to third parties operations activity Issuance of Stablecoin backed by basket of stable assets

Includes miners, payment service providers,

Entities that use blockchain-based business models 0 q
platform providers and wallet software providers

Any company implementing an enterprise or inter-
enterprise blockchain solution or using a blockchain
for internal processes

Traditional entities that operate or participate in
blockchain processes and/or consortiums

-

EY
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Auditing considerations for digital assets
Understanding blockchains

From a speech by Kathleen Hamm, PCAOB Board member, 2 November, 2018:

14

In the case of blockchain, if an audit client uses it for business or operational activities,
the auditor must understand the information systems, including the related business
processes, relevant to financial reporting and how the use of blockchain affects the
client's flow of transactions. Blockchain does not magically make information contained
within it inherently trustworthy. Events recorded in the chain are not necessarily
accurate and complete.

bl

Key takeaway:

Regulators expect auditors
to have a sufficient
understanding of the
technology.

Auditing considerations for digital assets
Risk assessment

» The risks associated with digital assets vary, depending on how an entity holds these assets and/or transacts with

them. Example risks include:

The entity’s business purpose for holding and/or transacting digital assets
The types of digital assets held and/or transacted by the entity (e.g., bitcoin, ether)

Whether the entity maintains custody of its digital assets or whether a third party has custody of the assets

Whether a third party that has custody of the assets stores them in segregated or commingled public addresses,
and whether the third party has an appropriate service organization control (SOC) report

How the entity transacts with its digital assets (e.g., trades peer-to-peer on the blockchain, trades on a digital

asset exchange) and whether such transactions are traceable to the blockchain
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Auditing considerations for digital assets
Risk assessment, Blockchain - digitization of business processes and the audit

Paper ledger [ 3 Digital ledger [ 3 Distributed ledger

Digital » Digital
» Subject to tampering Subject to tampering » Tamper-evident
» Centralized Centralized » Distributed
» Decentralized

Auditing considerations for digital assets
Risk assessment, Blockchain Architecture

» Enterprises must consider the potential disruption caused by integrating blockchain with their existing systems and
processes.

taihaar e aane

Cpersting saiem
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* source: Generic Blockchain Reference Architecture Model, Blockchain Framework and Guidance
(2020), ISACA
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Auditing considerations for digital assets
Risk assessment, Implementation risks

Risks involved in implementing blockchain impact various functions of an organization. Some common examples include:

» Data - Benefits of blockchain technology can only be unleashed if the underlying information processed on blockchain is
reliable and relevant. It is critical to develop supporting processes and controls to ensure quality of data. How are legacy IT
systems interfaced with the blockchain, as inputs and receiving outputs?

Technology - Blockchain is rapidly evolving and requires many key choices among various emerging technological
solutions. It is critical that a rigorous governance structure exists around blockchain implementation projects.

Compliance - Opportunities created by blockchains to transact with pseudonymous parties, share data and autonomously
execute contracts introduce new legal and regulatory compliance risks.

Financial reporting - Distributed ledgers require new solutions to effectively support financial reporting by an
organization participating in newly connected marketplaces. Internal controls must be considered surrounding the
reliability of information in the blockchain and the reconciliation between the blockchain and financial reporting systems.

Coordination between cross-functional teams consisting of operations, technology, legal and finance executives is critical for a successful
implementation. It is also critical that an entity identifies, hires and retains appropriate resources with unique expertise in cryptography,
programming and networking. Availability of these resources is a significant obstacle to successful adoption.

Auditing considerations for digital assets
Continuing topics

Proper internal controls in

place and functioning as . .
designed » T internal controls, such as access to private keys

» Business process internal controls, such as segregation of duties

Custody of assets » Who holds the keys? Client? Third-party custodian? Exchange?

Know your customer (KYC)
and anti-money laundering
(AML)

Process
Technology

Legal, risk and compliance




2021 ISACA Korea & Barun ICT Research Conference

Thank you

Why CISA at this moment?

E]

MEED LHEEX (LHES|H I 22|HE)E 2|3 T Professional 28 &7} (risk, control and audit)

[ oy
i) 3
e.! A N a
- -]
- (LT -_ i
- I [ (R [T
[ LB L 1AL . - ™
azsn = i .
-
e N

CISA Sem=—

s | HBEMTRANE AE U A

apEalir A o H YT S
e G) 0 el Rl Tl

e

Fuirk D FoE

2020 2

= AEE|A2,26870iit

E




2021 ISACA Korea & Barun ICT Research Conference

Why CISA at this moment? @?F:—"“

SA exam Prep Course (CISA Al &=H|HH"
CISA =H|dH12](Z) : 222! - Coming Soon!!!
- 713 (8AI2H * 55 g+ or
- 32 28] (4A12H) * 55 2ty

ISACA Korea's Offering " Cl

- AP LIS SR R E A E 202 QI3 CISA 42 7}
= 2L 92 |SACA Accredited Trainer(ZH| ZIZA} =12
= Big43|H|Q!l, Tech? | S 1% Trainer £X| 314

* 3, 01z 5 AU E QB HEY

34 284 AT
0|24 + 2RIZOl/s)

End of Document




® Session 4A

40|of

55 (GIMICHBHR HIZICTRA BT

bl

TN

_ Ol-ki I:H:LQ 7HO|O| c-:!tlJ——'l' ﬂ-‘”&! ?j%m‘” %'
AFE|X HISTHK] REBICE &2 ¢7t= ot Si=20] 0
ISR APY Wee s10], o 20

L=/
Ju

|

N
08
Il
1z
>

O 2 OfL=t, OIE
Atz ZHH H|E

2 =
.

15
8

) DS TerStIRt B

i
SHIA}
Ct.



2021 ISACA Korea & Barun ICT Research Conference

HIRICTHT S

r
LM F

g

@) wauma

CONTENTS

£

10

jol

oF

ol

KO
o0 K Kl
7l ol LH
rin £} or
T &r jo0
<0 Jol 0fo
¥ 0 0z




2021 ISACA Korea & Barun ICT Research Conference

obad THZ, G10Q1S 0| ULOIO|H 2.,

RO L AR 0 U3 WO R |y g cioimol Ml--'SNS AR RE
|- 77} et

I = T P EET

TR F e L TEE

: O 5 Lh2 sNs B
& SIS YOL| HAETH- S REI AR ARFHE

' IE e ﬂ'L’_
| T i w8
TELE] i3 T
FNEE | e W @ LF [k Bd
el R w0 e
L] i PO u {4l U
(O|XMZ 2013)
209 5

(BHRE|M K| FZH2|ZE 2021.1.20) 4




2021 ISACA Korea & Barun ICT Research Conference

obZ 20| MU FH| B HY

A B3 22 (H307%)
v BUs| AHUS HAIStOl Alto] BoIE 2

v IE{L Aofl N
X PSLTRIEES

I H 750=

otg =S 2Ot Aol FHolS

HEX7I2 288 Tfote Bel= 9AA Hof

O HEES Sof &8
v A Hju X0z HEEMIS S0
ZAS| A, EE i¢l0] ALIS HA[BH0]
Etelo] HolS #23 AHE XY Aoz 34

PR E

AROIEH Hofj3=

ohE 2

« AMHO{Ro &gl0] CHE ARl 7| Rte] BOIE f&stE 28
AE{Y, sSNs SO 28 FTLH(EEH Che) 2 5 A St B4

HollM AbA of st HEglo]
CHE Aol EolE
SAH 2 § AolHel (Malicious) &S

&3t SolL A




2021 ISACA Korea & Barun ICT Research Conference

1] 5

a9

2 0= BEQ

IH 238 JE-20200 Ato(u{R 5 ooy QY

S —
He E
&M W= -

Iy | som 627 || 360 | a3 B | 328 | 350 | na | 24 | 32
HE | Tl hda | 435 i1 [ MR g | ¥ an.T ]
s T} ':155 Y :._"E-J ¥5.0 259 i 1:-':_ 158 tE A
20 a2 | &7 || 8 | W76 | 353 | 321 | Bo7 | B | 3i7
st ade) | esr [[aas | §57 | ees | sw | 08 | K7 | w7 | 34
L alk Ahhl 6815 | 125 3L bk ] ik ] Fid 11 g 178
sary el LIE ] a7 188 8] .E_I-l i3 16,1 1.7 JH
(LSS A L™= 2020)

0-| re) H.Q. o | H_ = |-

4 2

of
ofm
r=
o0
rio
tot

| 3aT dE e S e

T RSN PR |
e s . |

PP o A |
] R
A idEl Bw =

LS
AL 2y
g

4

| 2020)

| sy

AW

X

HE
toR ]

e
Qs

232 21
e | 3 |
TRET
PP T
TRt
R
TTREL
oo | &7

| oz
e
0

ot N |
e
s il

ikl

(e
4
2813

5T

CEELEE LR T LR T




2021 ISACA Korea & Barun ICT Research Conference

gjoff = 42l ot

B azas BN R 48
prevlaid@el S8 DER P w Atk w g Jwck BE vl

el ] SN @2¥E) | [ERE) 5 24y 54T} {398

Hod A & &7 l 450 I 443 I 478 | &84 I &7 I Lo I 3
A I ar HE I 415 438 s 31 £54
iHT &8 HEH : mae FL i g l Q¥ 7 FE! e
R gh o pR I T Mz : 353 - a0l na E LN il
e, apey &P I 2148 292 I FalL FLE 153 .- s
W oHE ERE l aih 1 I 400 455 &£ 4rg 31

(&

of

S eI#= 2020)

HO[X| 2= ofY 20| mSHE 7HAIH QI S| THe 2 £

M2 ZHH B £YE St A8 W32 FTH oot

A2|H HIE 2SS Sl WY UL =F vts

= Oxg &3 50 719

0x
pel
p
H
n
rx
i
o
inl
o]
o
nA
4>
32




2021 ISACA Korea & Barun ICT Research Conference

oA ST

oI blg

AP2|H Bl &

=1 2 32 o o|s - o
' ot tH= ’ HE &3 s HHEM4ES QS » RIEEFY
' =] il = 1 AL i =
L HE A7 I : EE | H|R X2 47 | 2
. 3L 2 om) ;o HmHEs Poe ol IR 9 K=y R P ELP RV
DR =M a7E) : ZHel= 818 L. oHsabElg : HyHlg
D+ shel 23 Gom) E APSIE HlE | . omsug E e T
' " _ ' . 2 HE ' _ '
L. shel I (15H) P e |- BAE 29uI8 : BHg =5
! ! ! !
: : : :

=0

—J

10
x
L1
uj
10

Hg B2 £5 o5

—— 2018 The economic cost of bullying in Australian schools

The '-'j'_""“""“' The consequences of bullying are felt at the time of the
raEl &
Il fapiragg in incident and long into the future through reduced

¥, (g idf] . . . .
Vustralinn economic potential, negative health and social consequences,

wehiools

and pressures on the health and social service systems.

Tl i e rewdy Pl il ke Fopetieerd S, evieed rrwtr for mren
[

[l ———
N e By T - -
TR "
S [ '
T —— it ol i i
Mra Ea s = "
e L] [
| ST '
(= Ly 12




2021 ISACA Korea & Barun ICT Research Conference

l i)
M_ Ur
Rl
] "
w60 oju
H £
=) ol o
ol O
Rr I =
O:
E| ofl -
Tor 50 M
B = gjo =3
oF NT uj oo
s OH o1l =3
o rIE0 fof 1ol
Ru RO > o o
_
© LY =
i - K 23
—= Hir ol g1
J 010 RO A ™
0K ..u.u m.h n ol A
mE S ml
FS x3 o
o3 @ ~ o
Mgl moh [ER N
“,_o_“ R Ul o ul
A

HA=Z sl 7}

> ZHEH|

A

13

2018 Cyberbullying in New Zealand, estimating societal costs

N e ey B el el

o |

B L e

[ —

I el moien of @ BodSanipe dite = d

[ e md ey b

R

| =ty e

§ T di T i i T

i

| iy g Ty g 1 |

Bl e’ st o iy

e T Pt

14




2021 ISACA Korea & Barun ICT Research Conference

W EH0| mehxp(7HE, M, HEIL S ZEhHoA 2HIEl=
7

Atoltf Z=io| ot

=

ekstol 0] FRet 7HEL| AZH

HE ZA S QY 2H0fA BET 258 7|7H0| X2
O|X| 2 iRl A X|=3}= HIE

(BE+H FHEAY: A SHAHE AW £Hg 2L 5 A=
Ft B3 XES YT + A

B UG, UA AT A AL st AtolH E=o| YI|HQl H|E

15

ofH HS B2 THY

Il

1
30
E
=5

H
=

4o
or
an
oy
k>

Hel X 2| (MHH)
Ha SEH (FUH)

o=
i)
El

[<]3
]

lul
&
[>
4o
Mo
o

A
H'
B
19

e omr |y 2
e

oy
ot
ojn

HH O3 HIE

ALOIH ofY wH|E




® Session 4B

K2 A& ITA|AE
2= A= 22

2SI

- SHEAS ZES XEAIE &0 TIPS ITAIA
2510 0|Z5t 0 1 AWE H|w BAFHY

01

- SR AHEA TR nHy



2021 ISACA Korea & Barun ICT Research Conference

20214 128

5% ISACA

Confidential. For internal use only. L Chrle

oot 7% HIEICTHAA

¢ YONSEI UNIVERSITY Barun ICT Researcl h Center

COVID-19 & JHRIEXIXIO| 25 S FXtet80| Bot= Rlol, XF=E2AIE TAIAE X2l EF oiSX|
=]

—- ] H i ¥ EE 4 i 2 AR NFRS R N
(TLERE R v v e ¥ - P L meS e
(BUA BAPAD QML) S, L GBY] e e T e T
HY AT RAR AL ALY gt s e vt i i il e 0
? 5 g s P VERNNEE =3 ¥ B v AR s 1 ;
TLEL. iE ¥ " N el ’
] B el A . ’
W 4 & M :\; L »
s ¥ ' % - . ..-tl' i
niiog W B T | = 1 avi i 1Y
il arke . ’
'u‘-'--l‘v : )
- I -v--'.(-.o- )
= - - — Ly l‘."“.‘ ) »
L L . - = i
e sl L coaade = Lalt retegn -
) e l L} . - l 1




2021 ISACA Korea & Barun ICT Research Conference

20| [TAIAHS IE501 2712 AHS5Hs WANM H0iLt, 2859l
JECTEETIN

Ol i
IS ofm
= %

- EBMMO| JI0E AMpt=s 'sIHER)HA'E IS
- (28) EXII, Hell S22, 712, diZ2d2, Hels SIAE HeHEHE S
COVID-19 & JHOIEETHAt 2101 28 S EXt 2t40| Hol= £2 L HolE =25 (S8 H0IRS) =2
OIc&
ol E A SH=S HIQIGH= BHAE TISI5H0] ITA|AE SIS 01 2
AllI200 HEAXI2(vKosP) 012

o/ -

) Hatst STH0| NS SQ6HD ARISOl ARI0 [HS 21245+ TH=AIRE TAIAE [HAL

07 EImezrmszxm

I =LH XEAE A 2HIXOI &219 2= X #= [AL 200 Hs4 Xl

[TAILI 200 B1SA Xl4=(VKOSPI, ZEXIz)]

v 8r=0 LUIESHAIEH(KOSPI O &FEI0 U= 2004
E5= JITIRIC=E o] U= KOSPI200 24 JHAS

0I=5t04 DiZh HSAI0 THEH AIROI JICHXIZ LIEH =
ENFAPNES
v FAAEO HSH0| 2 21012t Oil&fot= EXRXDF B0t

oh=
" 225 s L)t 850k, BHHE HE801 XS

1
>
02
B
1
M
L
02
Q'E
rr
Y
0
Ul
0
b
H'I
+‘>‘

*KRX &3, &AIZt,




2021 ISACA Korea & Barun ICT Research Conference

il

10

g

ol

<t

pY

0OH

KE

~

1o

ioll

o

all

ol

~d

oll

>

o 3
mv___ o
o
-
T
2 L
1o o
m =
oM uj
i = M
ol =
=hi; ui
H._Dnh_ <
o =
VALY
o= =
5y
—l/l-l-l
==
MK Kl
Ol &
Kipy o
_l/:.=._ 1=
@m___ <+
=m0
S 4
Kz Sl
~iki D
N

o

Hu

0lIE0
VKOSPI #
=]

=
—

t

0

=
=

=
[—
=
=

gt Z=01
= Xl

I|_-|_|_

il

70

Bl A

! i
m = W
! H (@ o 2R
B = |8 %m| Y
| A ~zr|g Bl [ost
Y- b v =,
1 il hi] H
P X0 o & | <Ooe S !
| X0 ™ <0%0 !
! “
H |
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII 1
23a |
gt | M
= X
S & 0
= | O
oool | - ~
SR | ¥ | =
el <t i
Ny Bl i
Hog _uﬂ.m Ik
ﬂ [} &0
" TS Al -
: ir ql
1 ik _n_|“
i R |2 [
e | ERRE R
1 ] - K.
I il o < I
o & T a5 o
I T - wu —_— !
28l ol™" 2 ~ |
L = :
I I ~
Vo i
IIIII KElIIIIIIIIIII g |
Ko H _0
o0 -
< Y g
5 ...o 55 e
= Ki S= D
> = 8=
= | 2w =2
o O KF c83
M| = 252
o | S5 BIL'C
| TIANIES
| 20Msse
Aplils § g
nNR&Zxo
a N
G
S
Rl | 283
<k | D9
D | BaR
L |5
=R
O | =g
=al
<+

_68_



2021 ISACA Korea & Barun ICT Research Conference

l (M DY) HI0IH S&g Dois iy B2 23 AR 718

Linear Regression(Ridge)

v 0| SH2 )4 018X 2 Hi=ot= 2 Regression A& Linear Regression(Lasso)
v M2 [HI0IE Lo 71z 15714, o 7=xn D SVM(Regression)
CFAO| QIARIDE=TH Decision Tree HI2  Decision Tree(Regression)
_ orars et Random Forest(Regression)
v 2t E2 HIOIEHHE A0l £, Ol&XI0H ece=sA= XGB Tree Ensemble(Regression)

LHA0| &2t 24 D18 28
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® APB Encore Session 1A

The Importance of 'Smooth’ Data Usage
and the Protection of Privacy in the Age
of Al, the loT and Autonomous Robots

Fumio Shimpo
(Professor of Faculty of Policy Management at Keio University /
Japan)

g5 2/ 1o

- The emerging technologies of Al and autonomous robots are forcing us to
consider not only improvements in the development of their industrial use but
also further urgent research into the ethical and legal issues. In the future,
autonomous robots equipped with Al will become more widespread in our
society and such robot acquisition of data may lead to data confidentiality
issues which we are not able to solve just by focusing solely on Al-data
acquisition issues. This presentation focuses on the possibilities of privacy
violation and the issues which should be considered related to handling
personal data and focuses on an introduction to the Japanese Personal
Information Protection Act, the mutual adequacy findings between Japan
and the EU, the Data Free-Flow with Trust (DFFT) initiative and future legal
discussions about the increasing use of Al. Finally, | will point out the need to
both clarify and streamline any related future regulations.
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10th Asia Privacy Bridge (APB) Forum

nosted by the Barun IGT Research Canter of Yonsei University, Seoul, Rorea
Septombor Sth {Thursday)

The Importance of 'Smooth’
Data Usage and the Protection

of Privacy in the Age of Al, the
IoT and Autonomous Robots

Dr. Fumio SHIMPO
Professor
Eeio LT'I'I.'i."l.I'E'IEZit':f"

Faculty of Policy Management

Tha Relaticonship Batwean Robots, Artificial imtalligonce and tha Intormal of Things
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Can Al be Used to Improve Human Moral m!nqﬂklm?

1. Al and robots are expected to be used in the future in
improving quality of our life

£Z. Dramatlically accelerated by the use of Al with 'opan
data' sources

3. Itis likely that Al will be useful for understanding and
investigating in detaill past case sludies

4. Improper use of such Al and robots could lead to "Big
Brother’ nsks

5. Decision-making will be changed drastically by using Al

50 play an important role o improve human
moral decision-makino

Fosalbia Fahus Frobiams tegaming A

Foresee-ability of the Occurrence of Accidents

suring the Controllability and Transparency

esponsibility

. Legal Implications for using Al and Robots

®issues related to Civil Code

@A) machine learming and the protection of intellectual property
‘®Fintech

®Trolley Problem

#Cpllecting massive amounts of information

@4l in business transactions and recommending products

A1 profiling transactions
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Reducing the Possibilities of Privacy Violation by Al Use




® APB Encore Session 1B

Using Image Processing as Security
Feature in Information Retrieval

Mohd Afizi bin Mohd Shukran
(Professor in Department of Computer Science at the National

Defence University of Malaysia / Malaysia)

g5 2/ 1o

- Until recently, IR was an area of interest restricted mainly to librarians and
information experts. A single fact changed these perceptions—the introduction
of the Web, which has become the largest repository of knowledge in human
history. Due to its enormous size, finding useful information on the Web
usually requires running a search. And searching on the Web is all about IR
and its technologies. Thus, almost overnight, IR has gained a place with other
technologies at the center of the stage.
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GUEST SPEAKER

USING IMAGE PROCESSING AS SECURITY
FEATURE IN INFORMATION RETRIEVAL

Professor Ts. Dr Mohd ‘Afizi Mohd Shukran

Modern Information Retrieval

» IR deals with the representation, storage,
organization of, and access to information
items

» Types of information items: documents, Web
pages, online catalogs, structured
records, multimedia objects

» Early goals of the IR area: indexing text
and searching for useful documents in a
collection

» Nowadays, research in IR includes:

» Modeling, Web search, text classification,
systems architecture, user interfaces, data
visualization, filtering and languages
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IR at the center of the stage

» Until recently, IR was an area of interest restricted
mainly to librarians and information experts

* Asingle fact changed these perceptions—the
introduction of the Web, which has become the largest
repository of knowledge in human history

* Due to its enormous size, finding useful information on
the Web usually requires running a search

* And searching on the Web is all about IR and its
technologies

* Thus, almost overnight, IR has gained a
place with other technologies at the
center of the stage

Content Based Image
Retrieval

» Idea: identify and extract features related to
image contents

» The problem: content-based image
retrieval is the task of retrieving images
based on their contents

» Query-by-example (QBE):

» user supplies an image and the system finds
other images that are similar to it

» ignores semantic information associated with
images

» Best ranking functions based on image
properties that are not affected by variables

» pose, camera focal length and focus, lighting,
camera viewpoint, and motion
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Swarm Intelligence In Information
Retrieval

» Recently, a family of nature-inspired algorithms,
known as Swarm Intelligence (Sl), has attracted
several researchers from the field of e-learning
and information retrieval.

» The collective and social behaviour of living
creatures motivated researchers to undertake the
study which today is known as Swarm Intelligence.

» Application of swarm intelligence to distributed
visual information retrieval distributed over
networks.

» Using ant-like or bee-like agents to crawl the
network and to retrieve relevant images

» Agents movements are influenced by markers
stored on the hosts. These markers are reinforced
to match the distribution of relevant images over
the network.

Concept of Swarm Intelligence

» SI systems are typically made up of a
population of simple agents (an entity
capable of performing/executing certain
operations) interacting locally with one
another and with their environment.

> Biolo%ical creatures, such as schools of fish
and flocks of birds, clearly display structural
order, with the behaviour of the organisms
so integrated that even though they may
change shape and direction, they appear to
move as a single coherent entity such as
Particle Swarm Based Optimizers (PSO),
?EEC)Systems and Artificial Bee Colony
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Swarm Intelligence for Content
Based Image Retrieval

» Image retrieval using swarm intelligence

» The proposed pattern recognition technique use a
correlation based feature selection algorithm in
order to achieve higher detection accuracy rate
than hand-coded signature approaches and
payload-based anomaly detection techniques.

» Develop a real-time detection algorithm that will
improve the retrieval accuracy by detecting colour
scheme such as RGB and YUV of the images

» Profiles for the normal and for the attack patterns
will be developed for the classification of network
traffic as normal or attack based on geometric

structure of network connections.

Artificial Bee Colony (ABC) for
Swarm Intelligence (Cont.)

» The ABC algorithm was proposed by
Karaboga — it simulates the foraging
behaviour of a honeybee colony to solve
multidimensional and multimodal
optimization problems.

» ABC algorithm is a machine learning based
NIDS.

» In the machine learning process,
classification rule is crucial to identify the
correct class in a population.

» The aim of classification rule is to find a
set of rules which can identify the specific
class from different groups.
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CONCLUSION

» Biology-inspired algorithms such as GA and swarm
based approaches like Ant Colonies have been
successfully used in Information Retrieval
particularly in Content Based Image Retrieval
(CBIR).

» From the best of our knowledge, previous
researchers have never applied the ABC algorithm
in CBIR.

» Classification approach based on the swarm
intelligence algorithm are effective in feature
extraction process and retrieval accuracy.
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Contact tracing apps for self—quarantine
in South Korea: Rethinking datafication
and dataveillance in the COVID-19 age

Claire Seungeun Lee

(Professor, School of Criminology & Justice Studies,
University of Massachusetts Lowell / USA)
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- This study examines contact tracing mobile applications (hereafter, contact
tracing apps) for those who were subject to self-quarantine through the lenses
of dataveillance and datafication. Using an Internet ethnography approach,
self-quarantined Korean individuals’ blog entries were analyzed. The research
argues that the application functions as a datafication tool that collects the
self-quarantined people’s information and performs dataveillance on the
self-quarantined people. This research further offers insights for various
agreements/disagreements at different actors (i.e. the self-quarantined,
their families, contact tracers/government officials) in the process of contact
tracing for COVID-19. This study also provides insights into the implications
of information and technology as they affect datafication and dataveillance
conducted on the public.
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This research is based on the following
publication

* Lee, C.S. (2021). "Contact tracing apps for self-quarantine in South
Korea: rethinking datafication and dataveillance in the COVID-19
age", Online Information Review, 45(4): 810-829.

Background

e COVID-19 was first documented in China, and the virus was soon to be
introduced to its neighbor — South Korea — on January 20, 2020.

* South Korea, one of the earliest countries to initiate a national
pandemic response to COVID-19 with fairly substantial measures at the
individual, societal and governmental level, is an interesting example of
a rapid response to the disease in the Global South (Lee, 2020).

_86_
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COVID-19 in South Korea

2,500

2,000

500 '\ J-L‘\"\/\‘\,\J.-\f‘\f’\

* Asof 8/29/2021, 248,568 individuals were contracted with COVID-19 (235,117 individuals (95%) had the virus inside South
Korea, the rest were from outside of the country).

Self-quarantine in South Korea

* Self-quarantine in the context of COVID-19
* self-isolation for those who were international or domestic
passengers by air and, thus, were suspected to be infected with the
virus as a result of said travel.

* Since May 15, 2020, those who have traveled back to South Korea from
other countries needed to follow stringent rules upon their arrival at
Incheon Airport.
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The COVID-19 Self-Diagnosis App

From March 7, 2020 From March 20, 2020

Play Store App Store

COVID-19 Self-Diagnosis App H

- 3
=g Install

Available in KR, EN, CN

¢ Individuals installed the COVID-19

Self-Diagnosis App on their
smartphone to report their
temperature before walking
through immigration.

The Self-quarantine Safety Protection App,
which aims to keep the government
updated with recent travelers’ self-
diagnoses of their health conditions (e.g.
high fever, cough, sore throat, dyspnea)
twice a day, is for those who entered South
Korea from overseas and keeps all
selfrecorded data private. People’s manual
input information does not go public.

The current research

* This study explores a contact tracing mobile app for those who practice
self-quarantine named the Self-quarantine Safety Protection App
through a lens of dataveillance and datafication.

* This research examines what contact tracing means to those who experienced
contact tracing in different roles, as well as how they make sense of their contact

tracing experiences.

* This study uses an Internet ethnography approach to collect and

analyze data.

* In the COVID-19 pandemic era, this method is particularly useful to
gain access to those who are affected by the situation.
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Self-tracking applications and contact tracing
apps in the COVID-19 era

« Self-tracking health applications, in particular those used to track and monitor the spread of COVID-19,
inherently depend upon the accurate input of different types of personal data.

* Contact tracing apps
* For use by infected individuals

* As of 2020, 48 countries, not including South Korea, used COVID tracking (for infected individuals)
utilizing Bluetooth, Location, Google/Apple and DT-3T technologies (Gilmor, 2020). Applications
for contact tracing function as a way of keeping track of movement and these reshape ways in
which people live and move and interact with each other (Aouragh et al., 2020; Kitchin, 2020).
Contact tracing mobile devices can be used on a proximity-sensing base (Xia and Lee, 2020).
Singapore’s TraceTogether is such an example (e.g. Goggin, 2020; Lee and Lee, 2020).

* For the self-quarantined who have potentially, but are not confirmed to have, contracted the virus.

* South Korea’s tracing applications include a feature that monitors movement to prevent those
who are on the tracking radar from taking unauthorized leave from their designated quarantine
location (“mudan ital bangji”).

Figure 1. The quarantine processes of Korean and
foreign nationals upon arrival to South Korea

Estristy
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B Rl o e | LR PR R T [T T i g Fufaady. | huin] 4w yi iRl Thia ssrriet frmeni
T g el w b M Sapi Tl s’ bl Pt B’ 1B g
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- s e i
i
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Source(s): Ministry of Health and Welfare (2020b)
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Framework: Datafication and dataveillance

Datafication

* “a legitimate means to access,
understand and monitor
people’s behavior with data”
(van Dijck, 2014, p. 198)

* Datafication is used to
understand how self-diagnosis
and personal information data
that are stored in the App are
datafied.

Dataveillance

* Continuous surveillance through
the use of data (Lee, 2019; van
Dijck, 2014).

* How people’s data is used as a
tool in the process of surveilling
and socially controlling people
during this coronavirus

pandemic. -

Internet ethnography

* Internet ethnography is a fairly new methodology, compared to traditional ethnography, in that it has only existed
since the invention of the Internet and is based on online observations, interviews and content analysis of what is

happening in cyberspace (Sade-Beck, 2004).

* The authentic public documentation of people’s lived experiences makes it a beneficial approach for collecting data. “

wINC U vBErrQAr iy wvvou L.
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Data & methods

* The data were collected and derived from publicly accessible web forums and blogs in
South Korea.

* The data were collected from May 15 to July 31, 2020, as May 15 is when the South
Korean government’s self-quarantine measures for inbound travelers took effect
(Ministry of Health and Welfare, 2020a).

* | conducted a keyword search of COVID-19-related keywords (“i.e., COVID-19,”
“corona,” “coronavirus”) with keywords related to “self-tracking” (i.e. “jaga keokli”
(“self-isolation),” “keokli” (“isolation”), “jaga keokli application” (“self-isolation app”))
on Naver’s blog entries and online cafes threads.

* These sites are extensively written in Korean, but as the focus of this research is on
Korean citizens’” understanding of the COVID-19 self-tracking applications, | paid
attention to the possibility that some threads may be written in languages other than
Korean and excluded them from the data set.

Data collection (con’t)

* The data collected were available publicly, which means the original
posters allow others to read, copy and paste without any requisite
permission. While online information and data available on the Internet
are usually considered public (Beneito-Montagut, 2011), in order to
avoid potential ethical issues, | removed all personally identifiable
information. Following a protocol of using screen captures from the
Internet (Beneito-Montagut, 2011), all the images collected and
obtained from Naver were anonymized and any personal/identifiable
information was removed.
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Data analysis

* To analyze data, they were first saved into an Excel file. The data were
individually imported and analyzed using NVivo software.

* In the process of manual data coding/collection, various themes and codes
emerged from the data and were noted.

* Codes and themes were created from initial readings of each data entry, and
analyses of the data were produced along these identified codes and themes.

* Asecond person and | coded all of the data separately and then regrouped to
check and code a sample of the data to verify our coding was consistent and
reliable. The resulting intercoder reliability was 0.86, which is considerably
reliable (Landis and Koch, 1977).

Self-quarantined Koreans’ experiences with
the self-protection COVID-19 application
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Datafication of self-quarantined information

Crangs shormu -
S Cipdn o B

* Blogger A, who came back to South Korea on v
July 2, 2020, wrote, -

“The App is mandatory for those who returned to oy
South Korea. | have to diagnose my health at 10inthe .07 __
morning and 7 in the evening and save the s yv———
information in the App. My information from the self- =
quarantine period is captured in the App. It’s like a N
diary” (Jeeyoung, July 2, 2020). — e

Self-quarantined’s
information in the
Self-Protection
COVID-19 App

Dataveillance through one’s own personal,
biometric, health and location data

* While datafication and dataveillance are i ———
interrelated mechanisms for the Self-
Protection COVID-19 App, some self-
quarantined Koreans’ public opinions show
disagreement and tensions in places where
dataveillance was noticed.

piw L b L
e ) Lb ]

*

Users’ agreement on personal &location
tracking information
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Passive dataveillance via personal data

* By default, the user must enter their personal information into the App. At least within the bounds of
this Internet ethnographic study, almost no one seemed to care, nor seriously attempted to withhold
their personal information from the App.

* Blogger XX commented,

“you know, as our very first step, | need to put all my personal information [in here]. | do not feel
comfortable about this, but what can | do? | came back to my country from abroad, so there is no
way out. If | do not do this, police might target me. . .” The sense that the information requested via
the App is highly personal, yet inescapable is no coincidence. Indeed, some of the personal data
collected through the App are clearly classified as personal information.

* In the Korean Personal Information Protection Act, enacted in 2014, personal information refers to
information that identifies a particular individual by his or her full name, resident registration number
and/or image. In reality, available personal information becomes public data via datafied applications.
In doing so, the application and the government become agents of dataveillance.

Thee termipesrabare check should
b e it L0 B Gesd B pim, Ths
Fdutth il B iyed inho tha
dipp. Please do nok choose the
tirma ranciorsdy farbitrarily,

Dataveillance via (missing) health data
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Dataveillance via the
application’s GPS

* A notification popped up on blogger C’s phone that
alerts,

“The App has used your location 2 times in the
background over the past three days. Do you want
to continue to allow background location use?”

* This feature

* Whereabouts about the self-quarantined person
recently was and is currently located at,
reminding users of the importance and
omniscience of the GPS function of the App.

Dataveillance via the
application’s “untraceable” GPS
location

* If self-quarantined individuals leave their designated
isolation place or accidently or intentionally turn off the
GPS function of the App, the App sends the following
message and it notifies the contact tracers. Nara wrote
that “I unexpectedly got a call from my contact tracer.
He asked me where | am. | said that | am at home (I was
thinking . . . I am doing self-quarantine properly) until he
notified me that my GPS [for the App] turned off. | did
not know about that.” “I realized that | have been
watched by someone. | totally forgot about that” (Nara,
June 25, 2020).
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Dataveillance via the application’s “untraceable”
GPS location

Dataveillance through the App was happening in accordance with datafication of users’
information on the App. The notification in Figure warns, “Your phone’s motion was not
detected for some time, it was reported to your contact tracer/case worker.” The blogger
Minho who posted this image complained, “It is troublesome. Just because | am self-
quarantining, | do not always hold onto my phone (If | take a nap or use the computer, two
or three hours just fly by)” (Minho, July 5, 2020). "l-

L = ] -

[ ye——

When your eyes should be open, according to South Korean standards. . . day and night. If o :‘:'L"":'_“r:_'_‘\l )
your phone is just lying still for about three hours, the App thinks you left the phone behind Y T
and went out. When there is an alert message from the App such as, “Nomotion was TP SR -

! ! - R e A
detected for some time, please check in,” you must check, “Verify” or “Yes.”

L]

Like him, some passengers who traveled back to South Korea from Europe or the USA also
experienced the effects of the time difference. They also need to adjust to the Korean time
zone and might take a long nap after arriving. However, when the App’s location tracking
alert pops up, if individuals do not act immediately for whatever reason, it assumes that the
user left the phone at home and went out. While being assigned to use the App may not be
worrisome for some self-quarantined Korean citizens, the types and levels of data collection
contents and the process required to collect it may pose some anxiety for them and create a
tension between the App (the government) and the self-quarantined citizens.

o,

wam=r

BB D

I

Conclusion: Summary

* This paper shows how self-reporting applications function as a
multifaceted technology in the COVID-19 era by combining a qualitative
analysis of stories, which were obtained from the web.

* Datafication is used to understand how self-diagnosis and personal
health and location data, which are stored in the App, are datafied.

* Dataveillance is a mechanism of how people’s data are used as a tool of
and process of surveilling and socially controlling the self-quarantined
during the coronavirus pandemic.
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Conclusion: Summary

* The actors
* the self-quarantined are becoming increasingly familiar with how the App works and what
implications the App might have for their data and lives.
* the contact tracers (government officials) fulfill their duties and take responsibility for
dataveillancing the self-quarantined people. They need to make sure the self-quarantined
in their areas are observing the mandated guidelines.

* The data provided by the self-quarantined

* symptom/nonsymptom data and location tracking data are particularly important for the
purposes of datafication and dataveillance of the self-quarantined by both the App users
themselves and the contact tracers.

» Datafication and dataveillance practices concerning the App have concerns and implications for
privacy infringement.

Implications

* In regard to datafication/dataveillance, the coercive aspect of the App’s
required installation and usage makes it difficult for individuals to opt
out of reporting and storing their data. From these individuals’
perspectives, datafication and dataveillance are the products that follow
from this App’s existence.

* This aspect of such applications may be more relevant to critiques of the
existing Personal Information Protection Act (Korea Legislation Research
Institute, 2014), although most of the South Korean bloggers in this
research normatively accept the compulsoriness of the App.
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Data Privacy in the Philippines &
COVID-19 response

lvin Ronald D.M. Alzona

(Executive Director, National Privacy Commission / Philippines)

g5 2/ 1o

- The National Privacy Commission (NPC) has been an active participant in
the COVID-19 response of the Philippines as the data privacy authority of
the country. The Commission believes that the fundamental right to privacy
must always be upheld amid the pandemic, and data protection must not
be sacrificed.
The discussion will present the initiatives of the Commission, such as but not
limited to NPC Public Health Bulletins, FAQs, policies, in ensuring data privacy
and protection during COVID-19 response.
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DATA PRIVACY

—— In the PHILIPPINES & ——

COVID-19 RESPONSE

Atty. lvin Ronald D.M. ALZONA

Executive Director
National Privacy Commission

MR T A

PRIVATY
! ! T O AR RN

NPC_DIT_PPT-V1.0, R0.0, 05 May 2021

The Data Privacy Act of 2012 (DPA) is not a hindrance to the COVID-19
response.

Status

i
L
u.__ DATA PRIVACY IN THE PHILIPPINES & COVID-19 RESPONSE

NPC PHE BULLETIN No. 7: Official Statement of the National Privacy Commission on Calls for Patients to Waive Privacy Rights, Publicly Disclose Health

2021
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ON THE COLLECTION
AND PROCESSING OF

_ PERSONAL DATA DURING
| THE COVID-19 PANDEMIC

A On monitoring of persons
entering offices/ buildings

B On employees; collection of
personal data

AAAAAAAAAAAAAAAAAAAA

On contact tracing; persons
C under investigation
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=
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UPDATED
FREQUENTLY ASKED
QUESTIONS (FAQS)
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A On return to work

AAAAAAAAAAAAAAA

B On work from home
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SOCIA
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Hindi parke't viral ay totoo
at dapat nang i-share,

lalg na kung may
personal data na kasama.

Everytime you feel like
sharing unverified or

speculative information,

wash your hands instead.
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ivin.alzona@privacy.gov.ph

=

NATIONAL
PRIVACY
COMMISSION

W privacy.gov.ph

THANK YOU!
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Accountable and Trusted Transborder
Data Flows by Building Convergence

Zee Kin Yeong

(Deputy Commissioner, Personal Data Protection Commission /
Singapore)
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- Singapore released a Model Al Governance Framework, a companion
Implementation and Self-Assessment Guide for Organisations, and
two volumes of Compendium of Use Cases to help industry implement
trustworthy Al systems. As a logical next step, PDPC Singapore is
developing a Minimum Viable Product (MVP) for Al governance testing. This
MVP is a practical way forward to operationalise Al ethics principles, and it
allows companies to be more transparent about their Al systems in order to
build trust with their stakeholders.
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" ACCOUNTABLE AND TRUSTED
-TRANSBORDER DATA FLOWS BY
BUILDING CONVERGENCE

10th Asia Privacy Bridge forum

YEONG ZEE KIN

Assistant Chief Executive (Data Innovation & Protection),
Infocomm Media Development Authority &

Deputy Commissioner, Personal Data Protection Commission,
Singapore

9 Sep 2021

Facilitating Data Flows in Era of Digitalisation

Data - a non-rivalrous resource Accelerated digitalisation

Different organisations can
benefit from working on
respective copies of the same
dataset.

Digitalisation led to exponential
increase in data generation and
data flows.

Data therefore should not be Digital economies should build

hoarded within national borders. common standards to support safe
transborder data flows.

HoE= 5G:0
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Accountability: Trusted Cross Border Data Flows

Accountability
principle

Core principle based on
OECD Privacy Guidelines

A cornerstone of APEC
CBPR and PRP systems

Cross-border data

flows

®

Trusted free flow of data

4

G20 Leader’s Summit:
“Osaka Track”

Data controller transfers data
overseas when recipient has
comparable standard of
protection for data.

23 countries committed to
promoting international rule-
making on digital trade

Building Convergence for Data Flows: Digital Economy Agreements

ENABLE

TRUSTED
DATA FLOWS

OECD Privacy Guidelines

Limit obstacles to transborder
flow of personal data

CPTPP
Enable cross-border transfer of
data by electronic means

Use of computing facilities not a
condition for conducting business

BUILD

TRUSTED
GLOBAL NORMS

Develop consensus to reduce
restrictions to electronic cross-
border transfer of data

Singapore signed DEAs with
Chile, NZ and AU in 2020.

Singapore hopes to deepen
cooperation with like-minded
partners on data issues.
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Building Convergence for Data Protection: APEC CBPR, ASEAN MCCs

CONSENT CONTRACTS CERTIFICATIONS

E":

Adequate for residual
circumstances

Not ideal for recurrent
transfers, i.e., service
providers change periodically

o

E.g. EU SCCs, ASEAN MCCs, BCRs

Businesses impose data
protection and security
requirements on recipient.

Intra-group transfers: Support
centralisation of corporate
functions within MNC

%

APEC CBPR and PRP systems:

Intra- & inter-company transfers
between certified companies in
participating countries

ASEAN to build certification
system as part of ASEAN Cross-
Border Data Flows Mechanism

NG 5G:D

Concluding Remarks

N\
X

Ability for law enforcement to request for and access data across borders more
easily.

FOCUS

Ll

Convergence for data flows and data protection through international rules and
agreements key to maximising potential of data.

HnoE= 560
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THANK YOU
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Global Personal Data Protection
Regulatory Support Services by KISA

Jiyun Kim

T
‘ A (Deputy General Researcher, Korea Internet & Security Agency /
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- Introduce KISA's Global Personal Data Regulatory Support Services that
provide beneficial information and analyses concerning global personal data
protection—related issues, laws, and systems for helping Korean companies
enter into overseas markets.




2021 ISACA Korea & Barun ICT Research Conference

Personal Information Protection in Korea

- Introduction of Korea Internet & Security Agency (KISA) -
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O 2 Introduction of Korea Internet & Security Agency (KISA)
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0 1 Personal Information Protection Laws and Governance in Korea — Constitutional Basis

Fundamental Right | The right to privacy is a fundamental right and protected by constitution

‘The right to privacy is a fundamental right which prevents the state from looking into the private life of citizens, and provides for the
protection from the state's intervention or prohibition of free conduct of private living. Concretely, the privacy protection is defined as
protecting and maintaining the confidential secrecy of an individual; ensuring the inviolability of one's own private life; keeping from
other's intervention of such sensitive areas as one's conscience or sexual life; holding in esteem one's own personality and emotional life;

and preserving one's mental inner world'. Constitutional Court, 2003. 10. 30. 2002Hun-Ma518

Fundamental Right Il The right to control one’s own personal information is a fundamental right

‘The right to control one's own personal data is a right of the subject of the information to personally decide when, to whom or by whom,
and to what extent his or her information will be disclosed or used. It is a basic right, although not specified in the Constitution, existing
to protect the personal freedom of decision from the risk caused by the enlargement of state functions and info-communication
technology.” Constitutional Court, 2005. 5. 26. 2004Hun-Ma790 (Consolidated)

Keywords of Personal Information

Living Individual

Identifiable if combined

Types of Personal Information

Personal Information

. ﬂ - Financial Information
— = .53
ID Account Address Name n Unique Identification Number
Number
= lﬁ - n Location-based Information
m @'ﬂ‘ n Sensitive Information
Phone Photo Resident Other
Number Registration Information H Biometric Information
Number
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| 0 1 Personal Information Protection Laws and Governance in Korea — Rights

Rights of Data Subject
( )

Right to be Informed

“ | Right to Decide Consent-Related Matters

Right to Access

Right to Erasure

Right to Redress

Personal Information Protection Act (PIPA)

O 1 Personal Information Protection Laws and Governance in Korea — Laws

Special
laws on
Passport,

Specific

Sector Taxation,
Laws Police,
Customes,

Etc.

PersonalInformation Credit & Financial Biometric Children's
in Online Commerce Information Information Information

Personal Information Protection Act (PIPA)
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0 1 Personal Information Protection Laws and Governance in Korea — Governance

General Law

Personal Information
Protection Act

I Sectoral Laws

Financial
Service

In general

Siruirk
Camrmnsian T30
inFinance Ec
L gnd s A1
Prolechaa
o Cracli Beri g
]
infzrmatioe &ci g T
PRI
. J

Collaboration among DPAs in different Sectors | Complementarity Among Laws

I 01 Personal Information Protection Laws and Governance in Korea — Viideo

Video - Introduction of Data Protection in Korea
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02 Introduction of Korea Internet & Security Agency — Our Service

Korea Internet & Security Agency (KISA) Global Data Protection Regulation Compliance Service Summary

OB A

@ ..»

CECD

=\ e

On- & Offline Consulting Regulation Analysis

Guideline and Guidebook PIPA* Revision
*PersonalInformation Protection Act
Seminar

02 Introduction of Korea Internet & Security Agency — Our Service

Global Data Protection Regulatory Support Service |

Development of International Cooperation and Interoperability between Korean and Global Regulations |

International Cooperation Regulation Interoperability
COovID-19 GPA
gp—_
OECD ' APPA a EU |» Adequacy Decision
@J oAsia Pacific Region [» APEC CBPR
APEC ; “oe

Improvementof PersonalInformation
TransferMechanismandRegulations

Domestic «» Overseas

DomesticTrends ~  Overseas Trends .
Overseas < $  Domestic

Facilitation of Safe Data Trade

- 17 -




2021 ISACA Korea & Barun ICT Research Conference

| 02 Introduction of Korea Internet & Security Agency — Our Service

Global Data Protection Regulatory Support Service Il

Support Global Data Protection Regulation Compliance for SMEs

<Global Compliance Support Service>
Support Global Data Protection Regulation Compliance

SMEs GDPR Self-
Consulting Assessment

Personallnformation Protection International

Cooperation Center
. EU www.privacy.go.kr/pic)
Education Analysis o
Seminar Translation o
Channel

L —-——

<EU Region Compliance Support Service>

Frankfurt

Aiming to provide One-Stop Global Data Protection
Regulation Compliance Support Service

Currently providing information about personalinformation protection
laws and regulations of 36 countries (EU: 27

.S.. UK., China, Japan, Etc.)

GDPR Compliance Support Center
(www.gdpr.kisa.or.kr)

| 02 Introduction of Korea Internet & Security Agency — Our Service

Global Data Protection Regulatory Support Service Il

Support Global Data Protection Regulation Compliance for SMEs

<GDPR Compliance Support Service>

i S | oo
wr ayrr 9 o e b L. T " g
S S e
= ) e — W
e, DU 8
- =2 : gumt 2
e — s 0
e s —
L3 = - i o .
GDPR Compliance
Self-AssessmentTool GDPR Translation GDPR Summary Guidebook
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| 02 Introduction of Korea Internet & Security Agency — Our Service

Global Data Protection Regulatory Support Service Il |

Support Global Data Protection Regulation Compliance for SMEs

<Global Data Protection Regulation Compliance Support Service>

Law & Governance ra i s i o Global DPA List
e - rrwo o wvmma
GDPR Summary e
FAQs
—_—
—— [~ 4] O [~ =17
Bl iing L] e 11
= L=—au b} L=}
| i | I = ==r
o TR
Ay — e

| 02 Introduction of Korea Internet & Security Agency — Our Service

ePrivacy Clean Service |

Service that helps data subjects to easily manage their personal information scattered on the Internet in one place |

Miwasogaes ri 51D rlred Srars e e g b
IFrarcisl C-Commarce B} Wby 5% ip Can cellaien A eqa st
l l e Culiben e geasll
I iy of METETR SETER A
Increans el Bacpariag Hermbsrabdae

Iri'Webamen l l

L}
Ieedwisn ol ldin Fialie
Ll
| pant B remammier T 118 = [
? Fiaskisai
Frgsd sien
Harla
Q !

Dl o e Ao

l (Ll Bt e L )

Inpewa s Shoh of Hhead g Thahi
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| 02 introduction of Korea Internet & Security Agency - our Service

Data Management Inspection

On-site Inspection of Personal Information Management and Protection in Organizations |

<Inspection Process>

Online Inspection

On-Site Inspection Plan

Planning
Inspection

measures (1 month before)
Ifthe improvementis not OK —

Selection of monthly on-site Recommencsimproyement . On-Site Inspection

inspectionareas . .
P Administrative

Sanctions

Special
Inspection

Personalinformation  [ZP o

Breach Incident

| 02 Introduction of Korea Internet & Security Agency — Our Service

Personal Information Breach Monitoring

24/7 Monitoring of lllegal Personal Information Transaction or Exposed Personal Information |

<Monitoring Process>
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| 02 Introduction of Korea Internet & Security Agency — Our Service

Personal Information Breach Monitoring

24/7 Monitoring of lllegal Personal Information Transaction or Exposed Personal Information |

<Monitoring Process and Criteria Example>

Classification Public Sector Private online sector

Target websites 180,000 =3,600,000

8 items(resident registration number, foreigner registration number, passport number, driver license number,

Search items bank account number, credit card number, health insurance number, mobile phone number)

Direct Steere Search bot browses and does web crawling in target websites

method

A group(1 day), B group(3 days),
Interval C group(1 week), D group(2 weeks) A group(3 days), B group(1 week), C group(1 month)
Search items 8 items 8 items + illegal personal information trade posts

Search 5 portals + 6 portals(Baidu, Sohu, Duckduckgo, Yandex,
Indirect 5 portals(Google, Naver, Daum, Bing, Yahoo) Sina, Youdao) + 5 SNS(Twitter, Facebook, Instagram,

method .

Weibo, VK)
Interval 2 days

| 02 Introduction of Korea Internet & Security Agency — Our Service

118 Data Breach Report Center

24/7 Data Breach Report Center for lllegal Spam, Phishing, Personal Information Breach, Hacking, and Virus, Etc. |

<118 Data Breach Report Center>

e § i, LTy il
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02 Introduction of Korea Internet & Security Agency — Our Service

Education and Public Relations

Raise of Public Awareness about Personal Information Protection and KISA Service through On- and Offline Campaigns |

<Education and Public Relations>

TV Public Service Announcement Offline Education Online Education for Kids

WE i Ca
- 528 s AUS T8s
L

Outdoor Advertisement Outdoor Advertisement Animation
(Baseball Stadium) (Supermarket)

Thank you for listening

For more Information
Please Contact adpr@kisa.or.kr / inrivacv@kisa.or.kr

or visit www.kisa.or.kr / www.privacy.go.kr/pic

KOREA INTERNET &
KISA™ SECURITY AGENCY
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® APB Encore Session 4A

Promoting comparability in personal
data breach notification reporting

Suguru Iwaya

(Policy Analyst, Science, Technology and Innovation Directorate
at the OECD)

g5 2/ 1o

- The OECD project on “Promoting Comparability in Personal Data Breach
Notification Reporting” aims at improving the evidence base for security
and privacy policy making through the comparable data collection by Privacy
Enforcement Authorities (PEAs). The presentation will show some of the
project’s findings about the trends of personal data breach notification
regulations and data collection by PEAs in light of the trends of breaches
during the COVID-19 pandemics.
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PROMOTING COMPARABILITY OF
PERSONAL DATA BREACH

NOTIFICATION REPORTING

Suguru Iwaya, Policy Analyst, Digital Economy Policy Division, STI, OECD

>> Project’s background

« Based on the Ministerial Declaration on the Digital
Economy in 2016

« Aims at evidence base for security and privacy policy
making through compatible DBN reporting

 Survey questionnaire was circulated with the support
from the GPA, APPA and EDPB from June 2019 to
February 2020
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Survey from June 2019 to February 2020

» The survey provides a wide range of information:
A. General questions and authority profile
B. Authority’s funding and resources
C. Personal data breach notification reporting law, jurisdiction and
exemptions
. Personal data breach annual reporting
Number of personal data breach notifications received
Personal data breach notification by sector
. The nature and type of the personal data breach incident
. The types of personal data affected
Monetary fines and other penalties
J. Measures taken to prevent or mitigate risk and impact evaluation
K. Use of PDBN data

TEZammyY

» Total of 35 countries that participated in the survey:

— 32 OECD members (including 24 States reporting for t
United States) and 3 non-members

What is data breach notification (DBN) ?

e Data breach

— The general term ‘data breach’ refers to security incidents that
impact on non-personal data as well as on personal data.

— A ‘personal data breach’ can be described broadly as being a
breach of security that leads to the unintended or unauthorised
destruction, loss, alteration, disclosure of, or access to personal
data.

e Personal Data breach notification

— The regulatory requirements that require organisations to notify
the authority and/or to the affected individuals following a
personal data breach.

— These requirements are mandatory or voluntary.

— The window though which the authority and individuals can
obtain information on data breaches.
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>> Trend towards mandatory PDBN reporting

Trend towards mandatory
personal data breach
notification to the authority.

In some jurisdictions
mandatory PDBN reporting
apply differently depending
on the sector

Thresholds to notify are
generally based on a risk-
based approach

There are variations in
mandatory PDBN reporting to
data subjects

Number of countries that answered they
have mandatory PDBN reporting to one or
more authorities

0% 20% 40% 60% 80% 100%

GDPR

countries

(n=23)
non-GDPR

countries NI 5

(n=11)

US States
(n=24)

>> Internationally comparable data metrics

Total number of data breaches
reported to the authority

Nature of causes
» Malicious or non-malicious
« Internal or external
e Human error
Specific causes
* Loss of IT equipment
* Mailing
» Hacking
 Technical error
 Theft
» Improper disposal of documents
* Unauthorised access

Types of data breached
 Personal credential data
* Sensitive data
* Financial data

Information on encryption of
data breached
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Total number of data breaches reported to

the authority
Change in the number of PDBNs from
* Number of PDBNs 2017 to 2018 and from 2018 to 2019 in
generally increased 1700 GDPR countries (QE2)
e OIS MUIE — 2T
from 2017 to 2019. L0
100
o0

* Significant increase can i

probably be attributed &
to introduction of =
mandatory PDBN. P I I I

3 . 5
- | o~ - -E' 5

I ——
I -
o
¥

i
5

&
L I" 4

¥ +" ¢

* Numbers of PDBNs in 2017 are normalised to 100.
Numbers of PDBNs in 2018 and 2019 are compared
against this normalised value. To avoid
overrepresentation of changes from small numbers,
data less than 50 was eliminated from the calculation

Recent trends of the total number of DBs

« Both increase and decrease in the number of PDBNs were

observed.
- e.g. DBNs reported in 2020 increased by 10% (Irish Data
Protection Commission, 2021)
- e.g. DBNs reported in 2020 decreased by 26% (UK ICO, n.d.)

» Impacts of mega breaches are increasing.
- e.g. while the number of publicly disclosed breaches shrank by
48% in 2020, the number of records increased by 141% compared
to 2019 (RiskBased Security, 2021)

* Other complementary indicators such as number of DBNs
that meet the reporting threshold and number of the
affected data subjects have gained importance.
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Nature of causes

 Internationally comparable data items on nature of
causes of DBs reflect the high-level trend of DBs

— Malicious or non-malicious
— Internal or external
— Human error

« High-level trend continues after the survey period

— e.g. Common causes of DBs: ‘email error’,followed by
‘other’, ‘website error’, ‘hacking’ (Privacy Commissioner
New Zealand, 2020)

— e.g. are malicious attack (52% of breaches), system glitch
(25%), and human error (23%) (Ponemon Institute and
IBM Security, 2020).

— e.g. From November 2019 to October 2020, the top
actions that caused data breaches were ‘hacking’, ‘social’,
‘error’, and ‘malware’ (Verizon, 2021).

Specific causes

 Internationally comparable data items on specific

causes
— Loss of IT equipment  — Theft
— Mailing — Improper disposal of
— Hacking documents
— Technical error — Unauthorised access

* Specific causes may need to be complemented by the
explanation on the current threat environment.

— the inclusion of “unauthorized disclosure” to reflect
misdelivery and misconfiguration

— An explanation to “theft” to clarify that it involves the theft of
credentials through social engineering or reuse of stolen
credentials for phishing
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Types of data breached

 Internationally comparable data items on the types
of data breached

— Personal credential data
— Sensitive data
— Financial data

* The comparable data items capture the threat
environment
— e.g. “Personally Identifiable Information” is the top that
80% of breaches involved (Ponemon Institute, 2020);

Top 2 were “Names”(46%) and Email (32%) in 2020
(Risk Based Security, 2021)

— e.g. Medical data, financial data steadily increased since
2018 (Risk Based Security, 2021)

* “unknown” is enhancing the presence in the types of
data breached
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® APB Encore Session 4B

Does a Data Breach Harm Industry
Peers? Evidence From the U.S. Retail
Industry

Jaeyoung Park

(Research Professor, Graduate School of Information
at Yonsei University / Korea)

g5 2/ 1o

- This study demonstrates that a data breach that occurs due to an industry—
wide problem is likely to decrease the shareholder value of industry peers.
Additionally, it has been shown that the data breach risk contagion effect
is stronger for industry peers that have visibly disclosed data breach risk in
their 10-K report before the data breach.
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10t Asia Privacy Bridge Forum 2021

Does a Data Breach Harm Industry Peers?
Evidence from the U.S. Retail Industry

September 9, 2021

Jaeyoung Park

Pestdoctoral researcher, Yonsei University

. Asia Privacy
~— Bridge Forum

Data Breaches
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Investors’ Perspective

O Most investors consider cybersecurity to be a critical component of risk oversight and they are
engaging with portfolio companies to better understand how cybersecurity risk is governed and
managed.

O A considerable body of research have explored how investors react to security issues (events).

v Information security investment leads to 1.36 percent increase of abnormal returns for firms
(Chai et al, 2011); ISO 27001 certification announcements are associated with positive
abnormal market value creation (Deane et al., 2019).

v’ Data privacy breach announcement negatively affects the market value of the firm in general,
although the negative impact is different across industries and type of breaches (Acquisti, et al.,
2006; Malhotra & Malhotra 2011; Tripathi & Mukhopadhyay, 2020).

O Although previous research has demonstrated how a data breach can generate negative consequences
to the breached firm, there is a lack of understanding of how a data breach at one firm affects other
firms that have not been breached.

Guilt by association (“contagion effect”) vs. Gain by misfortune (“competition effect”)

@'."W:I"_.":'u e

Conceptual Framework of a Data Breach Spillover

Similarity

Investors’
perceptions

Market value
of other firms

Data breach :

Visibility of data

breach risk

@'."'\-“I"_ LEJr
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Theoretical Background: Information Transfer

U Information transfers are said to occur if announcements (events) made by one group of firms

contemporaneously affect the returns of another group of non-announcing firms (Schipper, 1990).
e.g., bankruptcy (Lang & Stulz, 1992), accounting restatements (Gleason et al., 2008), financial
misconduct (Paruchuri & Misangyi, 2015), or even environmental problems (Barnett & King, 2008).

U This effect can occur if information released by a firm has important implications for the future
profitability of other non-announcing competitors.

U The information transfer effect typically arises among intra-industry firms rather than among
completely unrelated companies, and it exists when information released by one firm affects the
performance of other non-announcing competitors in the same industry (Szewczyk, 1992; Guo,
2017)

U There were negative mean abnormal returns among Internet firms that were not attacked: the
competitors were presumed to be in a similar situation to the announcing firm owing to industry

commonalities (Ettredge & Richardson, 2003).

@'."“ilnn_.":'ul""!l'

Theoretical Background: Cybersecurity Risk Disclosure

U The SEC issued a disclosure guidance regarding cybersecurity in 2011.

v" According to the guidance, public companies should disclose the risks of cyberattacks or security breaches in
their SEC filings if such incidents “are among the most significant factors that make an investment in the
company speculative or risky” (SEC, 2011).

v’ Cybersecurity risk disclosure provides investors with useful information about firms’ cybersecurity risks, and it

may be positively associated with the market valuation.
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10-K Report

TABLE CF COMTENTS
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An Example of Item 1A in 10-K Report (Target corporation)

Competitive and Reputational Risks

Our continued success is dependent on positive perceptions of Target which, if eroded, could adversely affect our
business and our relationships with our guests and team members.

We believe that one of the reasons ...

Information Security, Cybersecurity, and Data Privacy Risks

If our efforts to provide information security, cybersecurity, and data privacy are unsuccessful or if we
are unable to meet increasingly demanding regulatory requirements, we may face additional costly
government enforcement actions and private litigation, and our reputation and results of operations
could suffer. -> “subcaption”

We regularly receive and store information about our guests, team members, vendors, and other third parties.
We have programs in place to detect, contain, and respond to data security incidents. However, because the
techniques used to obtain unauthorized access, disable or degrade service, or sabotage systems change
frequently and may be difficult to detect for long periods of time, we may be unable to anticipate these
techniques or implement adequate preventive measures. In addition, hardware, software, or applications we
develop or procure from third parties may contain defects in design or manufacture or other problems that could
unexpectedly compromise information security, cybersecurity, and data privacy. Unauthorized parties may also
attempt to gain access to our systems or facilities, or those of third parties with whom we do business, through
fraud, trickery, or other forms of deceiving our team members, contractors, and vendors.

Legal, Requlatory, Global and Other External Risks

The COVID-19 pandemic has affected our business in many different ways, and may continue to amplify the risks and
uncertainties facing our business and their potential impact on our financial position, results of operations, and cash
flows.

The COVID-19 pandemic has ...

@'."“H"..."‘!'-“'"!l'
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Examples of Cybersecurity Risk in the 10-K

Subcaptions of “low visible data breach risk” (no “data or information” keyword)

Bob Evans Farms: “We rely heavily on information technology and any material failure, interruption, or

security breach in our systems could adversely affect our business.”

McDonald’s: “Information technology system failures or interruptions or breaches of network security
may interrupt our operations.”

Subcaptions of “high visible data breach risk” (“data or information” keyword)

Barnes & Noble: “The Company faces data security risks with respect to personal information.”

Big Lots: “If we are unable to secure company, employee, and customer data, our systems could be

compromised, our reputation could be damaged, and we could be subject to penalties or lawsuits.”

@ ECIR B e

Method: Event Data (2013-2017)

U Data breaches related to Point of Sale (POS) in the U.S retail industry (SIC code 52-59), which allows

us to test for the data breach risk contagion effect, because the POS system can be seen as a common

vulnerability (risk) that almost all retail firms have.

U Dada source: the LexisNexis database and data breach related databases such as Privacy Rights

Clearinghouse (privacyrights.org)

Event date Event Firms SIC | Asset [m$] | Employee Revenue Market
[m$] value [m$]
20131219 Target 5331 48,163 361,000 73,301 38,982
20140305 | Sally Beauty Holdings | 5990 1,950 26,450 3,622 4,300
20140902 Home Depot 5211 40,518 365,000 78,812 106,053
20141021 Staples 5940 11,175 83,008 23,114 8,591
20150302 | Natwral Grocersby | o)) 189 2,346 520 366
Vitamin Cottage

20150504 | Sally Beauty Holdings | 5990 2,030 27,470 3,753 4,233
20150615 Fred's 5331 649 9,148 1,970 613
20160511 Wendys 5812 4,108 21,200 1,870 2,933
20160519 | Noodles & Company 5812 240 10,600 455 254
20170619 The Buckle 5651 580 8,600 974 1,028

@ |EOWa O
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Method: Sample (industry peers)

U Data source: COMPUSTAT from WRDS

O All non-breached firms with the same two-digit SIC code as breached firms.

U Standard Industrial Classification (SIC) codes are four-digit numerical codes assigned by the U.S.
government to business establishments to identify the primary business of the establishment. The first
two-digit of the SIC code indicates the major industry group, a definition widely used in the previous
studies (e.g., Wang and Wang, 2019).

U After excluding any observations with confounding events at the time of the data breach or missing

variables, I ended up with 310 samples of non-breached firms.

@ SQOwa Regue

Method: Event Study

U The event study can offer insights in contexts where it would be more difficult to utilize alternative
metrics of performance (Sorescu et al., 2017).
O Assuming efficient information processing of the breach announcement, the event window ought to be

as short as possible (McWilliams and Siegel 1997). CAR (-1,1) is used as our dependent variable.

Test abnormal return of rival firms

-

Eslimation Yandom Evenl window

d
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1
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The announcement of data breach by a focal firm

@ agOwna Renue

- 136 —




2021 ISACA Korea & Barun ICT Research Conference

Method: Definition of Variables

Table 2. Definition of Variables

Variable Definition Source
Dependent variable
The cumulative abnormal return for the industry peers in the three days surrounding the data breach Eventus from
CAR (-1,1)
event WRDS
Independent variable
Visible data Dummy variable, equal to 1 if “data” or “information” keywords are included in the subcaptions related
. to security risks in Item 1A of 10-k filings at the end of the fiscal year before the data breach, o EDGAR
breach risk .
otherwise.
Dummy variable, equal to 1 if the non-breached firm’s four-digit SIC code is the same as the breached Compustat
Similarity firm, o otherwise. For example, when a breached firm is Target (SIC code 5331), Costco Wholesale from Vp\;lRDS
(SIC code 5399) is coded as 0, and Walmart (SIC code 5331) is coded as 1.
Control variable
Prior The ratio of net income to total assets (Compustat annual item: NI/AT) Compustat
performance pu Y ’ from WRDS
. . R L Compustat
Firm size Natural log of total assets in millions (Compustat annual item: AT) from WRDS
Growth The ratio between the book and the market value of firm’s equity (Compustat annual item: Compustat
CEQ/MKVALT) from WRDS
Massive Dummy variable, equal to 1 if non-breached firms is sample of the Target or Home Depot breach is, o PRC
breach otherwise.
Past breach ODtﬁzle,s ;larlable, equal to 1 if non-breached firms experience data breach(es) prior to the breach, o PRC

@ Pl e LRy

Results: Data Breach Risk Contagion Effect

O the CAAR for the 3-day event window (-1,1) was -0.68% and was statistically significant (p <0.001).
It suggests that a data breach is likely to decrease industry peers’ shareholder value.

O Evidence of the negative spillover effect of data breach or the data breach risk contagion effect

Table 3. Impact of Data Breach on Abnormal Stock Returns for Industry Peers

SIC sample (N =310)

Event window

CAAR (%) Uncorrected Patell Z  Generalized Sign Z
(0,0) -0.42 -3.077** -3.464%**
(-1,0) -0.64 -3.705%*** -3.805%**
(-1,1) -0.68 -3.320%%** -2.669%*
(-1,2) -0.72 -2.844%* -2.555%*
0, 1) -0.45 -2.536%* -3.578***
0,2) -0.49 -2.035* -1.874*

Note. The symbols T, * ** and *** denote statistical significance at the 10, 5, 1, and 0.1% levels, respectively, using a
generic one-tail test.

@ ENC] R B
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Results: The Role of Similarity

U The market values of industry peers with high similarity significantly decreased, while those of
industry peers with low similarity did not.

O In an event window of (-1,1), for example, the CAAR of the former was -1.602% and it was
statistically significant (p <.001), whereas the latter was 0.173% and it was not statistically
significant.

O The differences between groups were statistically significant for various event windows.

Table 4. Comparison Between Industry Peers by Similarity

Low similarity High similarity
Event window (N =158) (N=152) Difference test
CAAR (%) t-value CAAR (%) t-value
(-1,0) 0.126 313 -1.480 -5.523%** 3.295%**
0,1) 0.160 .520 -1.077 -4.304%** 3.108%**
-1,1) 0.173 407 -1.602 -4.786%** 3.269%**

Note. CARs are calculated using the market model. The symbols *** denote statistical significance at the 0.1% levels.
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Results: The Role of Cybersecurity Risk Disclosure

U The market values of industry peers with high visible data breach risks significantly decreased, while
those of industry peers with low visible data breach risks did not.

U In an event window of (-1,1), for example, the CAAR of the former was -1.223% and it was
statistically significant (p <.001), whereas the latter was 0.267% and it was not statistically
significant.

U The differences between groups were statistically significant for various event windows.

Table S. Comparison Between Industry Peers by Data Breach Risk Disclosure

Low visible data breach risks High visible data breach risks
Event window (N=118) (N=187) Difference test
CAAR (%) t-value CAAR (%) t-value
(-1,0) 0.293 .580 -1.194 -4.881#** 2.942%*
0, 1) 0.124 329 -0.743 -3.237%%* 2.085*
(-1,1) 0.267 .524 -1.223 -3.903*** 2.638**

Note. CARs are calculated using the market model. The symbols *, ** and *** denote statistical significance at the 5,
1, and 0.1% levels.
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U One firm’s data breach harms the market value of industry peers.

v' This study provides additional evidence for the data breach risk contagion effect, indicating one

firm’s loss is also its competitor’s loss.

U The data breach risk contagion effect is stronger for non-breached firms with high similarities to a

breached firm, compared to those with low similarities.

U The data breach risk contagion effect is stronger when the risk of data breaches is visibly disclosed in
industry peers’ 10-K report.
v" The market response to cybersecurity risk disclosures offers mixed results.

v’ This study adds new evidence to the effect of cybersecurity risk disclosure.

Thank you for your attention.

Any questions or comments?
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