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Digital Technology: A Weapon against Peace

SuBin BAEK

Department of English Language and Literature, Yonsei University

“Technological progress is like an axe in the hands of a pathological criminal,” once warned Albert Einstein [1].
While Einstein uttered these words in the context of technology being used for warfare, technological innovations
today, meant to be helpful tools, are yet being used to hurt others. Technology can facilitate violence and increase
its forms and reach, especially with the Internet's connective capabilities allowing for remote abuse. This tech-
facilitated violence is growing evermore widespread in all societies due to increased dependency on ICT. To foster
global peace (the absence of violence) in this volatile context of ever-faster innovation, the UN proposed the
Sustainable Development Goals, namely number 16: Peace, Justice, and Strong Institutions, set to be achieved by
2030. Its first and second Targets are “Significantly reduce all forms of violence and related death rates everywhere”
and “End abuse, exploitation, trafficking and all forms of violence against and torture of children,” respectively [2].
As digital technologies become a greater part of our lives, we can see that they pose implications that could make
them a major variable in achieving the goal of solving violence.

Intrigued, | attempted to explore the relationship between digital technology and violence through three
reports. Through their article “Six Ways Tech Can Help End Gender-Based Violence”, published 12 February 2021
by UNICEF Connect, Gerda Binder & Catherine Poulton assert that while digital technology facilitates gender-
based violence (GBV), it can and should be harnessed safely to counter such abuse [3]. Approaching the matter in
another light, Sarah Griffiths maintains in her article “Can This Technology Put an End to Bullying?”, published 11
February 2019 by BBC Future, that although digital technology is incrementing the risk of bullying, its capabilities
render it a solution to such violence [4]. From a different perspective, in the article “How Your Smart Home Devices
Can Be Turned Against You” published 12 May 2020 by BBC Future, Alex Riley argues that loT technologies facilitate
domestic violence by equipping abusers with unprecedented weapons of harm, and calls for better support and
awareness regarding this problem [5].

Binder & Poulton, Griffiths, and Riley all agree that digital technology facilitates violence. However, while Binder
& Poulton and Griffiths propose digital technology itself as a solution to this violence, Riley offers other solutions
namely increased human-centered commitment to deal with the issue. Based on the articles, | believe digital
technologies currently have a more negative impact on the progress to SDG 16 (ending violence). To achieve SDG
16 by 2030, I think the challenge of overall deficient awareness regarding technologies’ repercussions must be
addressed by administering active education comprehensively.

After taking these articles into consideration, | came to believe that digital technologies currently have more of
a negative impact on achieving SDG 16 because their weaponization proliferates violence, which hinders Target
1 and 2’s promise to reduce all of its forms. As the authors commonly acknowledge, users employ convenient
functionalities of ICT- such as post sharing, digital material production [3] [4], and remote control [5]- as new
ways to inflict harm remotely with ease. | believe such weaponization of digital technology (tech-facilitated
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violence) increases the risk of violence in our world namely due to its fundamental connectivity; it can transcend
the limitations of time and space. Specifically, ICT renders violence more constant and inescapable; leaving a
perpetrator’s physical presence no longer frees people from harm, as Griffiths exemplifies through bullies’ after-
school abusing of peers on social media [4]. She notes how a staggering “59% of US teens say they have been
bullied online” [4], which indicates that tech-enabled violence has become pervasive to the point of affecting the
majority. Moreover, ICT-related methods of harm widen the pool of potential victims and increase overall exposure
to violence by allowing attackers, under “a veil of anonymity” [4], to gain contact with countless unspecified
targets they would never have the chance to meet with in person. For example, females are now threatened not
only by acquaintances but strangers online [3]. Digital technology is exacerbating violence by facilitating it to be
more constant and widespread, thus, the cessation of violence pledged by SDG 16 is being negatively impacted.
Furthermore, | believe the greatest challenge of digital technologies that needs to be addressed to achieve SDG
16 by 2030 is the general lack of awareness towards the violence it facilitates. Because we cannot rid technology of
its connectivity, its repercussions must be countered through human initiative. However, our deficient awareness
is the obstacle. This challenge can be defined largely in three scopes: those of violence response workers, general
consumers, and developers. Firstly, those working in violence response systems often lack understanding on tech-
abuse response, which hinders the prevention of secondary harm. Reportedly, “Most charity support workers don’t
know what loT means or what a smart hub can do” [5]. Victims of tech-facilitated violence are without proper
support and guidance due to this unawareness. Secondly, general ICT consumers lack awareness on the diversified
dangers they subject themselves to when using it. | believe individuals are not wary enough about the dangers
of the mundane technologies (e.g., the Internet, smartphones, IoT) they are “friendly” with- we seldom recognize
that we put ourselves under constant risk of harm whenever we share our lives with such familiar tools. Thirdly,

developers in the technology industry lack awareness regarding their own part in enabling violence. Binder
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& Poulton indicate that developers are not concerned about violence prevention [3], and Riley demonstrates

how most leading developers do not consider the abuse enabled by their innovations seriously [5]. This goes
to show that those behind the wheel are failing to drive technology in the right direction; despite the potential
of technological prevention or solutions, such lethargy renders their development and generalization stagnant.
Overall, the challenge of lacking awareness, which leaves the issue of tech-enabled violence unattended, negatively
impacts SDG 16 by retaining and increasing the gross of global violence. Uninformed helplines cause secondary
harm (retaliation) through failed risk evaluation, unwary consumers endlessly put themselves at the mercy of
perpetrators, and technology continues to be easily exploited for violence. Thus, the lack of awareness against
ICT’s implications is a challenge that must be addressed to achieve SDG 16.

Accordingly, | think this challenge of deficient awareness regarding tech-facilitated violence can be addressed
by implementing active education extensively. Since we cannot prevent technological development, we should
instead be prepared against it to minimize its harm. That is, education should be administered to all of the
aforementioned parties so that social vigilance surrounding tech-facilitated abuse becomes the norm in our
tech-dependent world. To minimize technology’s weaponization and maximize its potential as a solution, the
industry should be engaged in prioritizing user safety and violence prevention during development. Although the
occurrence of tech-enabled violence is inevitable, its risk can be mitigated by fostering vigilant and responsible
members of society. Thus, increasing awareness by incorporating active education can help us accomplish the end
of violence (SDG 16) by 2030.

In conclusion, digital technologies’ misuse for violence poses a prominent concern for our global society.
Coming to the understanding that digital technologies’ engenderment of increased violence negatively impacts
SDG 16, | believe the challenge that must be addressed for its timely achievement is the lack of awareness
regarding tech-facilitated violence: | propose active education as a means. As Einstein foresaw, digital technologies
are indeed used as an “axe” for violence, but their blows can be blunted if we are prepared. We must maintain
vigilance against this axe’s dangers while learning to wield it carefully, making sure that we do not empower or
succumb to “pathological criminals” in the process. 73
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