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= Social behavioral scoring systems
- Emotion-recognition systems at work and in education

a
ARRES] 2424, OFF, J1 R0l AJ23t TloH LAY FH5 40| £ AILHR QIZte| U WL
2 . WAfof

. EZRoey
» Emotion-recognition systems &
HistEl 2% (Limited Risk)

3 « Chatbot &= Deepfake (0f]: ChatGPT)
«  ALSXIOA| Al CHSE FO0l2H= Zig Yo &

4 o YU 8EO| A 2 A 80| M2tM DIHOZ 2R E 22 UF
«  (0f|: ChatGPT)
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Policy

“IBM firmly opposes and will not
condone uses of any technology,
Including facial recognition

fechnology offered by other vendors,
for mass surveillance, racial profiling,
violations of basic human rights and
freedoms, or any purposewhich is not
consistent with our values and
Principles of

Trust and Transparency.”

Arvind Krishna
IBM Chairman and CEO

From the letter to the US Congress
June 8, 2020

IBM has continuously
strived for responsible
innovation capable

of bringing benefits

to everyone and

not just a few.

The purpose of
Al is to augment

IBM applies the ) .
human intelligence

same philosophy
to Al through its

principles for trust Al =X 2 Q7HE

and transparency. nXste{= A0| oLzt
QIZko| X 55 Hotste
Zo|ct

(Ofl: 7tmt & A 0| &)

Data and insights
belongto
their creator

CIOIE = Z =%t AtEH2
e =
(Bard, OpenAl

25 0|2)

(@] 0]
g O

New technology,
including Al
systems, must
be transparent
and explainable

%
%

PR
Mze 7lse
Egsjorsin 4y
Jhssfof st
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| Pillars
/=7 of trust

Explainability
(287ts9)

An Al system’s

ability to provide a
human-interpretable
explanation for its
predictions and insights.

Fairness
(3784

An Al system’s ability
to treat individuals

or groups equitably,
depending on the
context in which the
Al system is used.

Robustness
(&Hd)

An Al system’s ability
to effectively handle
exceptional conditions,
such as abnormalities
in input.

Transparency

(349

An Al system’s ability
to include and share
information on how

it has been designed
and developed.

Privacy
(Z2FO[H Al)

An Al system’s ability
to prioritize and
safeguard consumers’

privacy and data rights.

Our principles and pillars in practice / Governance
Al Ethics

governance

structure

Al Ethics Board
Co-Chairs:
Chief Privacy Officer
Al Ethics Global Leader

IBM Business Units
Business Unit Privacy Leads (BPLs)
Al Ethics Focal Points
Tech Ethics Advocacy Network

Compliance teams

Global Chief — —7=r,
Data Office -

IBM Chief Privacy Office | © 2023 IBM Corporation

Government &
Regulatory Affairs

Legal o=u Enterprise &
~  Technology Security
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Our principles and pillars in practice / Governance

Al Ethics Board

The IBM Al Ethics Board is at the heart of the ethical Board Co-Chairs:

decision-making the company applies to Al.

The Board, which meets regularly, was established as a
central, cross-disciplinary body to support a culture of
ethical, responsible, and trustworthy Al throughout IBM. It

is co-chaired by Francesca Rossi and Christina Montgomery.

Our mission is to support a centralized governance, review,
and decision-making process for IBM ethics policies,
practices, communications, research, products and

services.

IBM Chief Privacy Office | © 2023 IBM Corporation

Christina Montgomery
IBM Chief Privacy Officer

Use case review process

Ensures that new
technologies and use
cases align with IBM's
Al Principles and
Pillars.

| ssue spotting

Review

Al Ethics Board review
(if needed)

| mplementation
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Sample use case review outcome
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Policy / Precision Regulation

“That is why today we are calling for
precision regulation of Al. We
support targeted policies that would
increase the responsibilities for
companies to develop and operate
trustworthy Al. Given the ubiquity of
Al [..] there will be no one-size-fits-
all rules that can properly
accommodate the many unique
characteristics of every industry
making use of this technology and
its impact on individuals.”

IBM Policy Lab
January 21,2020

IBM Chief Privacy Office | © 2023 IBM Corporation

IBM recommendations for
organizations:

— Designate a lead Al Ethics
official

— Different rules for different
risks

— Don't hide your Al
— Explain your Al

— Test your Al for bias

IBM recommendations for
governments:

— Designate, or recognize,
existing effective co-
regulatory mechanisms to
convene stakeholders and
identify, accelerate, and
promote efforts to create
definitions, benchmarks,
frameworks and standards
for Al systems

— Support the financing and
creation of Al testbeds with
a diverse array of multi-
disciplinary stakeholders
working together in
controlled environments

— Incentivize providers and
owners to voluntarily
embrace globally
recognized standards,
certification, and validation
regimes
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cH2Z| Sol3 Mol S
E2| £9l0f HOo|HZHS
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ZetaCubeAllen No milestone (=258 = =
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3. On-chain address for Allocator (Provide a NEW unique address. During ratification, you will need to initialize this address
3eduriros
Country of Operation (Where your organization i legally based): Korea Republic (Soth Korea)
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North America, South America, Other
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iR 20
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Seagate Technology Continues to Drive the Areal Density Curve
HAMR

'f",‘“‘ 50 TB by 2026

Volume HAMR Production

Key Partner Initial HAMR Deployment

Capacity (TB)

20 TB by 2020

18TB  20TB
(CMR) (SMR)

1% Functional HAMR samples shipped to the industry

CY16 CY17 CY18 CY19 CY. CY21 CY22 CY23 CY24 CY25

PMR - Perpendicular Magnetic Recording, CMR - Conventional Magnetc Recording, SMR — Shingled Magnetic Recording
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Trustworthy Al — Deloitte
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Auditable

Visible

318ISNOdSIY

Copyright © 2022 Deloitte Development LLC

« Private: User privacy is respected, and data is not used or stored
beyond its intended and stated use and duration; users are able to
opt-in / out of sharing their data.

« Transparent & Explainable: Users understand how technology is
being leveraged, particularly in making decisions; these decisions
are easy to understand, auditable, and open to inspection.

« Fair & Impartial: The technology is designed and operated
inclusively in an aim for equitable application, access, and
outcomes.

» Responsible: The technology is created and operated in a socially
responsible manner.

« Accountable: Policies are in place to determine who is responsible
for the decisions made or derived with the use of technology.

* Robust & Reliable: The technology produces consistent and
accurate outputs, withstands errors, and recovers quickly from
unforeseen disruptions and misuse.

« Safe & Secure: The technology is protected from risks that may
cause individual and / or collective physical, emotional,
environmental, and / or digital harm.

39
Digital Trust Ecosystem Framework — ISACA
Organization
Culture Direct and Monitor Architecture
* Manage Culture « Create, Measure and Manage + Communicate Digital Trust ~ + Manage Sustainability « Create Enterprise Trust
+ Create and Manage the Digital the Digital Trust Ecosystem - Administer Digital Trust and Resilience Architecture
Trust Cultural Environment « Create and Maintain the Digital + Manage Data and + Manage Compliance + Manage Information and
+ Manage Skills and Trust Governance System Information Ownership - Manage Assurance Technology Architecture
Competencies * Manage Risk « Optimize Processes to + Evolve the Organization + Manage Digital Trust Resources
+ Manage Organization the Organization + Align Digital Trust Technology
With Organizational Needs
Emergence Enabling and Support
- Identify, Evaluate and Manage - Manage Digital Trust Ecosystem Objectives
Potential Triggers + Manage Process Services
« Detect and Manage Process- * Manage Technology Services
and People-Related Emergence -+ Manage Technology Development
« Support Process- and + Implement Services and Solutions
People-Related Emergence - Operate Services and Solutions
People + Foster Emergence Practices + Monitor Services and Solutions Technology
Human Factors
+ Manage Human Factor Interaction + Manage User Experience
With Technology + Manage User-Centric Product
- Optimize Use of Digital Trust IT Development
40
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Understand
the business
environment

Define Al vision,
mission, goals,
and objectives
Identify Al
business risk
Identify Al
products and
service business
outcomes

Understand
the digital
environment

Identify Al products
and services

Identify Al
stakeholders
Document Al
relationships by
type
Documented Al
digital relationship
mediums
Document Al
supply chain
Document Al use
cases

Trustworthy Al Model — ISACA

Al Governance

Develop
digital trust
strategy

Align Al with
enterprise digital
trust goals

Identify systems
and subsystems
Define initial Al
strategy

Develop
Al-specific
business cases

+ ldentify owners

+ Implement Al

Plan and
implement
digital trust

Monitor, measure,
and improve

Determine
iterative approach

Define key Al digital trust
measurements

Develop programs Target Al measurement
and project plans goals
Collect, monitor, and

respond to measure-
ments (e.g., model drift)

for each step of
the project plan

Document Al capability
and maturity

Improve continuously

initiatives

Al Risk Register
41
Phases and Tasks for implementing Trustworthy Al

Understand the Business Environment Plan and Implement Digital Trust
1. Formulate the enterprise’s Al vision, mission, goals, and 1. Create an iterative approach.

objectives. 2. Develop Al program/project plan.
2. Understand the business risk related to Al. 3. Assign Al owners to each step of the project plan.
3. Identify the products and services that use Al. 4. Implement Al.
Understand the Digital Environment Monitor, Measure, and Improve
1. Identify Al-enabled products and services currently used in the 1. Identify key Al digital trust measurements.

enterprise. 2. Set target Al measurement goals.
2. |dentify a diverse slate of Al stakeholders. 3. Collect, monitor, and respond to measurements.
3. Define Al digital relationship types (e.g., business to consumer, 4. Assess Al capability and maturity.

business to employee, government to constituent). 5. Improve continuously the Al digital trust environment.
4. Define Al digital relationship mediums.
5. Understand the Al digital supply chain. Governance and Oversight
6. Create Al digital interaction use cases. 1. Identify and adopt Al governance.

2. Create and manage the Al risk register.
Develop the Digital Trust Strategy 3. Integrate Al digital trust in the enterprise governance, risk, and
1. Document strategic Al digital trust goals. compliance (GRC) structure.
2. Map Al systems and subsystems.
3. Develop initial Al strategy.
4. Create an Al business case.
42
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0. Ice Breaking B
X7{H 1 SNS

[edit]

mostly in North America and Western Europe, over each year. In the 2016 edition, the 25 most common passwords made up
than 10% of the surveyed passwords, with the most common password of 2016, "123456", making up 4%.[°!

The Worst Passwords List is an annual list of the 25 most common passwords from each year as produced by internet security firm
SplashData.l"l Since 2011, the firm has published the list based on data examined from millions of passwords leaked in data bre=----

Top 20 most
common passwords
according to

Top 25 most by year to SplashDat: NordPass'’
CBS'-Zi5A 204 7| = | 2016- | Rank | 20110 201271 20131 20149 2015119 2016!°! 201707 20182 2019 Rank 2021
1 | password | password | 123456 123456 123456 123456 123456 123456 123456 1 123456
2 | 123456 | 123456 pa: rd p: p: 123456789 | |2 123456789
3 | 12345678 | 12345678 | 12345678 12345 12345678 | 12345 12345678 | 123456789 | qwerty 3 12345
I ?_IE-I |;J 75“H I]I-I:l- "8 %' 4 | qwerty abc123 qwerty 12345678 | qwerty 12345678 | qwerty 12345678 | password 4 qwerty
5 | abci23 | qwerty abc123 qwerty 12345 football 12345 12345 1234567 5 password
6 | monkey |monkey |123456789 | 123456789 | 123456789 | qwerty 123456789 | 111111 12345678 6 12345678
7 1234567 |letmein 111111 1234 football 1234567890 | letmein 1234567 12345 7 11111
8 | letmein |dragon 1234567 baseball 1234 1234567 1234567 | sunshine | iloveyou 8 123123
9 | trustnol [111111 iloveyou dragon 1234567 princess football aqwerty 111111 9 1234567890
10 | dragon baseball | adobe123[? | football baseball 1234 iloveyou | iloveyou 123123 10 | 1234567
11 | baseball |iloveyou |123123 1234567 | welcome login admin princess abc123 11 querty123
12 111111 trustnol | admin monkey 1234567890 | welcome welcome | admin qwerty123 12| 000000
13 | iloveyou | 1234567 | 1234567890 | letmein abc123 solo monkey welcome | 1g2w3edr 13| 1q2w3e
14 | master sunshine | letmein abc123 111111 abc123 login 666666 admin 14 | aa12345678
15 | sunshine | master photoshopl®l | 111111 1gaz2wsx admin abc123 abc123 qwertyuiop 15 abc123
16 | ashley 123123 1234 mustang | dragon 121212 starwars | football 654321 16 | password1
17 | bailey welcome | monkey access master flower 123123 123123 555555 17 | 1234
18 | passwOrd | shadow shadow shadow monkey password dragon monkey lovely 18 | qwertyuiop
19 | shadow | ashley sunshine master letmein dragon password | 654321 7777777 19 | 123321
20 123123 | football 12345 michael login sunshine master 1@#$% A &* | welcome 20 | password123
21 | 654321 |jesus password1 | superman | princess master hello charlie 888888
22 | superman | michael princess 696969 qwertyuiop | hottie freedom | aa123456 | princess
23 | qazwsx ninja azerty 123123 solo loveme whatever | donald dragon
24 | michael |mustang | trustnol batman password zaqizaql qazwsx password1 | password1
(AFZI=0FE HAB | 25 | Football | password1 | 000000 trustno1 | starwars passwordl | trustnol | qwerty123 |123qwe 3/48
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Infrastructure as-a-Service Platform as-a-Service

KT cloud, Amazon EC2/S3, BlueLock S PaaS-TA, Google App Engine, MS Azure
=

v v
HHH, LE2ITI, HIER2 S 2lmet THalZ JHE T IRIOI Ol 21O IR,
L& D120l D1k EILE 4T £ A=
LECITIO AIFE! S22 T2 2AFE E=E2 HB

£

UERR
JRust

Software as-a-Service

iCloud, Dropbox, Google Docs &

v

LIEQO/OIZ2BIORZ HIZok=
S|Ho=2 HSOITI QL2 HFESIE
OIZ23lI0IE T2 I+ TS

* EaaS(Everything as a service), SECaaS(Security as a Service), DaaS(Desktop as a Service), DB as a Service, Storage as a

Service,
BaaS(Blockchain as a Service)

5/48
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Private
Cloud

Hybrid
Cloud

ZJ

............. Community
Cloud

( Single Cloud ) (

MultiCloud )

multiple Provider Without integration

Privatel} Public Tg

LylL 24 8 &0|

Integration between Multiple providers,
managed as a single cloud
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1-8. CSPE 2| 23 O - AWS

CUSTOMER DA
CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT
RESPONSIBILITY FOR
i e e OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION
CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY (:IIE.FEVSEVRSV:ézE::;/Rg:ESTT\) PROTECTION (ENCRYPTION,
AUTHENTICATION INTEGRITY, IDENTITY)

SOFTWARE

RESPONSIBILITY FOR HARDWARE/AWS GLOBAL INFRASTRUCTUR

SECURITY "OF’ THE CLOUD
REGIONS AVAILABILITY ZONES EDGE LOCATIONS

11/48
1-9. CSPE HM2l 24 Qg - MS
On-
Responsibility SaaS PaaS laa5 prem
Information and data . . . .
Responsibility always ; - l . . . .
retained by the customer Devices (Mobile and PCs) |
Accounts and identities i . . . .
Identity and directory infrastructure . - . .
Responsibility Applications . - . .
Mbrey byitype Network controls . - . .
Operating system ! . . . .
Physical hosts . . . .
Responsibility transfers >
to cloud provider Physical network ‘ . . . .
Physical datacenter | . . . .
. Microsoft - Customer . Shared
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1-10. CSP& 2! 2.8 Qg - Google

On-prem laasS Paas SaasS

Content

Access policy

Usage

Deployment

Web application security
Identity

Operations

Access and authentication
Network security

Guest OS, data, and content
Audit logging

Network

Storage and encryption
Hardened kernel and IPC
Boot

Hardware

- Cloud provider responsibility - Customer responsibility
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PRODUCTS AGENCIES ASSESSORS

X Clear Filters Provider ¢ Service Offering ¢ Service Model & Impact Level Status $ Authorizations $
i CG-TTS - Cloud.Gov Pacs Moderate FedRAMP 2
@ cLoupcov
Authorized
351 results
- Status - LibreView= LibreView for US Saas Moderate FedRAMP 1
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mea’ Home > STAR > Registry
CSA |

STAR HC

Home > STAF

The Ser
docum:
STAR encor

Publishing 1
standards,

Find a provider with the right level of security submit to the Registry =»

and data privacy for your organization.

Q korea | SWIT Korea Inc.

= Filter Your Results Swit is a SaaS-based global collaboration
tool offering various functions such as Chat,
Task, Approvals, and OKRs to businesses

View Only and individual users.
[ CSA Trusted Cloud Listed Since: 2020-01-22
Providers

(] STAR Enabled Solutions

By STAR Level

All (Default)
STAR Level One

Learn more about the different STAR assessments and certifications available below.

Ask a provider to submit to the registry =
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INTERNATIONAL ISO/IEC
STANDARD 27017

Information technology — Security
techniques — Code of practice for
information security controls based on
ISO/IEC 27002 for cloud services

Techniques de
ratique pour les contrdles de sécurité de finformation fondés sur
IISO/IEC 27002 pour les services du nuage

Roference number
ISOIEC 27017:2015(E)

ol

©I1SOMEC 2015

INTERNATIONAL ISO/IEC

27018

Second diton
01931

Information technology — Security techniques
— Code of practice for protection of personally
identifiable information (PII) in public clouds
acting as PII processors

Tocimologles i I'nformation — Techniques e sécurté — Code db bonne:

s P'informatique an g pubic agiscrs conme processeur i PII

Reference mumber
ISO/EC 27018:2019E

©ISOTEC 2010

International

Standard
ISO/IEC 5140
Information technology — Cloud First edition
computing — Concepts for multi- 024-01
cloud and the use of multiple cloud
services
Technologies de linformation — Informatique en nuage —
nuages multples
Reference number

ISO/IEC 5140:2024(en) gt oy S s i

/©ISO/IEC 2024
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Informa

* Bundesan]
A | frSicherl

AICld
Criter]

Artificial

Laurie E. Locascio)

Secl\

OWA:
LLM.

LUBMIRGRIRTHD. EFIC(
Please refer to the origina|

Ministry

=

Minis|

MITIGATING ARTIFICIAL INTELLIGENCE (Al) RISK:

Safety and Security Guidelines
for Critical Infrastructure Owners
and Operators

Publication: April 2024
Department of Homeland Security
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4-3 NIST Al 100-1 (Al RMF 1,0)

Key
Dimensions

Lifecycle
Stage

TEVV

Activities

Representative Actors

Plan and
Design

TEVV includes
audit & impact
assessment

Articulate and
document the
system’s concept and
objectives, underlying
assumptions, and
context in light of
legal and regulatory
requirements and
ethical considerations.

System operators;
end users; domain
experts; Al designers;
impact assessors;
TEVV experts; product
managers; compliance
experts; auditors;
governance experts;
organizational
management; C-suite
executives; impacted
individuals/
communities;
evaluators.

Data &
Input

Collect and
Process Data

TEVV includes
internal & external
validation

Gather, validate,

and clean data and
document the
metadata and
characteristics of the
dataset, in light of
objectives, legal and

ethical considerations.

Data scientists; data
engineers; data
providers; domain
experts; socio-cultural
analysts; human
factors experts; TEVV
experts.

Al Model

Al Model

Build and
Use Model

Verify and
Validate

TEVV includes
model testing

TEVV includes
model testing

Create or select
algorithms; train
models.

Verify & validate,
calibrate, and
interpret model
output.

Modelers; model engineers; data scientists;
developers; domain experts; with consultation of
socio-cultural analysts familiar with the
application context and TEVV experts.

TEVV includes
integration,
compliance testing
& validation

Pilot, check

compatibility with

legacy systems,

verify regulatory

compliance, manage
izational change,

Operate and
Monitor

TEVV includes audit
&

impact

People &

Planet

Use or
Impacted by

TEVV includes audit
&

impact

Operate the Al system
and continuously assess
its recommendations
and impacts (both
intended and

i ) in light of

and evaluate user
experience.

System integrators;
developers; systems
engineers; software
engineers; domain
experts; procurement
experts; third-party
suppliers; C-suite
executives; with
consultation of human
factors experts,
socio-cultural analysts,
governance experts,
TEVV experts,

objectives, legal and
regulatory
requirements, and
ethical considerations.

System operators,

end users, and
practitioners; domain
experts; Al designers;
impact assessors; TEVV
experts; system
funders; product
managers; compliance
experts; auditors;
governance experts;
organizational
management; impact-
ed individuals/commu-
nities; evaluators.

Use system/
technology; monitor &
assess impacts; seek
mitigation of impacts,
advocate for rights.

End users, operators,
and practitioners;
impacted individu-
als/communities;
general public; policy
makers; standards
organizations; trade
associations; advocacy
groups; environmental
groups; civil society
organizations;
researchers.
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4-4 MITRE ATT&CK Framework J|BtO| Al L|-L &l &

MITRE ATI_AS Matrix Tactics Techniques Mitigations Case Studies v Resour

ATLAS Matrix

The ATLAS Matrix below shows the progression of tactics used in attacks as columns from left to right, with ML techniques belonging to each tactic below. & indicates an adaption from ATT&CK.
Click on the blue links to learn more about each item, or search and view ATLAS tactics and techniques using the links at the top navigation bar. View the ATLAS matrix highlighted alongside
ATT&CK Enterprise techniques on the ATLAS Navigator.

Reconnaissance* _ Resource Initial ML Model Execution® Persistence® _Privilege  Defense Credential piscovery* Collection® MLAttack Exfiltration® Impact®
Development® ~ Access®  Access Escalation® Evasion®  Access® Staging

5 techniques 9techniques  Gtechniques 4techniques 3techniques  4techniques  3techniques 3 Ttechnique  6techniques  3techniques 4 techniques 4 techniques 7 techniques
techniques
Search for Acquire ML Supply AlModel  |User Poison Training | LLM Prompt il Evade Unsecured  DiscoverML ML Artifact  [Create Exfilration [l Evade ML
Victim's Publicly [l |Public ML Chain inference  |gxecution® M Data Injection ML Credentials & Model Collection |Proxy ML [ |via ML Model
Available Artifacts Compromise i API Model Ontology Model Inference
Research Access Command  |BackdoorML LLM Plugin Data from API Denial of
Materials Obtain Valid o Model Compromise ~ |LLM Discover ML Information |Backdoor ML
capabilities &l Accounts®  ML-Enabled  Serintin Prompt del Repositories & ML Exfilration ~ Service
search for P Product or mfpmfe’g LLM Prompt L Injection Family P Model via Cyber
Publicly Available  [peyelop Evade ML Service Injection Jailbreak Data from Means Spamming
Adversarial capabilties & [ Model LM Plugin LM Discover ML [ ocal Verify ML
Vulnerability P Physical g LLM Prompt Jailbreak Artifacts & Attack LiMMeta  System
Analysis Exploit Environment  COMPIOMISe  geif Replication System Prompt with Chaff
Initructure @ Publc Ac LLM Meta X Extraction  Data
Search Victim- Facing Prompt Adversarial
Owned & FulML Extraction Data LMData  Erode ML
Websites Publish Application® - pode| Leakage Model
Poisoned Access Discover LLM Integrity
Search Datasels LLM Prompt Hallucinations
Application Injection Cost
Repositories Poison Discover Al Harvesting
Training Phishing & Model
Active Data Outputs External
&
Scanning Establish Harms I
Accounts & Erode
Dataset
3
Models
Publish
Hallucinated
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MITRE | ATT&CK' Matrices - Tactics ~  Techniques ~  Defenses ~  CTI ~  Resources ~  Benefactors  Blog & | Search Q

ATT&CK Matrix for Enterprise

layout: side > show subtechniques  hide sub-techniques

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Commandand  Exfitration Impact
Development Escalation ‘Access Movement Control
10 techniques 8 techniques 10 techniques 14 techniques 20 techniques 14 techniques 44 techniques 17 techniques 32 techniques 9techniques 17 techniques 18 techniques 9 techniques 14 techniques
[Active Scanning o) Acquire Access Content Injection | Cloud Administration | Account rouse Eievation ] [buse levaton Contror [ [aaversarynine. J [Account Discovery ¢ Explotaton ot Adversaryinthe- ] |Application Layer | [Automated ‘Account Access
Command Manipulation Control Mechanism (¢ Middle (o Remote Senvices | |Middle ¢y Protocol (5 Exfitration Removal
Gather Victim Ho Acquire Drivedy Mechanism Application Window
Information (g Infrastructure Compromise BITS Jobs Access Token Brute Force () Discovery Intemal [Archive Collected | Communication Deta Transter |Data Destruction ;[
Access Token 9 Spearphishing Data (5 Through Size Limits
Gather Victim ldentity Compromise Explot Public- Interpreter Boot or Logon Manipulation (5 Credentials from | Browser Information Removable Media cryptedfor
Information Accounts ¢, Facing Application Autostart BITS Jobs B Discovery Lateral Tool Audio Capture Extiation Over
Container Execution ) Transter Content Injection ftemative
Gather Victim Network | |Compromise Exteral Remote | Administration Manipulation i Build Image on Host Cloud Infrastructure Automated Protocol 1 Data Manipulatio
informaion (5 Iinfrastrucure ) nices Boot or Logon Explotationfor _ Discovery Remote Senvice ] Colection Data Encoding ()
Initalization Boot or Logon Debugger Evasion Credential Access Session Defacement
Gather Viotim O Develop Hardware Deploy Container ripts Autostart Cloud Service Dashooard | |Hijacking Browser Session | Data 2 Channel
Information (g Capabilies (5 Additions Execution Deobfuscate/Decode Forced ——= W Hijecking Obfuscation ¢ o [DiskWipe
Exploftation for Clent Browser Files or Information Authentication Cloud Service Discovery | |Remote v
Phishing for Establish Prishing ;) ] Executon Extensions Boot or Logon Services g Clipboard Data Dynamic Gtner Network ] [Endpoint Denialof
Information (g Initialzation Deploy Container Forge Web Cloud Storage Object /=0 Resolution 5 Medium ) Service (9
Replication Inter-Process Compromise Host | [Seripts 5 Credentials Discovery Replication Datafrom Cloud =0
Search Closed Obtain Through 0 Direct Volume Access Through Storage Encrypted Extiration Over [l Financial Theft
Sources Capabilies () Removable Media | | Create or Modify input Capture 5, ] Container and Resource Channel ¢, Physical
Native APY Create Account g ] |System Frocess o [ [Domain or Tenant Policy Discovery Data from Medium ) Firmware Corruption
Search Open Technical W [Stage Supply Chain Modification d [Vodiry Software Configuration Falloack Channels | ———__}
Databases 5 Capabilies Compromise ¢ Create or Modify [ |Domin or Tenant Authentication Debugger Evasion Deployment Tools  [Repository () Extitration Over i Inhioit System
System Process s [l [Policy Execution Guardralls ) [ [Process Hide Infrastructure |Web Service g
Search Open Trusted Modifcation Device Drivr Discov Taint Shared Data from
Websites/Domains Relationship Event Triggered [ ——— =M ‘Expioitation or Defense  Mult-Fact Content Information Ingress Tool Scheduled Network Denial of
Execution (7, Escape o Host Evasion Authentication Domain Trust Discovery Repositories s anster ransfer Service )
Search Victim-Owned Vaid Accourts o [l Interception Use Altemale 0
Websies Extemal Remote | [Event Triggered File and Directory File and Directory Authentication DatafromLocal  Muti-Stage TransferDatato | [Resource
Software Deployment | Services Execution Permissions MuliFact Discovery Materal System Chamnels Cloud Account | |Hijacking ¢
Tools Modification Authentication
Explotation for uest Group Policy Discovery a from Non-Application Service Stop
Seensmioen I iy Fice Afacs v Coneston Nneihacs Lo Bl
Escalation Log Enumeration Drive System
[UserBxecuiong ] mplant ntermal Hijack Execution Flow i) [} Network Sniffing Non-Standard Port Shutdown/Reboot
image Hiack Execution Network Service Data from
Windows  13) Impair Defenses 05 Credential Discovery Removable Media | Protocol Tumneling
Management Vodih Dumping )
Instrumentation |Authentication Process Network Share Data Staged ¢ [Prowy
rocess () Injection 13 Steal Application
frcooremoasy [ ST Networeitng et RemoreAcees
Office Application W [Scheduled Collecton Software
Startup Tasi/Job 5 Indirect Command Steal or Forge Password Policy
Execution tion Discovery input Capture o, ] [Traffc Signaling
Power Settings Valld Accounts Centifates
w0 Peripheral Device Screen Capture
Pre05 Boot 5 Steal or Forge Discovery
Modify Authentication Kerberos Video Capture
Scheduled Process s Tickets Permission Grops |
Taski ob (5 Discovery (5
Modify Cloud Compute | Steal Web
Server Software Infrastructure s Session Cookle  Process Discovery
Modify Cloud Resource Query Registry
Traffc Signaling jerarchy
Remote System Discovery
Valid Accounts Modify Regisiry
st
Modty System Image
System Information
Network Boundary Discovery
Bridging ()
System Location
Obfuscated Files or Discovery ()
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% ISACA.

Korea Chapter

ISACA 271 9 CISA 28%E |0 E

¥sd | BH3F
ISACA Korea - Ci2|&=d &
A4SDS

ISACA International 271
(Information System Audit & Control Association)

ONCONCONCOND
ololale
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QOOQOOQCOOO
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ISACA International 27§
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- 1969 SO 2 EDP A elet= HY S 2 MM, 1976 WS THEDPAA: ISACA
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Auditor: CISA)2t 48,0004 ':”_l 2ol H Hotak2| X (Certified Information Security Manager:
CISM) 2! 8,000 {F2| M= HHEHA FOF AA ZQ I ZAITHH EH LM Z7HCertified in
Governance of Enterprise IT:CGEIT), 30,000 {F2| ZYH Y BA| ARIEX M Z7(Certified in
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(ISACA : Information Systems Audit and Control Association)
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In Pursuit of Digital Trust
& i 0

* Privacy Security Risk

=] @ @

Quality Governance Assurance

§2¢ ISACA.

ISACA by the Numbers

Global Non-Profit Professional Association for Individuals and Enterprises

©180k+ @228 @ 2.8k+

Members Chapters Global chapter
leader volunteers

© 300«+ @ 10k+

Certifications issued Enterprises served
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Membership Benefits

Free frameworks, resources, and guides
Member-only online events featuring leadership
development, tech-focused talks and free CPE—
72+ hours each year

Bi-Monthly ISACA Journal

Free shipping on all ISACA print publications
Discounts on conferences, training

weeks, publications, certification exams,

exam preparation materials, and more

Member-Exclusive Speaker Series

8¢ ISACA

COBIT

BIT The power of COBIT is in its breadth of tools, resources and guidance for the governance and
Co 8 management of enterprise |T. Use the online version to search uses by topic area and optimize your

business.
) A
PR Risk IT Framework
S T o & - . . . .
%ﬁr_&“ e Get an end-to-end, comprehensive view of risks related to the use of IT and a similarly thorough
Ve o treatment of risk management, from the tone and culture at the top, to operational issues.

LEARN MORE >

IT Audit Framework (ITAF™): A Professional Practices Framework for IT Audit, 4th
Edition

Get the guidance and technigues that will lend consistency and effectiveness to your audits. The new 4th
edition of ITAF outlines standards and best practices aligned with the sequence of the audit process (risk
assessment, planning and field work) to guide you in assessing the operational effectiveness of an
enterprise and in ensuring compliance.

LEARN MORE >
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3¢ ISACA.

Artificial
Intelligence
Governance Briefy!

AI Specialize
and Master

e Aud™
gicial ' 1e\\\9
\1 \
To:D““t OCO%
.ACQ'AHCHA

85 ISACA.

ISACA Mentorship Program

“The resources,
connections, and dedicated
guidance from my mentor
have been invaluable...

| hope to one day be able to

" Connect with
return the favor.

other digital trust

professionals for
career

development and
support

LEHLOHONOLO MAKOTI, ISACA MENTEE

132



A Connected Community

Engage online community

Chapter events and leadership opportunities
Volunteer opportunities

ISACA Awards and Hall of Fame

Social media conversations

Mentorship Program

£3% ISACA.

CCONFERENCE
Europe

ISACA Volunteer

835 ISACA. | ENGAGE  #ome  comeet ~

Communities v

DJ
2%
o

2024 Emerging_Trends Working_Group

L)

2024 @ISACA Tips Columnist

2024 ISACA Awards Working_Group

2024 Emerging_Technology Advisory Group

2024 Governance of Enterprise Information &
Technology Advisory Group

E : ii? {%% m an‘)H;

Events v Volunteer v (Q

)

26 Nov, 2023 (signup deadline)

02 Jan, 2024 Working Group (Ongoing annual/seminannual
opportunities) 20 CE credits

Online Opportunity

10 Dec, 2023 (signup deadline)
02 Jan, 2024 Task Force (Short term appointment, individual or group)
Online Opportunity

03 Dec, 2023 (signhup deadline)

03 Jan, 2024 Working Group (Ongoing annual/seminannual
opportunities) 20 CE credits

Online Opportunity

26 Nov, 2023 (signup deadline)
15 Jan, 2024 Working Group (Ongoing annual/seminannual
opportunities) 20 CE credits

26 Nov, 2023 (signup deadline)
15 Jan, 2024 Working Group (Ongoing annual/seminannual
opportunities) 20 CE credits
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(Ahet=dEA|ARIZIALSHIE 2] 27
- ISACA Korea

ONCONCOND
QOOCQOOQO

CO
ola

D
O

B HA| AR ZA S AR E] A7)

- 19864 12 ISACA International®| 107H M X|HX|H= A

- 20024 3% YHEAI L ASHH YR AIHEQI0R 52

bz

- =4 & CISA 3,000 6, CISM 60 0{F, CGEIT, CRISC AtZ FA|A=0| ZHA|ZH&2]
IT ZARSA|, 2 LT AH A 2EH ZOR0f| SAtstL AlS

- IT ZARSA, 2o T IT A EHA FOrof| M B 2o 2|19 WE7F HA =2 gof &

134



[ -

ARG EA LR HASAE R 270

- Vision
o IT ZHAR-SA|, EQF 2 IT AHHH A FOF2| Know-how2t Know-where& A& 4 &= 7| &
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ISACA Knowledge Concert 27}

200843 6% HE| ISACA/ITGL 7| 240 Chat 2|4} HItE Yt SZ YA o=

“ISACA Z|M IL'-%I Ejol-" 7H-;:{—|

- 20104 22 HE| ISACA ZHAH 53|, Eot &
“ISACA Knowledge Concert”"2 0| & %ﬁﬁroﬂl

- 2008 6 EE 20243 10872 & 1173] 74z

- O BY 5 5tF, EZAITHOIS o) 7)) 0] CHFS ISACA A4 2 2[4
HEE 295k 22] M ISACA Korea AL & 712 QEIS0H 245 T 9
o

2024 ISACA Knowledge Concert

2| Xt LAl R 2

38 272()
111 [19:20~21:00
MEADY X328 YAEE
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HEAAR ZFALS | News Letter

HEHAAHZIAIEH|
Newsletter

HEAAZALSH
Newsletter

35 ISACA
Korea Chapter

ISACA Korea E Vol 02
YRALHLASAH
— ISACA Korea Conference 7H2| i3

2100748 23

ISACA Know el

ISACA 212171) % X RX|

ISACA %12/ KA 2 224
N w I r ISACA Xt 315 47| AR 883 2024 1SAC HE) by
elsi@ A7H (F)mofofofA E -2

> ISACA B1EIEH 474

> 2023 ISACA Korea & Barun ICT Research Conference
> ISACA X2Z 9X| % slgiztel

2 ISACA Global News

2 Industry News 2023

7 ISACA Korea 44|

ISACA Certifications

ONCONCONCON
QOOQOOQOO0QO
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ISACA Certifications

Regularly recognized as some of the highest-paying
IT certifications by Global Knowledge

Certified in the
Certified Information Certified Information Governance of Certified Data Privac,
C I SA Systems Auditor. C I SM Systems Manager. CG E IT Enterprise IT. CDPSE Solutions Engineer. %
( : AnISACK Certifcaton ( : AnISACA Certfication ( : ANISACK Certfcation ( : ANISACK Certcation

Ceat:ﬁ‘ed in Risk !Ipfol:'maltion Eertifigd in

and Information fechnolo merging
CRISC Systems Control SITCA. Certified %yssociate sCET Technology

An ISACA' Certification An ISACA" Certification An ISACA' Certification

WORLDWIDE AVERAGE
SALARIES IN 2022 (US)

142K+

CISA

162K+

CISM

141K+

CGEIT

82¢ ISACA.

CISA: Certified Information Systems Auditor

CISA. sytems audior

An ISACA® Certification

CISA professionals offer the credibility to leverage
standards, manage vulnerabilities, ensure
compliance, offer solutions, institute controls and
deliver value to organizations.

CISA s the globally
recognized gold standard
for IS audit, control, and
assurance; in-demand
and valued by leading
global brands.

CISA consistently appears
on most valuable and
highest-paid IT
certifications lists.
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Certified Information Systems Auditor (CISA) Jobs by Salary

Q Search by job title

Job Title Range Average
Senior Information Technology (IT) Auditor 8§79k - §121k $94,058
Information Technology (IT) Auditor 360k - $123k 384,705
Chief Information Security Officer $133k - $244k $187,494
Information Security Manager $100k - 81671k $127,275
Information Technology (IT) Manager $81k - $155k $120,426
Internal Audit Director 3107k - $192k $148,689
Information Technology (IT) Director $87k - 5199k $151,840

CISM: Certified Information Systems Manager

3-5 years of experience in
the managing, designing,

C I S M CEI‘tif!Ed Information overseeing and assessing
. Security Manager. of enterprise information

An ISACA® Certification security.

2021 Finalist for and 2020
As the growing number of high-profile breaches Winner of “Best

demonstrates, information security failures can result Professional Certification
in significant damage to an enterprise’s bottom line PIGR™ &t thally
. . . Awards North America.
as well as its reputation. Demand for skilled
information security management professionals
continues to rise.
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Certified Information Security Manager (CISM) Jobs by
Salary

Q, Search by job title

Job Title Range Average

Chief Information Security Officer $119k - $239k $182,582
Information Security Manager $94k - $157k $129,588
Information Security Officer §74k - $164k $118,297
Information Technology (IT) Director 599k - $185k $145,112
Chief Information Officer (CIO) $118k - 5256k $185,651
Security Architect, IT $107k - $190k $148,418
Information Security Analyst $§75k - $148k $99,609

ISACA X A7H

= ck:l 2+3H 9 Alg ol ARz
IT/IS ZHARAL, & | 2|4 51 0] 4f9| FA - ZE AL A E(21%) | S=O1(HA) 4A|7H(240:2),
A BES GRS | ISAT HAL S, 2 | 9 2-1T AL & 22{(17%) S=0(THH) AN Y
OFHIILE QI3 | & EE HOMFE, | Y 3-HH AAH HE ey Fot, =0 1507H
CISA. AAZTUH. 2|y 3 F7A| B H T (12%) =01, 5| 22/0f
A 7ts TH4-FEALH Y Y HZHA | O|FHE 09, Y=0f
) _ 22444(23%) =0, ZEEZ0|
Cretems udior " Aol 5- ZH AARO| H5(27%) AH|QI0], E7|0f
AnISACA Cerification
7|Yof PE Hot | 2 A5 O] FE | FF 1-FE Hob ABEHA(17%) STOI(THA) GOt | 4A17H240=),
S WSt M| | 2o mal A, A0 | ¥ 2- HE 2O Y7 H2|(20%) Y2o] AmQlo] | A REF
CISM SIH =2 | 237A] Y TAH 7F | FF 3-YE EoF TR 3(33%) 1507H
i ItEHe MEIE | 5 F 4- At 22(30%)
Aot 24 SYUY
Certified Information C}
Security Manager. .
An ISACA Certification
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CISA Manual 28th

ONCON

CONCOD
QOOCQOOQOOQO

CO
ola

CISA 28th update

Previous CISA Job Practice New CISA Job Practice

Domain 1: Information System Auditing Process (21%) Domain 1: Information System Auditing Process (18%)
Domain 2: Governance and Management of IT (17%) Domain 2: Governance and Management of IT (18%)
Domain 3: Information Systems Acquisition, Development | Domain 3: Information Systems Acquisition, Development
and Implementation (12%) and Implementation (12%)
Domain 4: Information Systems Operations and Business | Domain 4: Information Systems Operations and Business
Resilience (23%) Resilience (26%)
Domain 5: Protection of Information Assets (27%) Domain 5: Protection of Information Assets (26%)

ofet 12

https://finance.yahoo.com/news/isacas-cisa-exam-updated-reflect-
164100065.html?guccounter=1&guce_referrer=aHROcHM6Ly93d3cucGVycGxleGl0eS5haS8&guce_referrer_sig=AQAAAKZI9FiX0COgb1PqgLoeX3Bnk4Jn7USkW_3Xs5uXfV9k5kaxU8HjlyVziFZAYpQjEaao
KCHRAD4HU-tZe3L CxOfLEjt4lyK3u90SccQabhDEKIWQD_-XYg8ffm6kiISOA950dLNKx4Loej-DOBFTLN_48BiuSmEtTOT-HfGrZvTZBc
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CISA 27thvs 28th

2019(27th) 2024(28th) ¢
Domain
HE ZH=+ HE | EHdx | HE X+
1. Information System Auditing Process 21% 31 18% 27 -3% -4
2. Governance and Management of IT 17% 25 18% 27 1% 2
3. Information System Acquisition, Development, and Implementation 12% 18 12% 18 0% 0
4. Information Systems Operations and Business Resilience 23% 36 26% 39 3% 3
5. Protection of Information of Assets 27% 40 26% 39 -1% -1
CISA 26thvs 28th
2016(26th) 2024(28th) S
Domain - - -
HE |EX=+ HE | ZH+ | HE EXH=+
1. Information System Auditing Process 21% 31 18% 27 -3% -4
2. Governance and Management of IT 16% 24 18% 27 2% 3
3. Information System Acquisition, Development, and Implementation 18% 26 12% 18 -6% -8
4. Information Systems Operations, Maintenance and Service Management 20% 31 26% 39 6% 8
5. Protection of Information of Assets 25% 38 26% 39 1% 1
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- ITAF(Information Technology Assurance Framework) L€ 2G| 0| E

-H[ELA Z2AM A HM

FXF

CEX SH MM B

o Tl =

tot

1.1.4 ITFA(an overall)

1.2 Business Processes

1.3 Types of Controls

1.4 Risk-based Audit Planning

Updated to reflect 4t edition of ITAF

Removed and integrated into other areas of the manual. Including:
- 1.1.5 IS internal Audit Function

- Figure 1.6 Business Application Controls

- 1.3 Risk-based Audit Planning

Now section 1.4 with a focus on identifying and understanding controls
At high level to reduce repetitions with Domain 5

Section 1.4 additions and changes :

- 1.4.1 Internal Controls

- Business Process Applications and Controls

- 1.4.4 Control Relationship to Risk

- 1.4.5 Prescriptive Controls and Frameworks

Now section 1.3 Revised and former Business Process information
moved here as applicable
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1.5 Types of Audits and
Assessments

Now section 1.2 Types of Audits, Assessments, and Reviews
- Expanded to include :

- 1.2.1 Control Self-assessment
- 1.2.2 Integrated Audit

1.6 Audit Project management

Now 1.5 Audit Project Management ; focuses on management of the

Audit Project and includes Agile Audit

1.8 Data Analytics

1.11 Quality Assurance and
Improvement of the Audit Process

Now 1.7 Audit Data Analytics ; includes expanded section on Al/ML and
the impact on audit

Now 1.10 Quality Assurance and Improvement of the Audit Process;
overhauled and updated

1.2.1 A7} S| WIHCSA)

27t EA BrHCsAyE TEl 241(5)2] A 2 93
o] dAjshs FAlol Bigh B7HI U o= oaiAlAL,
A g1 7e FARLE A 2 H 2] Ui FA Al Aol
HET = o gS B T /Y Yo =8 A9
50| HjZu 2o gt 9138 QI At FAlof dfd
ZIHeln M3l AR E 5P S Pyt ol= F
2 HZYAERS HESHL B2 A SR G4 B
el 272 it AF 0| ZA s T HHF
A mRAAE Fof o] =Y A ARHE Aecte S uiR
FA1E dAlske v AHgEE PR YU

1S ZrAkALE Aegate] Ehg oot vz A B8
M~ {27 HAE SAE Helety Hrlele g 7
WH|RYA T2 A A i3t S ZNte g FA <]
o & oSt e g FaULh ZRAA AfAle =
EHAE Aot UL B ZYA 7] 5ol i A] 4]
3 o|3| & FEote] 222 9P M EE neletdA
e A 53 digt FAe] At gty o8
HA 2 GAHE T2 A A ZFo]| tis)] F 43 97| W&
o] HAgh 7hel & el 4= 9l o)Al fa)of 9l
Si=3

1.2.2 S8 ZAL

ITo] thgh B ZUA T2 A A0 o224 wjRof ZE 7}
AR 1T A4 2o gigh o] 3|5 ojof gyt &=
g IS AR |2 Y A FA 2ot olalE =
o gt o]t f8 o] B TAl: Al TH S
T2, TRAA == Ao OiF F2 R SAS
Hrtet7] g8 HAES AL A8 FEee Z2AA
2 Aol S gyt AF Brhe IR R 5AE
zgete] Helnt 2 #7j o 2R e HAiste P S o
sist Adste 7S S5 2 Tyt o] DAl 1S 7
Atze] ofghe dntE o g AFu el 1T 1=}, 1T A]
v (A 2) 9T 29 22 A oA 9
P& olslist AEstes AYUTh 2 ALY 2
HEZ7He 23 87, 8242 g 9 82U~ FAE
ojafiste 1 =H T AYYch. T F2e HY a4
= 9 7Hs A& ejste] A2 e ol oiEk A
7 7] =yt
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2.1 IT Governance and Strategy
2.4 Organizational Structure

Removed section 2.7 Maturity
Models

5.2 Privacy Principles

4.6 Data Governance
5.6 Data Classification

211 IT performance Monitoring and
Reporting

2.12 Quality Assurance and Quality
Management of IT

Now section 2.2 Organizational Structure, IT Governance, and IT
Strategy
- Added section on Tree Lines Model

Integrated in text as applicable

Now section 2.6 Data Privacy Program and Principles; significantly
updated due to rapid changes in the privacy space

Now section 2.7 Data Governance and Classification;
Significantly updated due to rapid changes in the privacy space

Now section 2.10, 2.11 Performance Monitoring and Reporting :
- Added subsections on KPIs, KRIs, and KCls

Now section 2.11 Quality Assurance and Quality Management of IT :
- Added section 2.11.3 Operational Excellence
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e DevOps U DevSecOps

DevOps& &2 42 A A7) sl 4 3 &9
L2 AE B&ehe AS guigdch o] 23k 532
FEZOHE AET 4+ UAN AR AFE 2
S A& UTE Devops AE| A2 7]]d9] &7, 21¥
of] gt WA = 3! oot 22 aQlap /il 2 A E o
2] o] wha} o] 2ol of F T DevOps= B3-S ¥
S FF 719 5A @54 +=8E 59 Aol o
S n|2)7] w2oll 1S FAR= =3 SoD7L A=A
Eelsfior gt

DevSecOps ZE2AM|AS =2 F o] A A Q] a0z
Tt A EQjo] o] JH =g FFAIZI=
ARSE 4 Q5 U o|FA &1 AAE Botn 22
NEE S8 e T Z2AA Fofl FHoP o] e
ARl 7 g Y 4 AF U AAE a2
5.12.10 DevSecOps A4S 2541 A 2.

EHols: HE AAY Y W H|XL

NCEL

Fo HEAMNS
SITTERA ME HHOIE
-HEZ oI MH ols A =y

X =0
SR HFE U IuE MM 2}
- GO E{t| O] A ZHE| A|AE! MM BhEE
ki
4.1 Common Technology Now section 4.1 IT Components ;
Components

- Moved networking subsection from Domain 5

- Removed outdated or now-common information
-4.1.4 RFID now 4.1.5 Wireless Communication
Technologies to be more inclusive

4.5 End-User Computing Now section 4.5 End-User Computing and Shadow IT,
4.9 Operational log management
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BHtd T4 9 ARE Qe Yl ) HA-S FESHI A
9.

4.5.2 Shadow IT

Shadow IT= IT Bt Alo]H] Hot Bxje] HA5 HE
91 201 9lo] 7| VIEY A == 7)Y @l =} ujof 4]
A AE) MU A, SFEYO] T AT ESo|E AFESH=
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LHA3E FA S ARY Y5 2AFE ANIEE &
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5.2 Privacy Principles

5.4 |dentity and Access
Management

5.12 Security Awareness Training
Program

5.5 Network and Endpoint Security

Overall redundancy eliminated
Technical control information greatly revised and updated throughout

section 5.2 Physical and Environmental Controls, ICS Information
moved to section 5.2.3

Now section 5.3 Identity and Access Management.
Added subsection :

- 5.3.3 Zero-Trust Architecture

- 5.3.4 Privileged Access Management

- 5.3.6 Identity Governance Administration

- 5.3.7 Identity as a Service

- 5.2.11 Digital Rights Management

Now section 5.10 Security Awareness Training and Programs ;
Expanded and updated

Now section 5.4 Network and Endpoint Security.
Added subsection :

- 5.4.7 Network Attached Storage

- 5.4.13 Unified Threat Management

il R —

5.7 Data Encryption and Encryption- New section 5.5 Data Loss Prevention

related Technologies

5.12 Security Awareness Training
Programs

5.13 Information System Attack
Methods and Techniques

5.16 Incident Response
Management

Now section 5.6 Data Encryption
Added subsection :

- 5.6.6 Quantum Cryptography

- 5.6.7 Homomorphic Encryption
- 5.6.11 Kerberos

Now section 5.10 Security Awareness Training and Programs :
Expanded and update

Now section 5.11 Information System Attach Methods and Techniques.
Added subsection :
- 5.11.5 Ransomware

Now section 5.14 Security Incident Response Management ;
Expanded and updated.

Added subsection :

- 5.14.1 Incident Response Process

- 5.14.3 Incident Response Plan

-5.14.4 SOAR
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5.3.3 HE EB|AE 07|

5.3.7 Identity as a Service(IDaaS)
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How do | maintain my CISA?

Continuing Professional Education (CPE) is crucial to remain current in your skills, expertise and ahead in
your career. Maintaining your CISA® requires eaming a minimum of 20 CPEs annually and a total of 120

CPEs over a 3-year period.

20 CPE

REQUIRED ANNUALLY

120 CPE

REQUIRED OVER A 3-YEAR PERIOD

c Conferences > >

‘]:ll’ Earn up to 32 CPE

o Training courses & skills
_—l based labs > >

Earn up to 32 CPE per
course

Earn up to 36 free CPE per
year

il Volunteer > >
‘J Earn up to 20 free CPE per
year

Webinars & online training > >

On-demand learning > >
Earn up to 28 CPE per
course

5

Volunteer for ISACA
Foundation > >
Review scholarship
applications

(=]

https://www.isaca.org/credentialing/cisa/maintain-cisa-certification
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°S ISACA.

Korea Chapter
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ISO/IEC 42001:2023
Al Management System Standard
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-
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D et ;
i i ez k. T © Framework
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R e S ; 7 1. PDCA (Plan-Do-Check-Act) 7|%t2| Al Framework
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IAmwxE ion guidance for Al control. u:
Annex C (informative) Potential Al-related izati objectives and risk 46

Annex D (i ive) Use of the AT tem d et 10

® Annex B
1. 3870 SHIE=(Control) Of CHSH ELC} AFA|SH
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2. 1SO 27002, 1SO 27701 It SAFSH
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=3

3.24

Al system impact assessment
formal, documented process by
which the impacts on individuals,
groups of individuals, or both, and
societies are identified, evaluated
and addressed by an organization
developing, providing or using
products or services utilizing
artificial intelligence

3.24

Al A28 B2 Bt

PI5X|s= &83t= MEFOo|Lt
MHIAE JHE, M & £ AH8SHE
ZHO| 7L, 74O M = At
Do Are|0f O|X = Fets A,
Gt Sl o Zot= 40|

=AMBE T2 MHA

13
iz gl el °_| i
=2 2|3 - High Level Structure
Artificial intelligence Management System — PDCA Framework (Mandatory requirements)
4. Context of the organization 7. Support
4.1 Understanding the organization and its context Qe sources
4.2 Understanding the needs and expectations of interested parties 7 Competence
4.3 Determining the scope of the Al Management System 3 Awareness
7.4 Communication
4.4 Al management system
5. Leadershi 7.5 Doajmented and information
. . - Op
5.1 Leadership and commitment 8. Operation
5.2 Policy 8.1 Operational planning and control
5.3 Roles, responsibilities and authorities 8.2 e e ment
. 8.3 Al risk treatment
6. Planning
. . . . 8.4 Al system impact assessment
6.1 Actions to address risks and opportunities (Al risk management) i
9. Performance evaluation
6.1.1 General
6.1.2 Al risk assessment 9.1 Monitoring, measurement, analysis and evaluation
6.1.3 Al risk treatment 9.2 Internal audit
6.1.4 Al system impact assessment bR Sacement review
6.2 Al objectives and planning to achieve them 10. Improvement
6.3 Planning of changes 10.1 Continual improvement
10.2 Nonconformity and corrective action
14
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PDCA cycle

Do ¥
A= S Mt Z2HAE
A, HE2 HSAHL
MH|AE NSEL . A3sh=
YoM HIOIHE =Rt

4.
CONTEXT OF

ORGANIZATION

4.1

Understanding
the Organization
and its Context

4.2
Understanding
the Needs and
Expectations
Interested Parties

4.3
Determining the
Scope of the Al
Management
System

4.4
Al Management
System

5.
LEADERSHIP

5.1
Leadership and
commitment

5.2
Al Policy

5.3
Roles,
responsibilities
and authorities

ISO 42001 7| & I+ =

6.
PLANNING

6.1
Actions to
address risks &
opportunities

6.2 Al Objectives
and planning to
achieve them

6.3 Planning of
changes

7.
SUPPORT
A
Resources

7.2
Competence

7.3
Awareness

7.4
Communication

7.5
Documented
Information

Do

8.
OPERATION

8.1
Operational planning
and control

8.2
Al risk Assessment

8.3
Al risk treatment

8.4
Al system impact
assessment

9

PERFORMANCE
EVALUATION

IMPROVEMENT

9.1 Monitoring,

10.1 Continual
e merovement
Evaluation
10.2
a2 Nonconformity
. ’ and corrective
Internal Audit action
9.3
Management
Review
16
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Annex A - (normative/optional) Controls for Risk Treatment

Annex A - 9 objectives , 38 controls

A.1 General _

A.2 Policies related to Al Al £ x4 3
A.3 Internal organization L& =% —
A.4 Resources for Al systems Al A|AHIS 2|3t X}l 5
A.5 Assessing impacts of Al systems Al A|AHIO| AgF HI} —
A.6 Al system life cycle Al A|[AR MEH F7| 9
A7 Data for Al systems_ AL M2@eldole | 5
A.8 Information for interested parties of Al systems Al A|ABRIQ| O|S #AXIES 9Iet HE 4
ASUseof Alsystems AlM2gOINE | 3
A.10 Third-party and customer relationships ~ H|3X} %! 1174 27| g

17
Annex B - (normative/optional) Implementation guidance for Al controls
Annex B — 9 objectives , 38 controls
H|=<L|A Shof| L AEHEIOf| CHSH 22| giSEn |2 Hl=stk
B.2 Policies related to Al Al 2t X IZH= 25 A2 tE Al Al_l_l':t'f" et e 291t & 53
B.2.2 Al policy Al B Al A|AEIO| JHR EE= AR Off CHTE HA S 2A{S}s|OF &L Ct.
B.2.3 Alignment with other organizational policies
ZXx| 9| ChE A to| A 2 =
. . Al BH2 XEEl Habd, HEY U 224 BPSI| sl A=
B.2.4 Review of the Al policy Al X HE tHo = = oo mat =712 HEE|0{of FL|CH
18
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Annex B - (normative/optional) Implementation guidance for Al controls

Annex B — 9 objectives , 38 controls

B.3 Internal organization L{% Z=Z|
B.3.2 Al roles and responsibilities Al &g 3! 2

B.3.3 Reporting of concerns $2| Alg 211

19
Annex B - (normative/optional) Implementation guidance for Al controls
Annex B - 9 objectives , 38 controls
B.4 Resources for Al systems Al A|ARIS 2|st xj2l
B.4.2 Resource documentation Xt EA]s}
B.4.3 Data resources H|O|E| Xt
B.4.4 Tooling resources T X}&l
B.4.5 System and computing resources
A2R S HRR XL
B.4.6 Human resources Q1% X2
20
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Annex B - (normative/optional) Implementation guidance for Al controls

Annex B — 9 objectives , 38 controls

B.5 Assessing impacts of Al systems
Al A|ARIo| Hok WIt

g
. XXI2 ATz HMElo| ZA Al A|AHIOZ Ols| WAt £ 9l JHol0)|
B.5.2 Al system impact assessment process EIECION R = slEes T e e
yomme ’ Lt 79l 8, E£ £ 5ot Aol i3 HAE Z1E BILs Bt
Al A| AR B WIL "HAL = 5213}|0} BtL|C}
B.5.3 Documentation of Al system impact assessments I ZatE EM2Stn FolE 7|2t

Al A AR 33 W7 2 A3} 5 2HH OF Bt

B.5.4 Assessing Al system impact on individuals or
groups of individuals

0 == iR O EO Chet Al AR A EIt

B.5.5 Assessing societal impacts of Al systems ool ZX Al AARO| TIYH Ol ALS|H HeS "It
Adlo| AL3|H B Wt St X2t} OF BLICL.

21
Annex B - (normative/optional) Implementation guidance for Al controls
Annex B — 9 objectives , 38 controls
B.6 Al system life cycle Al A|
B.6.1.2 Objectives for responsible development of Al
system Al A|2RIo| Mol Q1= JiHS 2ot S8
B.6.1.3 Processes for responsible design and N
development of Al systams. ? Zxe m Naslo] M ol W 8 NYE A TN HAE B
AL A2 MY ol M Y N AL Sl Ao B
22
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Annex B - (normative/optional) Implementation guidance for Al controls

Annex B — 9 objectives , 38 controls

B6 Al system life cycle Al AAH 4377 -

B.6.2.1 Al system life cycle

Al A AEIO| JHEHFET|

B.6.2.2 Al system requirements and specification Al A| A8 @A}

g9l ArE nig-)
B.6.2.3 Documentation of Al system design and development Z=X2 ZX| S8, EAMSHE 27 AFE U AL 7|2 7|HC =2 Al A|AR MA % 7Y
Al A| AR A7) 8L 7E Z A%} 22 EM3teloF guict.

B.6.2.4 Al system verification and validation

Al A28 HE o &l

=
B.6.2.5 Al system deployment Al A|AR HiZ ;_i
e

B.6.2.6 Al system operation and monitoring AE Ho|stn ZAsteljof BLICE x|

Al A|AR] 201 gl BL|E3 = |E % X|8l0] ZBtE|0jof BLCt.

B.6.2.7 Al system technical documentation
Al AR 7= M3t

B.6.2.8 Al system recording of event logs
O[HIE 29| Al A|AH 7|15

Al A| AR MEHET|9|
X| ZHsliof stx| gk, |

23
Annex B - (normative/optional) Implementation guidance for Al controls
Annex B - 9 objectives , 38 controls
. ZZ[o| =FHFT| mutof] ZX Al A AR & Sl Y, XS E= ALE
4 o ~ S ,
B.7 Data for Al systems Al A|ARIS 2|8 H|0|E{ Ol M Al A|AEI GH|O|E{o| &} HatS O|sjatE 2 HAISHL|CE.
B.7.2 Data for development and enhancement of Al X=X2 Al A|AH 7{n} 2 E Hlo|E 22| HAE Ho|, 2Mst U T
system Al A|AR 7% 81 7H S 9|t | O] E oisfjoF gfLict.
ZX|2 Al A|AEI0| AFRE|= H|O|E{Q] £=%! Bl MEHO| CHSH M| &L AbSH
B.7.3 Acquisition of data EﬂOlE‘l #‘ﬂ 5 Al I no“%r£§|6}11lnlA1‘|§|!5ﬁ';)F$ﬁ-l E},_'o" H° "T I‘%
= = .
; ZZ2 fio|E EXO Ciet 2 AN S Folst M2l of 5t Al Al
B.7.4 Quality of data for Al systems S = o e
AHZ JUStn 2Yst= O AMRE|= O|0|E{7} o|2{st Atete =
Al A|AEO] Blo[E ZX ;;; HE5tn 2AsH= Ol AH8El= HO|E{7L O]23t 27 AMEE &
= ClOJE| 5! Al A|ARlo| M | A|AE0| AME O]
R s EXE 7|28 9ist m2 2 EASteoF BLict.
. ZE2 jo|g FH|E MEiSt= 7|ED}t AFSE CIo|E FH| WEHE Hol
B.7.6 Data preparation H|O|E{ &=H| 313 =M 3}s|0F S CF
24
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Annex B - (normative/optional) Implementation guidance for Al controls

Annex B — 9 objectives , 38 controls

B.8 Information for interested parties
Al A AR O[S|BAIXHE 913 He

B.8.2 System documentation and information for - iy -~ .
S TIE Sa Al e B Bl He ZX2 Al AIAH O[S RIOIA B WS WHst0] HBsHof BHict,

Xx|2 os|EAXI7} Al A|AE|C
B.8.3 External reporting 2|% E1 HE OISHEAIRZE Al M 22| 7

. . o ZEI2 Al A|AE] ALEX| Al FEHst7 2|st Al2lS AX™Stn 2
B.8.4 Communication of incidents  At112| OJAfA & A-|§__'|}6H FI°*!—IEL k& Xtol 7 I‘ 18 M| A AHS ¥

B.8.5 Information for interested parties
O[S ZA XIS ¢let HE

25

Annex B - (normative/optional) Implementation guidance for Al controls

Annex B — 9 objectives , 38 controls

ZXI0| =X MxHof waf kA ZE Q) A|AEHIS AIRSIEE HEHSHL
B.9 Use of Al systems Al *|¢Eé!9| AI‘% = | = o—|0|| I' I' =0 AI:7|'!| Al I o= }‘oOI'E HEe I

B.9.2 Processes for responsible use of Al systems Al ZZ2 Al A|ARIO| HMQl Ql= ALRS Qs HALE Holstn 2A3lslof
A AEo| Ml 2= AL S S8t B}

B.9.3 Objectives for responsible use of Al system OrLYS17| 9|8t
Al A AHO| MY Qs AR S 93t BE

B.9.4 Intended use of the Al system
Al A|2RE9| o| T &l AL

26
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Annex B - (normative/optional) Implementation guidance for Al controls

Annex B — 9 objectives , 38 controls

Al A| AR HEHZET| 9
A i 2E =5 B

B.10 Third-party and customer relationships
H3x 3 07y A

E2 Al A|AEIO| 71 9l A0 |:H$|- Aol ol XM HEAIQ| TIZHO|
—'7“ i = —_—a— x o —n_ =0 M- HL- o~ =1 —
B.10.4 Customers 117, J|thet @ 7= DE{stE = B XHS|OF SHL|C}

27
ii A
ISO 42001 — MAF Z2 M| A
ASSESS / AUDIT - H7l/& A
Preparation
(Consulting or Pre- Docursnt:gte F:eview
A | 10}
ssessment or Internally) A|XAA (-E-*‘l + BT *I‘)
Stage 2
Initial Audit
Certificate issued
- QhXst, MAZ A= Al EE| =F |FXIE ) S
st APAIA B BA, S T T Vearly Surveilance
= HAP ZAAZ e X|SHe AEEX 2 AZHF7| ArEE| MA
AI ﬁEé! 7“& 2d Yearly Surveillance 1
Audit
Certification Renewal =
I OI= AIA
Audit i elS st
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ISO 42001 — MAF T2 M| A

ASSESS / AUDIT — "7}/ A}

= Stage 1 - Document Review &AM A}

Stage 1
M HA

Certificate issued

$
m

29
ISO 42001 — MAI T2 M| A
ASSESS / AUDIT - ®7}/& A}
= Stage 2 - Initial Audit 12 M A}
Certificate issued €
15t AFZ AL
2nd ALZ A AL
30
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HA SHEAE ' ‘

v %9 Al 8| Wst ojx ' I ‘

v ALY, X H, Bxiel 74 Certificate issued

v F715el Al 85 0™ o
(fled/Se oL WAL SEN AIfIRE], 8153 §)

| T AE (] OF O1E)
v BEE A ARZXS A AAf

e
ol
0z
S

v Al #2| £F | s flet #5o 2ty L

&3¢ ISACA.

Korea Chapter




{ MEMO )}

172



=

a
o
i
gl =
o oH
T o 2
m._ﬂohw
o o o
oF S NI
oll B U=
0 S < K
= O %
rul Gl O RO <O
n— WMWE
HI ¢
=< e
=__e z.m
i '
= —
—l
|
m_
ol
<
=
| ]

g

S



2024 =

31 Barun ICT Research Conference | St=X|A12Qsts|

FHEt=]

[HZI 1 ISACA Korea Conference

Al MAGO| LIFSH| 2

21
(=M=}
A
oo

CISA, PMP, IBM Cybersecurity Analyst, 2 A| AEI2t2|2
Xt | Principal Professional

-
[=)
==

VS

.l

—

223

Korea Chapter

security

AUIUEIVg"WrrlvaCYF airne
SafetyTl'aﬂSparenCY“‘Ju

Solidarit y
 Accountahility it
Explainability

wareness

d privacy w
fogue righ(é

fourien human
accountable

engaged

countability ¢rarieharency

R ResearchGate

Word cloud of the identified Al ethics ...

R ResearchGate
Spain Sample Word cloud: Eth...

® ResearchGate
Word cloud of concepits fr...

machine learnit

#ai6t ﬁ cs

#datasc enge ‘hxca!m" igdata
l‘7":]‘:"}“ #respontibleai =
AL

<w#aiforgood:

artificial intelligence ethics

[ Linkedin
Responsible Al: Al as a force for good

& ResearchGate
keywords (from TextRank ...

% NewMR

Artificial intelligence
e Privacy-Aay

»responS|ble : 'l
Al ethlc‘s

cthics

o0... !

iS5 A
=

5 @) _Artifi
g mdNay

Word Cloud to analyse open-ended ...

Iunsupc(\/xsec

— Intelllgence
M vision

,1Compute

G

work & many

jobs new

This image shows a word cloud re...

=Tt
intelligence

® Aamy
Artificial intelligence word clo...

= Processing
Machlne

Cement

sfer

Reinfor:

cial

o

ne database

rescarch

@ Adobe Stock
Artificial Intelligence ...

o’ 9
A 1 Bipey
me(hod
e
{data

Unitary Al

@ shutterstock

). ethical

machine learning
So(lal explanat

algonthmbms

group

HO(ICI
human
user

pa pef

i
Caifrerenraecision

How diverse is an Al ethics conference?

Generativear:

Transformation

Consideratic

iManagement-

Ethical BUS1NESS

Artificial Intelligence Word Cloud ...

B Linkedin
Stages in Al Ethics: ...

traditional owners
Kiowledge tek - :

ecological knowledge

174




~_ GPTEX, 1302 SXIO|E OF] -

/ < Alglge| Hiof (Hd FE £.X)
Al 2453}, RISK (Hallucination, XZ}3, Bl22] 28|, 22X 23 S)

86%

G b

$ (24,34 Statcounter)

US air force denies running simulation
in which Al drone ‘killed’ operator

= 7"\":~.~.\ 93
Controllable OR uncontrollable 3

i L= olop?|

ML : LIS EX|2} LHE 37| 2t
Ex T3

| coso
| COBIT
| A R 22| Z2j|o19)3

Al A|AZ LHSLER) Taijolo) Hot

ALNAY T8 T}

175



2024 = st=liiz] Barun ICT Research Conference | et=X|A12%st3| Z=H SNz | ISACA Korea Conference

— L= (Internal Control)

WHY J|210| 23 ol ciigt BraIE BHAIS M2 Slstol

YU EEY WLEN MY P U RS ES

WHO ZX10] O|A X0l g oj @ LS =] 22|
(IC over Financial

Reporting)
= ]|

ME|A Hj2 2X

WHAT X|a&xoz A L olajo] Dl

HOW | JM QA QIXl =X 18] ASH SR 4H| S

LSt S5 > LS 2124 22

- WELEX| 591%] 4 24 (Components)

4r

ZX|2at FYTI| FFEE, olAtRl/AAII ] At
ZEHA|, 2], Jat Gt HAH|

(RN
SHYY AU A Ay, BY, 52 B} 55 i
BIStAY 22|
177}x]
Principles + 53 DAL,
AYS 9IE T A, BAL B $E 15 (Principles) |- zazaus, @ wo

(Arzto| ab) ZHsto]
Ry =2 ots)

A 5 U AL 28

15 W, X\ o i

00000

*EN LRI 2HRE

MO LIS SN M 9leh H4 22

—

176



SM ZYA3

- COSO (Committee of Sponsoring Organizations of the Treadway Commission)

1977 Forelqn 1992 COSO Framework 2013 New COSO
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EX| D23

— COBIT(Control Objectives for Information Technologies) §§§ ISACA.
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— COBIT Process
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(False Negative Rate) (False Positive Rate)
@ Accuracy(HX| . 2| FNR
] e Al . : FPR
= (TPHTN) + (TP TNFP4EN) Alx| Positive Alx| Negative || False Acceptance False Reject
- True Positive False Positive @ Precision(FUE)
Al Positive L (TP) (FP) =TP + (TP+FP) ]
uzE ; -
(i Fales Negative True Negative
Negative (FN) (TN)
@ ie.p"sl‘::lz:_;!"(:n_ﬂ_)"n 3 ®=ST§CI—ﬂ(cFI;+TN‘; 3 FER Equal Error Rate
® FNR(False Negative Rate)| ® FPR(False Posltive Rate) e
=FN+ (FN+TP) =FP + (FP+TN) o
=1 - Sensitivity \__= 1 - Specificity
@ Accuracy(EtX| HEE) = (TP+TN) + (TP+TN+FP+FN) ® Precision(HY%) = TP + (TP+FP)

* #1817 Risk, Fraud Casel} 2%, THCHt HIg
@ Sensitivity(2ZE) = TP + (TP+FN)
* Al4| Fraud Case & AI2 Fraud’| Z&E&|= Hlg
® Specificity(E0|€) = TN + (FP+TN)
* A5 Non-Fraud Case 3§ AI2 Non-Fraud?t &&= HIg

* Fraud2l D A2} ZHCHSE Fraud Case?} st mekst bl g

® FNR(False Negative Rate) = FN + (FN+TP) = 1 - Sensitivity
* Ax| Positive QIC]|, Negative2 @BCH}= H| &

® FPR(False Positive Rate) = FP + (FP+TN) = 1 - Specificity

* {5 Negative QIEl, Positive2 QWCHsH= HIg 20
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I. Introduction
1-1. Research Background

1. Generative Artificial Intelligence

++» Nowadays Generative Al is a key driving force in various industries and is applied in many spheres such as business,
education, content generation, medicine, etc (F. F.-H. Nah et al., 2023), providing significant optimization and efficiency
improvement.

« Generative Al tools and ChatGPT:

“ Generative Al (GenAl) refers to models that can generate new content such as text, images, or audio based on patterns
learned from training data. Examples include models like GPT-4 and DALL-E, which can create text and images from
prompts provided by users (OpenAl).

+» GenAl tools adept LLMs provide great quality since they are trained on a vast dataset and billions of parameters. They

perform well in areas such as information search, summarization, writing, and translation (Ding et al, 2024).

. ChatGPT @& DALL-E K);\; Midjourney J Claude

I. Introduction

1-1. Research Background: Generative Artificial Intelligence in Data Analytics

*ChatGPTS’s ability to sort through unstructured data with analytic technology’s proven capacity to identify patterns, trends,
and anomalies in organized data is paying dividends.

e Studies have demonstrated
the potential of Generative Al

in automating data analysis 6 Powerful Applications of
tasks, enhanci dicti . . .
madeling, and generating Generative Al in Data Analytics

insights from large datasets
(Brown et al., 2020; Chen et al.,

2021). @e Marketing, sales, (_LJD —| Synthetic data {i_’;ﬂ ET;ES:::E
_ . —
r__OO_-jO and CX analytics =’p0ll| generation N in software

S Data = Data cleaning Dataset
@ visualization A and anomaly optimization
000 detection for analysis

Master of Code Global, 2023
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I. Introduction

1-2. Research Background
Applications of GenAl in Data Analytics and Information Search

Information Provision: GenAl tools excel in providing access to a Elicit.com utilizes extensive private What would you like to research?
vast repository of knowledge, making them invaluable for up-to-  22Pase of 200 million acaderic

D papers from the Semantic Scholar
date information dissemination. corpus to provide reliable

information for researchers.

Information Extraction: GenAl tools skillfully extract both GenAl tools play a i";‘:“("‘”’ a patra on from User G " r;" Content
o . . ) pivotal role in reviewing and prompt): One way of classifying sentiments has 10 categories
explicit and nuanced information from a range of sources. This

of emotions: positive, negative, anger, anticipation, disgust, fear,
summarizing a wide array of jay, sadness, surprise, and trust. Please review the following cus-

e lEl Ry ErET e materials. This includes academic e el s e s
summarizing key facts from market reports or user generated literature, course content, The review docsn't explicitly convey emotions like anger, anticipa-
q q . . and student reports. sion, disgust, fear, sadness, surprise, or trust. The primary emotions
content and discerning embedded information such as customer expressed in the revie are positive and joy for the lapiop's good
L and f -and 1 for its
sentiments. leading 1o an overall mixed sentiment.

Content Editing and Generation: The advent of GenAl in image
and video generation has revolutionized the way marketing
professionals and educators create visual content. Utilizing tools
such as DALL-E 3, Sora, and EMU has made the creation of
unique and high-quality media both more accessible and
efficient.

ChatGPT, Claudeai, Copyai, Jasper

Data Analysis: Specific GenAl tools, including ChatGPT equipped T o
with the Advanced Data Analysis plugin, provide substantial
assistance across different data analysis aspects.

Google's BERT, OpenAl's Codex

I. Introduction

1-1. Research Background: Retrieval-Augmented Generation (RAG)

«*» GenAl models face challenges with maintaining accuracy on long texts and extended dialogues(Lewis et al., 2024).
«* Reliance on pre-trained data can lead to outdated information and limited context, causing “hallucinations”.

«» “Hallucination” risk limits the model’s reliability in professional and data-sensitive contexts.

Solution: Retrieval-Augmented Generation (RAG) Retrieval Augmented Generation

| Response > &

User

Retrieval-Augmented Generation (RAG) is a framework that

combines retrieval-based and generative models to produce more g Pre;tralning \?,3. 2 [ Query
accurate and trustworthy Al-generated information. (Lo

Massive dataset Pre-trained LLM RatiisvalEiodsl
*» RAG enhances GenAl by integrating a retrieval component, E

Relevant docs. Search

which enables the model to access up-to-date, factual
information from trusted sources in real time. —————
¢ RAG reduces hallucination issues by fetching data from current [%[%[%
resources, improving both factual accuracy and contextual Knowledge Base
relevance for users (Petroni et al., 2024)
Retrieval Augmented Generation Framework (DamnDev, 2024)
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IO. Theoretical Background

Retrieval-Augmented Generation (RAG) Embedding Embedding 1 Query

Importance of RAG: @ D 2/ @C @

» Enhancing Trustworthiness: RAG frameworks improve the reliability of Al outputs c 1\

oo

by integrating retrieved data from reliable sources (Lewis et al., 2020). VectorDatabaca

) ) ) ] « N Chunking Retrieval Augmented Generation
* Improving Accuracy: By leveraging external information, RAG systems reduce the ‘.‘:

risk of generating incorrect or biased content, enhancing overall accuracy and user B LLM(s)
i Relevant Data
-III In!olmaltlon 3\ 4
Extraction

b diendl ——>

b et

<

trust (Guu et al., 2020).

<

» User Acceptance: Studies show that users are more likely to trust and accept Al-

generated information when it is supplemented by verifiable sources (lzacard &

Grave, 2021). 5l
. ) . . . Raw Data
<+ In this study, Retrieval-Augmented Generation (RAG) improves user confidence m_lrl Solreas
and accuracy by incorporating external, verifiable sources into Al responses. i Soturiom ey
Data Preparation

Information search and data analysis will be based on Retrieval-Augmented

Generation (RAG), significantly enhancing trust within the Organism component of Messy Problems. (n.d.).

The process illustrated in this diagram involves extracting raw data, chunking it
into manageable pieces, embedding it into a vector database, and then using
GenAl-generated information. queries to retrieve relevant data. This data is then processed by large language
models (LLMs), a key component of Generative Al (GenAl), to generate
accurate and trustworthy responses.

our model by improving the accuracy, reliability, and user confidence in the

I. Introduction — Research Gap & Need for Research

Research Gap

* Most studies have focused on the technical performance of Generative Al rather than user interaction and perception.
* There is a lack of comprehensive studies on user interaction and perception of RAG-based Generative Al (Xu et al., 2023).
* Understanding how users interact with and perceive RAG-based Generative Al is crucial for enhancing user experience and
technology adoption.
Need for Research
e Investigating factors that influence user trust and confidence in Generative Al can help improve user experience.

¢ Studying the impact of GenAl on decision-making can provide insights into enhancing GenAl's role in assisting users
and improving decision outcomes.

e Understanding user behavior can inform better design and development of user-friendly, transparent Al systems.
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Research Objective:

Key Research Questions:

I. Introduction — Research Objectives & Research Questions

This study aims to identify critical factors influencing user behavior when engaging with RAG-based Al tools for information
search and data analysis, explicitly examining user-centric metrics such as trust and satisfaction.

+» RQ1: How do information search features (e.g., speed, accuracy) in RAG-based Generative Al tools affect user perceptions of
the GenAl (e.g., trust and satisfaction) and their intention to reuse the system?

+ RQ2: How do the data analysis features of RAG-based Generative Al affect user perceptions of the GenAl (trust and
satisfaction) and their intention to reuse the system?

IO. Theoretical Background - Previous Research(1)

User

User

Speed of Info

impressions with
Generative Al.

lassificati Tr fi Key findi Ref
Classification Study behavior Satisfaction rust Confidence Retrieval ey findings eference
The Opportunities of GenAl j”ha";es"ust
. . and purchase Lee Hang,
- o
Generative Al in Cross o 0 X x intention; moderated 2024
Border E-Commerce by perceived risk.
Generative Al and GenAl improves et
. . customer experience, Smith et al.,
Customer Experience in E- o 0 o o X trust, satisfaction, and 2023
Commerce loyalty.
GenAl and L
user Investigating the Impact of GenAl boosts trust,
) G tive Al C o o o o X satisfaction, and Kim et al.,
behavior enerative op onsumer decision-making in e- 2024
Behavior commerce.
A comprehensive
Current Study o o] o o o study on user
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IO. Theoretical Background - Previous Research(2)

Classificati . . User Emotional User Decision -
on Study Information Search Data Analysis Perception Response Behavior Making Key findings Reference
Examines
What drives tourists’ anthropomorphic
continuance intention to use stimuli's impacton | pp o o
ChatGPT for travel services? A [e] X o [e] o] o] tourists' trust,
stimulus-organism-response attitudes, al., 2024
perspective satisfaction, and
continued use.
Analyzes human-Al
collaboration in AR,
Exploring Human-Al highlighting the Shokoufeh
Collaboration Continuum in (o] X 0] X o] o] importance of Alin | & Gabbard,
Augmented Reality Applications influencing user 2024
behavior and
GenAl decision-making.
and SOR Examines
credibility and
. adoption of
Is ChaFGPT a Responsible ChatGPT using SOR, | Chakraborty
Communication: A Study on the . s .
L . o] o [0} o [0} X identifying key & Biswal,
Credibility and Adoption of " "
Conversational Al factors like quality, 2024
accuracy
influencing user
decisions.
A comprehensive
Current Study o o o o ) ) i study Qn uselr
impressions with
Generative Al

IO. Theoretical Background

Theoretical Frameworks:

Stimulus-Organism-Response (SOR) Framework:
Describes how stimuli affect an organism (individual), leading to specific response behaviors (Mehrabian & Russell, 1974).

Relevance to this study: The SOR model is adaptable to various technological contexts, including the study of generative Al. It
allows for including specific technological stimuli (e.g., Al-generated content) and measures their impact on user perceptions
and behaviors.

Environmental Emotional Approach or
Stimuli —_— States _— Avoidance
Stimulus Organism Response

Mehrabian & Russell (1974)
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II. Theoretical Background
2.2-1. S — Stimuli: Key Features of RAG-Based GenAl Tools

In the SOR framework, the Stimulus represents external factors or features that capture user attention and initiate interaction
with the Al tool.

Based on the literature review, the following variables were selected as Stimulus (S) Tasks for the research model:

Accuracy: RAG-based GenAl tools improve factual accuracy by retrieving up-to-date information from reliable databases.
Speed: Fast response times are critical, as users perceive a tool to be more reliable and efficient when it quickly retrieves
relevant information.

Format: How information is presented visually impacts users’ initial perceptions of quality and trustworthiness.
Completeness: Users favor tools that provide comprehensive, detailed responses that reduce the need for additional

searches.

These stimulus factors shape initial user perceptions, setting the stage for cognitive and emotional responses.

I

. Theoretical Background

The following concepts reflect Organism (O) for the research model based on the HSM theory:

2.2-2. O - Organism: User Reactions to RAG-Based GenAl

In the SOR framework, the Organism refers to the user’s cognitive and emotional responses triggered by the stimuli provided
by the RAG-based GenAl tool.

<+ Trust: The willingness of a party to be vulnerable to the actions of another party based on the expectations that the other
party will perform a particular action important to the trustor, irrespective of the ability to monitor or control that other
party (Mayer et al. 1995).

9,
0

s Satisfaction: the summary psychological state resulting when the emotion surrounding disconfirmed expectations is
coupled with the consumer's prior feelings about the consumption experience(Oliver, 1981)

The Organism component reveals the cognitive and emotional factors that shape how users view and interact with RAG-based
GenAl tools.
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IO. Theoretical Background
2.2-3. R — Response: User Intentions and Actions

In the SOR model, the Response is the behavior or outcome resulting from users' cognitive and emotional
states in reaction to the stimuli provided.

The following concepts were selected as Response (R) Variables for the research model:

* Intention to reuse refers to the user’s intention to keep using a system after initial acceptance, primarily
driven by satisfaction and confirmation of expectations.

* The Response component reflects how trust and satisfaction drive future interactions with RAG-based
GenAl, highlighting the importance of user-centered design in these tools.

IO. Theoretical Background: Heuristic-Systematic Model

Heuristic-Systematic Model (HSM) in Information Processing

«+» Developed by Chaiken (1980) to explain how individuals process persuasive information.
< Applied in contexts such as advertising, health communication, and social persuasion where quick judgments or deeper analysis may
be needed (Chaiken, 1980; Eagly & Chaiken, 1993).

Two Processing Modes:

e Heuristic Processing: Quick, intuitive judgments based on cues like source credibility or response speed; does not involve in-depth
analysis (Lee & Chung, 2019).

¢ Systematic Processing: Thoroughly evaluates content for accuracy and relevance, involving deeper cognitive effort (Chaiken, 1980).

HSM in This Study
Purpose: HSM is used to understand how users interact with RAG-based GenAl tools, providing insights into different user evaluation
approaches:
Heuristic Factors:
Format: Visual representation of information affects first impressions and trust without in-depth scrutiny.
Speed: Faster responses are perceived as more reliable, creating a positive heuristic impression (users may not examine content
quality closely).
Systematic Factors:
Accuracy: Users evaluate the correctness and validity of information, requiring cognitive effort to confirm reliability (Shi et al.,
2020).
Completeness: Users assess whether information is thorough, especially when detailed responses are essential (Park et al.,
2016).
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lll.Research Model and Hypotheses

RAG-based GenAl
tool characteristics

—Stimulus—>»

—Q0Organism—>

Research Model

-
-

——Response——>

First-order variable

Second-order variable

IV. Methodology

Scenario-Based Experiment:

A controlled experimental setup where participants interact with RAG-based GenAl tools in simulated, task-specific
scenarios.

Information Search

Data Analysis

Scenario 1.

Graduate

student doing research
Focus: Research and data
analysis, requiring
comprehensive and accurate
information.

Task: Using ChatGPT with RAG to perform a literature
review by retrieving relevant studies, recent publications,
and academic papers on a chosen research topic.

Tool Feature: RAG-enabled search capability ensures
access to up-to-date, verified sources for comprehensive
information (Susarla et al., 2023).

Task: Leveraging GenAl for statistical analysis, the
student uses the tool to synthesize and evaluate
data for research findings.

Tool Feature: Supports complex data analysis tasks
by generating and evaluating code for statistical
models, providing in-depth insights and visualization
tools.

Scenario 2. Marketing
analyst doing market
research for business
Focus: Market analysis,
prioritizing timely, relevant
information for strategic
decision-making.

Task: Utilizing RAG-based GenAl to search for real-time
market trends, competitor analysis, and consumer
insights relevant to a specific industry.

Tool Feature: Real-time information retrieval helps the
analyst access the latest data, aiding in quick, informed
decision-making (Susarla et al., 2023).

Task: Employing GenAl tools to conduct predictive
analysis on market data, including trend forecasting
and product performance metrics.

Tool Feature: Enhances data analysis by integrating
visualization tools, enabling detailed competitor and
market strategy analysis.
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IV. Methodology

Scenario-based experiment: Procedure and Data Analysis
1. Procedure
Individual Task Completion:
Participants complete each task individually in a controlled environment, simulating real-world research and analysis
contexts.
Data Collection:
Task Metrics: Track completion times and interaction patterns to measure task efficiency and user engagement.
Post-Task Questionnaire: After each task, participants respond to a questionnaire measuring:
¢ Trust: User confidence in the GenAl tool’s reliability and accuracy.
+»+ Satisfaction: Level of contentment with information quality and tool performance.
*»* Reuse Intention: Likelihood of using the tool for similar tasks in the future.
2. Data Analysis
Descriptive Statistics:
Summarize responses across scenarios to establish baseline metrics for trust, satisfaction, and reuse intention.
Independent Samples t-Tests:
Compare responses (trust, satisfaction, and reuse intention) between students and marketing specialists across different
scenarios to identify user-group differences.
ANOVA Tests:
Assess how the information quality dimensions (speed, accuracy, completeness, and format) impact trust, satisfaction, and
reuse intention across scenarios.

V. Hypotheses

«» Hypothesis 1. Accuracy positively influences trust in RAG-based GenAl tools.

«» Hypothesis 2. Completeness positively influences trust in RAG-based GenAl tools.

+» Hypothesis 3. Format positively influences trust in RAG-based GenAl tools.

¢+ Hypothesis 4. Speed positively influences trust in RAG-based GenAl tools.

«» Hypothesis 5. Accuracy positively influences satisfaction with RAG-based GenAl tools.

«» Hypothesis 6. Completeness positively influences satisfaction with RAG-based GenAl tools.
«» Hypothesis 7. Format positively influences satisfaction with RAG-based GenAl tools.

«» Hypothesis 8. Speed positively influences satisfaction with RAG-based GenAl tools.

“» Hypothesis 9. Trust positively influences reuse intention in RAG-based GenAl tools.

«» Hypothesis 10. Satisfaction positively influences reuse intention in RAG-based GenAl tools.
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VII. Conclusion & Expected Outcomes

«» Expected Results

Higher Trust and Satisfaction with RAG-Based GenAl:
We anticipate that users will show greater trust and satisfaction with RAG-enabled GenAl tools compared to non-RAG tools due to their
ability to provide accurate, relevant, and timely information.

Variation in Heuristic vs. Systematic Processing:
Users with immediate needs (e.g., marketing analysts) are likely to rely on heuristic cues such as speed and format, while those with
comprehensive information needs (e.g., students) are expected to engage in systematic processing, focusing on accuracy and
completeness.

Increased Reuse Intentions:
Positive experiences in both professional and academic contexts are expected to lead to higher reuse intentions, making RAG-based tools
more appealing for continuous use in decision-making and research.

¢ Theoretical Implications

Design Guidelines for User-Centered GenAl Tools:
Findings will provide actionable insights for improving RAG-based GenAl tool interfaces, emphasizing factors such as response speed,
visual presentation, accuracy, and completeness to cater to diverse user needs.

Contribution to Al and HCI Research:
This study contributes to the fields of Al and human-computer interaction (HCI) by bridging technical functionality with user experience
insights, highlighting how different user groups engage with Al tools under real-world conditions.

%+ Future Research Directions

Exploring Other Professional Contexts:
Future studies could examine RAG-based GenAl use in fields like healthcare, law, or customer support, where real-time, accurate
information is essential.
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= LLM(Large Language Model)

LLM(Large Language Model)2 NLP(Natural Language Processing)2| ¢t 20F&, 2017'd Google2| Transeformer =&& Al%
2 BERT(Bidirectional EnCoder Representations from Transformers), GPT(Generative Pre-trained Transformer)2} Z2
of ZEo| SESHENS, 2024)
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= g H|0|E{(Synthetic Data)

« &4 OIO|E{(Synthetic Dat)y= +&X ZHO|Lt Yn2|5S E85t0] HH| Cl|0|E{(Real Data)2t SHX £’40| |AISH /&
O|E{Z, 4H| Hlo|E 24 7"1}2} FALEH ZALE ¥ = AT Mol 7HE2| H0]E{ Y (Jordon,2022)

« 2 HOolHe |82 4 HIO|HE et S0l wmat e Bd HlO|E{(Fully synthetic data), & &3 CllO|E{(Partially
synthetic data), & &g H|0|E{(Hybrid synthetic data)® T2 (7]01% 2 2/23],2024)

« JtESE HIoHE JHQ A0l Ztset WEZ FF5H0], AFAVL 24 A FH o= HO[HE AM8%t= Ol olEge S £
=4 ZtHolH M&3 o 2ME Qs A7 FEo| 2X 7t L& Peloquin et al, 2020)

« 2 Oo|H= 7Hel HEE RSSHME HO|Ee R84S BREY + A= ZE0|HA| 23 7|82, 59| Wat% A70|A ot
St GIO|E| 3QE 7tsotA & =3 GDPRIF &Al ALO|9] FHE U= 58 oo 2 HIHE (Kurapati & Gilli, 2023)

- Y OolH= dA HolHe AN S48 RXAISHHME JHQS AY3s0] ZEIO|HA| @IS F0|1 7Hel Ald 7tsdE Mt

St A s 2 S XS THLopez 2022)
<E2> &4 HO|E 88 (HQIH RS 2024)
T2 e

e Y

. O|H MK Go|E 7 [ oo = JpAtO MM E| G| 0] H
(Fully symthetic data), A3 BlO[E{of ALK BIO|E 7} SjLtE 810] 25 JHatoz MM E Hlo|g
R I . A HO|E & YH GlO[EH Z2 UH WAS MeNsiol e GlO|E 2 ChH S 50|
(Partially synthetic data | . oiztdo| £ 7{Lt 274317 0f2{2 HO|E{Tt &4 HO|E|2 CHA|3F0) A A% BO|Ef
=23 ot Ho|g . Qs B0 ghe oA HO|E|Z MY D MAE Ho[Elel A HO[EES SH 0[BHL A w4
(Hybrid synthetic data) US A EESH= H*““OE ‘””9 EﬂOlEi
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Hlo|E| S Crst 2ofol 22 E|D Urt T4 C|0[E| AR 202040 A 20249 Ato|of| 2F 13H] MEE ZHo = of AE|
o, AlEe e g2 Chesh AHolM g Ho|HE &858t 7|1 =27t 376t LS (KISDI, 2022)
« <J% 5> KISDIOIA a3 SdHI0IE AFE dgY
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Al 22| F0t F2H HIo|EE A835te] d/dE HIo|E 7| LAoM

« HEaLe A £7| i o|F 3H EHIACH, 7|IE &
8¢ HIo|E 7| QIE M/dofl ciet B0l S8t Z(Joni Salminen,

difjo|Ejet HilE{del SEL= Qs X HO|HE &
2024)

< EHZ, U2 %ol RE(LLM)e EXoR EEHY Q0] KO|HE(RPLA), F ASXIS0 ELE HEALE AEY0|MH SIS 24
E AL A 2R0] 3 2T RPLAE HAPH Q23 7HY FHEE oM HH| 7Helofl o|2& FHe by

n

CHatdd AlY, 7HQISHE HIM & CHYEt Al 88 =230 dHE ZXAZ S (Jiangjie Chen et.al, 2024; <& 2> & X)
Al XF

« it olof 2R (LLMm) o o w2t HE|st, OfAlY ZofoflA L2 Q10 2ol oot P2 O|H £ A=K YESIAD, A7
AE2 LLMO|| HE2LLHE F043t0] Q1ZH BOXHE CHMISH?| A E SRS (Marko Sarstedt et.al, 2024)

=
CEE e eI ERep HHEE)
Using large language models to generate silicon samples in consu | GPTeH Z2 LLMS #-83}0f QI7to| Bt88 B3sl= o5 HojH Marko
mer and marketing research: Challenges, opportunities, and guidel | ME(&2|Z #E)S 4-d5to] 2H|X X OFAE ZAO|AM HEX | GPT + ZEZE AX|L0fY Sarstedt
ines Abgsg AE HAES A et.al(2024)
L ' ; . HE ZA 70N YT HEko| =¥ S 23 LM SEE At U
Do LLMs exhibit human-like response biases? A case study in S%ﬂl H|JIE‘0'}D1 "3‘539\} 20| Egﬁz o LLmol ‘Rj’ji’j oA | LM+ ZEZE AxLoa Lindia Tjuatja
survey design 5 2t a2 LIEHLx| A7 etal. (2024)
LARGE LANGUAGE MODELS AS SIMULATED ECONOMIC AGENTS: | HI2&LP7F RO1E LIMO| AHX0Ol 2/ deg 7|Z2 ogtel | 0 - one AlX|L|of John J.
WHAT CAN WE LEARN FROM HOMO SILICUS? RN 952 anyoz A2 old & £ =X A7 . < Horton(2023)
: ) ; . ) - QS|S0 HE2ALE RSt XA, A2 DF0| Cfet Albrecht
>imulating the Human in HCD with ChatGPT: Redesigning SE WA} 2 AQ0) et AFBXF TS0 Chet AIB0H | GPT + ZEZE AX|L0fY Schmidt
Interaction Design with Al
o et.al(2024)
QIZF 4 CIXIQIHCD) T2 MAE 9Ioh ALEA} H2ALLE Y Albrecht
; : ’ PR sko] ux, 2ZEQof JiE, CIAtQl AFYUES oz HH AE o2 ;
Generating personas using LLMs and assessing their viability X7t A TliIETiLIS’-I E-S-KI%I_OI ggsfnﬂgoiqg E\m@ E GPT + ZEZE AX|LIOY Schmidt
el et.al(2024)
Scaling Synthetic Data Creation with 1,000,000,000 Personas Al T 2ALE 28310 T2 Chysh g HIolE 4y o GPT + ZEZE AX|L{0fE e?:l?;é;t)

» = AF0ME LLME E83t Al H2ALIE M40 Role-Playing Prompt 7|8t 42T E TSt 0}t &
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LLM(GPT-40) LLM(GPT-40)
Decomposed prompt Role-play prompt
& &
One-shot prompt one-shot prompt
AR SH
STEP1. Q7 & B 44 STEP1. GPT H|2&L} H0f
o —
O ! — 1
STEP2. 0|9t BMAL 4’d STEP2. HEXAL TI¥
STEP3. H[2 ALt A’d STEP3. Al m7}

<38 6>HoAsts ASKs 2R ALY
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< 71E d7e ASKS HELL 7|W HEXRA ZAHE H|WSLY| I8, 2to|ZAELUO| WHE Of20F 2 QAN F M =of ot o
(22, 2024)E 7|2 AE HO|Eet AT EH RE +HOIAS

« 7IE A= HEF olR0F 2US Jjelo| WE S0 ENoR EESLY| fldf, 2to|=AEHYU0 wa} of=0F 2 ANt T HT
E0f| Xto|7} Lh=X] 2M3IoH, MESE Xl T 204 0|42 ¥l ofdS iz 2 FHSAS (LTS, 2024)
- <ES5>E|E AN £ BE Cj4o] A7 BH HEO|D, <E 6> NE 2¥ £
<H 5> LIME 280 2t ¥5 2 2a Ay <H 6> LLIME 280 A2t A5 2 A A7
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40CH 62
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|
I A2
. Q7EA My nEme
Model Input ~ Model Inp N
Generate demographic information for exactly Generate demographic information for exactly 26
200 unique female individuals with the unique fewalé individuals with the following
following characteristics: characteristics:
- Name: Randomly generated
- Age distribution: - Name: Randomly generated
- 26s: 17 individuals - Age distribution:
- 30s: 26 individuals - 20s: 17 individuals
- 40s: 62 individuals - 40s: 8 individuals
- 50+: 42 individuals _ 5@+: 1 individuals
- Highest Education distribution: N : N 3 1 3
- High School: 73 individuals - Highest Education distribution:
- College Graduate: 101 individuals - College Graduate: 26 individuals
- Graduate School: 26 individuals - Marital Status distribution:
- Marital Status distribution: - Married: 2 individuals
- Married: 110 individuals - Single: 24 individuals
- Single: 90 individuals
. . Ensure the final output contains
Ensura the final output contains exactly 200 individuals in total, with the
exactly 200 individuals in total, with the specified distributions
specified distributions. p
Each individual’s information should be Each individual's information should be
formatted in JSON as shown in the example: formatted in JSON as shown in the example:
{ {
"RandomlyGeneratedName", "Name "RandomlyGeneratedName",
" 20s"s w, "Age": "26s”,
Highest Education™: "College "Highest Education”: "College
Graduate", Graduate"
3 Marital status”: "Single "Marital Status": "Single"
}
(. / . J
<313 7> ATFEA YR ZFZE <33 8> FIH ¥ Q7EH BE =E=E 17/1 6
|
|
I, ¢ EHE
gl M- Ol §2 AL MOEOTE
= FO| BHE WU HELLYY ZEZE Model Input ~
Modelmput Based on the following demographics:
\
write a brief introduction in Korean that
Based on the followin indiVidualls combines both demographic information and
g hobbies naturally, like a personal
o Pany profile or character introduction.
denographic information: )
' ' answer example:
genet‘ate d 115t O'F hObeESc The r‘esult Junhee Lee is a vibrant and enthusiastic
B f woman in her 20s who, after graduating
should be a Python list with no nore than 2 from university,
. entered society with a keen interest in
1tem5, Example: self-development and various activities.
She broadens her knowledge by reading
books regularly and strengthens her body
and mind through hiking on weekends.
" : "oy : 1all iti : i
["Reading books", "listening to music'] Additionally, she enjoys exploring new
flavors and expressing her creativity
through cooking.
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